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ABSTRACT

Context. Compared to universal information systems, the information system for critical use has a simplified structure of the
information environment and specific requirements regarding the volumes and nature of information resources. This fact allows us to
refuse excessive detail and to narrow the simulation object to the process of forming a security policy for an information system for
critical use, an adequate problem description of which is achievable under the condition of a rational choice of the mathematical
apparatus.

Objective. Synthesis of mathematical apparatus for the complex unified description of static and dynamic, controlled by integrity
and authenticity, processes in the information system for critical use in its hierarchical representation.

Method. In the article new complex mathematical models of processes of information processing and access separation to it are
obtained, which, in contrast to the existing ones, describe in the framework of the mathematical apparatus of E-networks mechanisms
for protecting the environment and resources of the information system for critical use and allow to quantify the integrity of its
information resources. The mathematical models of the synthesis of the policy of safe information processes interaction in the
information system for critical use are developed, which allow guaranteeing the observance of local security policies on the various
structural elements of the system and integrating them into the global security policy, observing a single discretionary policy
everywhere in the system.

Results. The practical consequence of the obtained theoretical results is the methods of optimizing the operation of the data
processing and the access separation units, which are responsible in the information system for critical use for controlling the
information integrity and the authenticity of access to it, respectively. In particular, the model of security policy of a information
system for critical use adapted for practical application, a method for dynamically information integrity controlling with a
corresponding criterion based on the mathematical apparatus of semi-Markov networks for a comprehensive stochastic description of
discrete states of the information integrity control at selected hierarchical levels of the system during the continuous discretionary
access. The method allows us to select the maximum allowable values of information integrity control coefficients at the sub-levels
of the OSI application level allocated in the information system for critical use based on the pre-set amount of the size of controlled
information, the speed of information integrity control and the maximum period of the system is in the appropriate state. Also
describes a method for controlling access to information processes that are described by superblocks on the E-network representation
of the ISCU using sets of classifiers integrated into each block of the superblock that capture the fact of exceeding the corresponding
thresholds by weighted degrees of identity of the attributes of the object that wants to access, which allows us to classify the
identified information threat and initiate the corresponding reaction described in the system security policy. The analysis of the
results of the experiments allowed to obtain optimal parameters of groups of classifiers, which, in the framework of global, local and
discretionary security policies, prevent the unauthorized access to system information resources or attempts to violate their integrity.

Conclusions. The article presents for the first time the mathematical model of the information system of critical use, in which,
unlike the existing ones, a single approach has been introduced to describe information processes within the global, discretionary and
local security policies with an attachment to the hierarchical structure of the information system, which allows analysis and synthesis
of functions services supporting user roles based on the object-relational model of organization of information resources of the
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system, to perform their integration, induction and ensure compatibility within a single security policy, to control the information and

the authenticity of static and dynamic access to it.

KEYWORDS: information system for critical use, security policy, data processing unit, access separation unit, automated

speaker recognition system for critical use.

ABBREVIATIONS
ASU is an access separation unit;
DB is a database;
DMS is a database management system;
DPU is a data processing unit;
IICS is an information integrity control subsystem;
IS is an information system;
ISCU is an information system for critical use;
ISSS is an information system security subsystem;
SP is a security policy;

NOMENCLATURE

a is a type of authorization procedure;

(pb(r) is a Laplace-Stieltjes transformation of the
basic probability distribution of a random variable t;

Qi( j) is a result (marking) for the access points
within the type of SP for the i -th structural element of the
E-network;

& is a vector of parameters of the basic distribution
law;

T4, 1s a random value of the duration of the process
of the information integrity control during discretionary
access m ;

1; is a random value of the time of the IICS’s stay in
the state i ;

¢ is a speed of the information integrity control;

D is a set of precedents;

B is a set of superblocks allocated on the E-network
of the ISCU, in the formation of its SP;

B, is a superblock of E-network order /;

E (rm) is a dynamic performance criterion for IICS of
ISCU;

E is a formalized description of the E-network of the
ISCU;

E, is an ability of the ISCU to perform its functional

duties while maintaining the data integrity;

E; is an ability of the ISCU to maintain a given
performance indicator without the information integrity
controlling;

E¢ min 18 @ operational constant;

Fp,(t) is a function of the basic law of the probability
distribution of a random variable 7 ;

b (r) is a density of the basic law of the probability
distribution of the random variable 7 ;

G is an E-network representation of the software and

hardware component of the ISCU;
G4 is a set of arcs of the state graph of the E-network

of the ISCU, which describes the actions of active users
within the roles defined for them;
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GE is a set of entities-superblocks of the ISCU,
described by sets of vertices of the graph of the E-
network;

G, is a function of the hierarchical structure of the
ISCU;

Gy is a set of arcs of the state graph of the E-
network of the ISCU, which describe the information
flows between the entities of the ISCU;

Gy is a set of arcs of the state graph of the E-network
of the ISCU, which describe the users roles;

H(t) is a characteristic matrix of the semi-Markov
process of information integrity controlling in the ISCU
1n time;

I is an index of module u and a block, in which this
module is upper;

i is an iterator;

J is a sub index of the index I ;

J 1is an iterator;

K is a number of lower modules in the block with the
index 1 ;

K, is a random variable of the coefficient of the
information integrity control during discretionary access
m,

K; is a coefficient of the information integrity control
when the IICS is in a state i ;

Kinaxi 18 a maximum predicted value of the

coefficient K ;

k is an ISCU’s level number;

L is a number of levels of the ISCU;

[ is an ISCU’s level number;

l;, is a number of the higher level of this layer of the
ISCU;

[; is a number of the lower level of this layer of the
ISCU;

M 4 is a set of the ISCU administrators;

M,
state of the input positions of the module with the index
by the types of authorization procedures « ;

M is a set of functions that provide the performance
of defined ISCU roles;

M,,, is an initial marking function that defines the

i 18 an input marking function that determines the

status of the source positions of the module with the index
by type of authorization procedures o ;

My is a set of roles, each of which defines the limits
of the capabilities allocated by the administrators for the
corresponding classes of users;

M, 1is a set of the ISCU users;

U
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P is a set of positions for obtaining access to the E-
network-based ISCU;

P, is a set of positions for obtaining access to the /
hierarchy level of the ISCU;

O is a set of simple positions of the E-network of the
ISCU;

0, is a set of simple positions of the / hierarchy level

of the ISCU;
Q. is a set of potential targets of intruders that are

elements of the E-network representation of the ISCU;,

r is a logical variable of the permissibility of an
authorization;

S is a set of positions (layers) of E-networks of the
ISCU;

S; 1is a set of positions (layer) of the / hierarchy level

of the ISCU;
¢t is a time variable;

T; is a maximum permissible time of stay of the IICS

in a state i ;
U is a set of modules of the E-network of the ISCU;
U, is a set of modules of the / hierarchy level of the

ISCU;

u is an element of a set of modules of the E-network
of the ISCU;

Van 1s an entire amount of information, the integrity

of which has to be controlled;

V; is an entire amount of information, the integrity of
which has to be controlled when the IICS is in a state i ;

v; is a random amount of information, the integrity of

which has to be controlled during the period of the IICS
being in a state i ;
Vg 18 @ random amount of information, the integrity

of which has to be controlled during discretionary access
m;
Z 1is a set of classes of information threats.

INTRODUCTION

The information system [1] is a structural and
functional set of technical, software and other means
created to support one or more types of information
processes and provide information services. Actual IS are
inherent hierarchy, decentralization, functional
distribution, parallel execution of custom tasks, etc. Such
systems function in conditions of active information
exchange under the influence of random and negative
factors with high cost of consequences of possible
violations or errors in their work. The structure of such
systems is formed according to the purpose of functioning
and is characterized by high complexity on elemental
saturation at the software and hardware levels, which is
reflected in the complexity of control algorithms and
mechanisms of switching elements of the system.

Critical use of IS due to the importance of the
information resources of such a system leads to the need
for an integrated approach to the implementation of its
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security, including protectiFon of communication
channels, protection of the authorization process for users
(authentication) and programs, protection of remote
elements of the system, holistic protection of the whole
system and the creation of algorithms system behaviour
when detecting information threats. Accordingly, the
protection subsystem of such an IS must combine the
mechanisms of protection of the components of the
information environment (IS as such), mechanisms for
minimizing risks for components of the information
environment and information resources (data present in
the IS), a set of procedural, logical and physical measures
aimed at countering threats to information resources and
components of the information environment. Since the
security of the information resource implies the
impossibility of its loss due to failures of the components
of the information environment, the task of securing the
information resource is decomposed into the task of
ensuring the reliability of the computer database, which
guarantees the continuity of the functioning of the
information environment, and the problem of
counteraction and prevention of threats to information
resources. The requirements for ensuring the safe
operation of IS are embodied in security policies [2]. The
execution of the SP ensures that, in case of occurrence of
foreseeable problem situations as a result of unwanted
factors of different kinds, the system will be able to fulfill
its target function in full.

The above information allows us to assert the
impossibility of constructing an adequate mathematical
model for an exhaustive description of the functioning of
the IS. However, the critical use of IS narrows as
characteristics of the information environment and the
amount and nature of information resources that are in
such an information system. This circumstance allows us
to abandon excessive detail and to narrow the simulation
object to the process of shaping the security policy of an
information system for critical use, an adequate
problematic description of which is achievable under the
condition of a rational choice of the mathematical
apparatus.

The object of study — the process of synthesizing an
adequate SP for an ISCU.

The subject of study — the mathematical apparatus of
E-networks for describing the mechanisms of security of
environment and resources of ISCU in the form of SP.
Mathematical apparatus of semi-Markov models for a
comprehensive stochastic description of discrete states of
the information integrity control at selected hierarchical
levels of ISCU during continuous discretionary access.

The purpose of the work is to create an adequate
mathematical model of the SP for ISCU and to generate
methods for the practical application of the results of such
simulation.

1 PROBLEM STATEMENT
We represent the generalized mathematical model of

ISCU in the form of a tuple (M 4,M¢c,Mg,Mp,t). Under

security policy we will understand a complex of methods
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that regulates the management, protection and distribution
of information. Sources of danger in this case will be: the
unpredictability of the result of intersection of the roles
and functions of a particular user Mz M pVce M

due to the imperfection of the formal description of the
system, imperfection of the wusers and services
authentication process, the potential incompleteness or
unauthorized loss of information resources. Therefore,
only the adequate security policy, which is strictly
formalized within the framework of the chosen
mathematical apparatus, describes the permitted processes
of formation and interaction of the elements of the sets
from the above-mentioned tuple, controls the
completeness and predictability of the results of this
interaction, detects and identifies the unauthorized
processes, ensures the users and services authentication
processes, controls the integrity of information resources
and allows us to detect deviations from the provisions of
the SP and uniquely regulates the corresponding system
response for such cases.

2 REVIEW OF THE LITERATURE

At the international level, the notion of information
security is generally regulated by ISO/IEC 27001:2013
[3], whose annexes describe a set of measures for
information security management. Directly on the issue of
information security is devoted to 14 sections of Annex A
of the standard: A.5 “Information Security Policies” —
defines how information security policy is created,
verified and managed; A.6 “Information Security
Organization” — defines the list of types of users and their
privileges, and also describes the organization of remote
access to information, including wusing mobile
technologies; A.7 “Safety of human assets” — fully
describes the staff interaction with a controlled by IS
environment; A.8 “Asset Management” — clustering
information resources of IS. Identifies the peculiarities of
the storage, management and information access
processes at the hardware level; A.9. “Access Control”
describes measures for the safe access to information
resources within the framework of a defined security
policy and taking into account the provisions of sections
A.6-A.8 of the standard; A.10 “Cryptography” — describes
the admissible technologies of information encryption and
key management process; A.l11 “Physical security and
environment security” — describes the procedure for
organizing security zones, the order of protection against
identified threats, the order of security of equipment, the
order of information destruction and the policy of “clean
table” and “clean monitor”, etc.; A.12 “Operation
Safety” — describes the process of managing the proper
functioning of the entire complex of software that
supports functioning of the information environment of
IS; A.13 “Communication security” — defines network
security measures; A.14 “Acquisition, development and
maintenance of systems” — describes the steps taken to
ensure the development, acquisition and maintenance of
software and hardware components for functioning of IS;
A.15 “Relations with suppliers” — describes a safe
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procedure for work with equipment, software and services
suppliers; A.16  “Information  Security Incident
Management” — describes the procedure for writing
reports of disadvantages, imperfections and vulnerabilities
of IS, and procedures for responding to them; A.17
“Information Security Aspects for Ensuring Business
Continuity” — describes the order of work planning for the
continuous operation of IS; A.18 “Relevance” — describes
the issues of compliance of information resources and the
way in which the information environment of IS is
organized in accordance with applicable law, in
particular, on the protection of intellectual property,
personal data, and the order and organization of
information security checks. In general, the standard lists
114 aspects for the security of the information
environment and information resources of IS, which in
general describe the mechanisms of information security,
mainly without guidance on the application of specific
technologies, due to their rapid evolution.

According to ISO/IEC 27001:2013, protected IS have to
successfully counteract the types of attacks defined during
its design stage for given external operating system
conditions. Usually, in order to achieve such a result, the
SP of IS includes mechanisms that implement only part of
the 114 aspects formulated in the standard [3]. This way
of creating a SP is much faster, cheaper, and generally
satisfies the standard [3], but does not guarantee the
absence of vulnerabilities due to the lack of a systematic
approach in its implementation.

The information search did not reveal studies where the
concept of security organization of the ISCU is described at
the proper level of formalization, which determines the
relevance of the research presented in the article.

3 MATERIALS AND METHODS

Of course, research on the issue of the safety of ISCU
should begin with its definition as a research object. ISCU
is a partial case of ISs that, according to ISO/IEC 2382:
2015 [4], includes systems for the storage, retrieval and
processing of information and related organizational
resources that provide and distribute information.

In the broad sense, the integral components of IS are
data, hardware (including communications) and software,
personnel and  organizational measures. ISCS,
respectively, is an information system that operates so
much important data that unauthorized access can lead to
significant material or human losses. For the system
representation of ISCU, we will use the OSI hierarchical
network model [5], which, however, focuses on the
communication component, while the program
component is represented only by the application layer.
Adapt the OSI model to describe the ISCU by breaking
down its application level by sub-level, as presented in
Table 1.

Further formalization of the description of the ISCU,
based on the hierarchical structure presented in Table 1, is
proposed to be carried out on the basis of the
mathematical model of information circulation [6-9] in
which, by standardizing the interfaces of the conjugation
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Table 1 — The hierarchical structural organization of the ISCU within the application level of the OSI model

Sub-level of the
application level
Stn;cftllhr:llglcerl?ent The role of the structural element Oivli tililr?f}?;ed
framework of the
ISCU
Admllrllilsittranon Set privilege for a set of user roles Administrative
Access separation | Recognize the identity of the user to decide on his rights to an appropriate role in the ISCU. Identification
unit Supports functioning of the highest level of software of the ASU of ISCU.
Virtualization unit | Create a virtual working environment for an authorized user in accordance with its role Integration
The ISCU Launches program manager of ISCU, which, in accordance with the role of an authorized integrator,
resource access launches system applications, utilities and access services to the ISCU resources. Supports the work Dispatching
organization unit | of high-level software of DPU of ISCU.
Network Provides initiation and support of information exchange with the corresponding ISCU servers by the Lo
L . . . . Navigational
navigation unit generated authorized program manager for the search for information
Data transfer unit Supports access to thc? authorized navigation tool to two types of the ISCU servers: Server
Registration server Unique data server
Organizes the work of the authorized
Object control Provides support for user authentication pr(_)cedur_es navigation t0(_)1 with the data placed on the
unit (low. leV‘el of software for the ASB) and data integrity server according to the fom'.lula'ted requ'est Applied
monitoring (low level of software for DPU) using the application-applied
interpretations installed on the server
Resource Provides access for the authorized interpreter to the server resources manager. Supports the Managerial
management unit | operation of the DMS kernel as the lowest level of software for DPU g
Provides access to the authorized resource manager to the server databases, among which, according
. to the type of server, distinguish: .
Data unit Access authorization database, database subsystem of | Database for the authentication procedure, Informational
communication, database of information records database of profile data

of application processes and service complexes with
decomposition of the levels of access to ISCU resources,
combining flexibility with each aspect of data security:
confidentiality, availability and integrity. Under the
flexibility of protective mechanisms in the context of
confidentiality and accessibility, we will understand the
rationale of the delineation of access to information, and
under the inviolability — the quality of the SP model used
in the ISCU. Necessary for SP modelling is the creation
of its global (syntactic) model that describes the desired
properties of DPU of ISCU, and sufficient — the creation
of a local (semantic) SP model that describes the rules for
the transition between the established states of the DPU.
In the presence of a local model of SP is considered
dynamic, and in its absence — static. A dynamic model of
SP with a finite set of states is called a model of finite
states [10]. The basic safety theorem [9] theoretically
substantiates the fundamental safety of the model of the
final states of the DPU of ISCU: if at the initial moment
of time the global security policy is implemented and all
the transitions between the DPU of ISCU satisfy the local
SP model, at a later time, the global safety model will also
be implemented, that is, ISCU vulnerabilities appear at
the stage of its practical implementation, and not laid
directly into a correctly synthesized SP model. The
second indispensable component of the security of the
ISCU is the ASB, which is best described in the context
of the global SP by the discretionary model [11], which
regulates the process of user progress towards resources
of ISCU within defined roles, not taking into account the
state and interconnections of DPU. However, unlike the
model of finite states, the discretionary model is
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potentially dangerous. Secure the discretionary access
processes by running each one in a dedicated, controlled,
and independent process with a uniquely defined
sequence of end-to-end transitions. In such a concept, the
arbitrary discretionary access process, governed by global
SP rules, will represent the corresponding algorithmic
sequence of authorized accesses of higher-level
components to the resources of the current or lower level
components that are combined into a clear vertical
hierarchy of ISCU, with the parameters set by the local
SP rules.

In order to convey the specifics of the global and local
SP organization of discretionary access to the resources of
ISCU, the structure of which consists of DPU and ASU
components with the above characteristics, we use the
mathematical apparatus of E-networks [6-9]. Within the
framework of the E-network concept, a structured process
in the ISCU is presented as a basic element — a number j

level [, module, which is the result of grouping

according to the meaning of the process of several
neighboring levels of the ISCU with numbers /=1,
where /; =[, —j+1. The structure of the E-network is

blocked. Each module of the E-network contains a set of
pairs of opposite input (simple) and output (access)
positions, which differ in a unique mechanism of
authorization. Number of items in the module is equal to
the number of authorization mechanisms.

To identify the modules and blocks of the E-network
of ISCU we will introduce a system of indices, based on
the module’s membership to the levels of the ISCU and
the internal numbering of modules in the blocks. Define
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the j order index as a sequence ij.y.....i;. The level [
modules are identified by the (L—/) order indexes

I=1.L . All modules of a certain block are divided into
upper and lower ones, according to their location at the
levels of the ISCU. An arbitrary block of an E-network
with an index / contains a single top module with an
index / and K [I ] lower modules with numbers

j=1,K|I| correspondingly, which is equivalent to the
1.j expression for any j module of the lower level of
the 7 block. Accordingly, we will consider the J index
as a sub-index of [ index — Jcl=[I>oJ if
I=Jii,..i, and the case ((J <1)v(J=1)) we will
mark as J < /=1 >J. The logical variable r = r([,oc)

describes the result of the type a authorization procedure
in the module with the index 7. With each idle position
associated time delay procedure and conversion
procedure, which is accompanied by an appropriate
change in the values of the characteristic attributes of the
user object. With each access point, the conditional
branching operation is associated with different types of
authorization procedures, the results of which are marked
by the system for the user object characterized by a set of
features — attributes. Each object can be moved by the
positions of one authorization procedure, which is
indexed in the set of authorization procedures for the
transaction. Moving an object, depending on the result of
the authorization procedure, can occur either from the
input position of the module in to the opposite to it output
or in to the input position of the same authorization
procedure of the second module of the same block with
the descent to one level of the hierarchy of the ISCU, or
in to the input position of the same authorization
procedures of the module L -level hierarchy of the ISCU.
At the same time (in parallel) a lot of objects can be
processed in the system, with some authorization
procedure can be deferred by the time delay procedure set
by the system for the corresponding module. Upon
completion of the time delay procedure, the object moves
with possible absorption or reproduction procedures,
accompanied by corresponding transformations of the
values of its attributes. Sum up the above described
describing the E-network module in the form

uz(l,q,p)eU,, (1

IZI(M):il.iz.i3.....iL_1, qzq[l,a]e Ql,
p:p[l,a]ePI, |Ql|:|Pl|¢O — a set of modules Uy,

where

simple positions Q; and access point positions £ from

level [ are the basis for synthesizing sets of modules U ,
simple positions O, access point positions P for the

L
entire E-network: 0 =(JQ; #0,
/=1

Ol<w, O,NQ #0;
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L L
P={JR =0, |Pl<o, BnB20; U={JU, %0,
=1 =1
|U| <o, Uy nU; #0. Based on (1) the structure of the
E-network itself we describe by the tuple
E=(NK.r,My,Moys), )
where K=K [1 ],
Moy :Mout[[’a]‘
Also, we introduce the concept of the E-network
positions (layers) S, S=QUP=0, QONnP=0,
|S | <o, |Q| = |P| , which generalizes the set of simple

r=rLal, My =M,[la],

positions Q and access point positions P . The level
S; ;. layer [, with the lower level /; — is part of the E-
I+*h

network By =S, ; with an order j=1[, -/, +1, which
belongs to the layer of E-network order j level /;, and

contains only modules of this layer of the E-network and
connecting their arcs. For the first-order layer equality
Sy,..1, =U;, 1s true. E-network layers S; , and

Sty dy;

hi
intersect if they have at least one common E-
layer: (max(l,l-,l,j)s min(lhl-,lhj », otherwise the layers do

not overlap. If the layers intersect, then it is possible to
define join and intersection operations for them. The join
of the E-network layers S; ;= and S[lj'”lhj there will be

S

hi

a layer Sll'”[ Ly US[[]_' where ll: min(lli’l[j)’

w Pl oy

Iy= max(lhi,lhj), and the intersection of these layers will

be a layer Sl]...lh :Slli---lhi mSllj__lh/, .

The foregoing allows us to introduce yet another level
of generalization in the ISCU simulation on the E-
network which will be called the level /, superblock

By,
part of the By =B, ;(0) E-network of j=1,—[+1
order, which is inscribed in the S; ,

modules indexes satisfy J < /. The order of the
superblock shows the number of E-network levels, which
contain the modules that are part of it, and the level of the
superblock shows the highest E-network level in its
composition. Superblock B covers a set of E-network
levels, among which are the highest, lowest and
intermediate levels, each of which has modules, for
determination of which we introduce variables Q;(B),

with the lower level /; and the index 7, which is

layer whose

P,(B), U,(B), which, respectively, represent the set of

simple positions, the set of access point positions and the
set of modules on the levels [ of the superblock.
Summarizing the introduced symbols for all levels of the
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superblock, we obtain the corresponding supersets:

Iy Iy Iy
o(8)=Uai(B), P(B)= Un(B), U(B)= JU,(8).
1=l 1=, 1=l

We will analyze operations on superblocks, taking on
analogy with the above-described operations over ISCU
E-network layers. So superblocks cross over if they have
at least one common module, that is, two ISCU E-
networks superblocks intersect if the top module of one of
them is a part of another. This assertion has a number of
consequences, namely: superblocks inscribed in the same
layer do not intersect; Superblocks of the same level, but
of different order or not overlapping, or have a common
top module and a super-block of higher order includes a
superblock of the lower order; if superblocks with the
same lower level intersect, then the faults have a different
order and the superblock of higher order includes a
superblock of lower order. In the end, the result of the
intersection of superblocks will be a superblock, which
includes all the shared modules of output superblocks,
thus creating a new superblock: let

B, ., (I)=B, . (Ii)ﬁBl,j...zhj (7;). 1 =minlt,;.0).
Iy = max(ly, ;) then, if I, =), then I =1;, orif [, =1},
then /=17;. Such an interpretation of operations on

superblocks of the ISCU E-network is in line with the
process of forming the global SP of ISCU. If the system
of marking the results of discretionary access to the ISCU
information resources is included in the concept of the
global SP of ISCU, then its mathematical model at the
level of the superblock B =B; ;. (10) will be a subset of

access point positions QG(B) for the lower level of the
superblock: Qg(B)c B (B). Accordingly, all access

point positions for the lower level will be marked by the
compliance of the global SP:
(vp = pli.a]e B, (B)\QG(B) M, [1,a]=0),  which
prevents unauthorized discretionary access to the lower
level resources  without breaking the mark:
Bp = plr.a]e B, (B)\ Q6 (B)M 1. 0]=1).

In order to integrate the discretionary authentication
model into the created model of ISCU in the context of
the above-described approach to the formation of its
global SP, we introduce the concept of discretionary SP of
ISCU, which will determine the privileges of
discretionary access of the given authorization to objects
at the selected level of ISCU. By analogy with the above,
we introduce a discretionary SP of level / on a
superblock B=B,; (10) by a subset of the access point

positions Q) (B) for a [ level of a super-block:
QD,(B)Q P,(B), [, <1<1,. Performing a discretionary
I-level SP Qp;(B) on a superblock B will mean the

appropriate marking of all access point positions at this
level:  (vp=pllale A(B)\Qp(B)M,y[l.a]=0),
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while an attempt to violate it is marked as
@ = pl1.ale R(B)\ Qpy (BNM py[1,0]=1).

Unlike the global SP, the local SP of ISCU regulates
the inter-entity interaction with the projection on the
concept of the hierarchical ISCU representation by
applying a “control-controlled” rule for pairs of entities
located at neighboring levels of ISCU. In accordance with
this rule, the subjects of the current level are controllable
in relation to the subjects of the higher adjacent level. The
local [-level SP Q;(B) on the superblock

B=B, ,(I,) will be
Q1 (8)= Y1) {Iu) afu Uy (B)a = TN},

[ <1<, and will set the attributes of the possibility of

authorization in the modules of this superblock level.
Accordingly, a subset of positions allowed by the local / -
level SP on the superblock B will be described by a

{p=p[I(u).a]eR(B)ueU,(B).a=1N,

(I(u),a,l>eQ”(B)}, which allows to describe

described by a set

subset

situations when a local SP is executed, and when not, by
expressions (Vp = p[](u),oc] € P,(BXu eU;(B)a= LN,

R(B)u U, (B).a =TN.{1(u).a.0) € 0, (B))

.(Mom [1,a] = 0) and (Elp = p[[(u),a] e<1(u),a,0>
eQ, (B)) (M(mt [I,a] = 1) respectively. Detailing the

process of forming a local SP of ISCU requires
differentiation of the rules of safe inter-entity control over
the controlling entities at the level of the block of the E-
network. The only top module of an arbitrary block of an
E-network of ISCU with an / index is associated with
the controlling entity, and its lower modules (with

numbers 1,K|I within the block or with numbers

1.1,1.K|I| within the E-network) are associated with

actual or potentially managed entities. We will develop
this concept in the notion of block SP of ISCU, which
establishes the attributes of permissibility of obtaining
access for all modules of a block. To formalize the block
SP we will describe the mechanism for reconciling the
attributes permissibility of obtaining access and the
corresponding sets of marked access point positions
between the upper module and all the lower modules of
the block. Based on the fact that the access processes for
the controlling and the controlled entities are the same, it
can be argued that the permissibility of obtaining access
for a controlled entity requires the admissibility of a
similar procedure for a controlling entity and vice versa,
the inadmissibility of obtaining access to the controlling
entity requires a similar for all managed entities. These
conclusions allow us to formulate rules for agreeing
attributes of permissibility of obtaining access in a
blocked SP:
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(Bj S mX}’[l.j,a]: 1):>
(1.a]=0)= (v e LK1 ja]=0), )

where a:I,_N, 1 =1(u), ueU\U;.
Consider the concept of block SP in the formation of a

(r[1.a]=1), (3)

local SP on the basis of a superblock B=B; (1) in
the form of expression
lh
Q, (8)= U (8)= {1(e).our{i(u) oju < U(B), -
I=l) ,

a=1N]|

where all the attributes r[[ (u),a] for all blocks are

mutually agreed with the help of rules (3), (4).

We extend the application of the rules (3), (4) to the
process of solving the local SP on the superblock
B=B 4 (Iy) in the form of rules

(r.0]=1)= (v c 1]pls,0]e PBNrs.al=1), (4
ueU(B)\U, (B),

(r[]’a]zo):(‘v’.]c[|p[J,0(]€P(B)Xr[J’OL]:O)’ (7
ueU(B)\Ull(B)>

at a=1LN, I =1I(u).

Finally, based on the rules (3)—(7) we will formulate
the process of agreeing the privileges of discretionary
access for the entire SP of ISCU by combining the level
of discretionary SP for all levels of ISCU with their
agreement on the basis of block SP:

QDP<B>:ZQQDZ<B>QP<B>, ®

where B:Bll...l,,(lo)» the sets QDZ(B) are agreed

according to rules (3), (4) and the processes of agreeing
the marked access point positions and attributes of
permissibility of obtaining access are equivalent, that is,
the permitted position corresponds to the true value of the
attribute of permissibility of obtaining access, while the
wrong position is false.

Equivalently (3), (4) we have rules for coordinating
the access point positions when set up a block SP on an
E-network:

(G e LK Nl jsale@pp)= (pllaleQpp), )

(pl1.0)e Qpp)= (vj e LK) pl. 0] e @pp).  (10)
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at a=LN, I=1Iu), ueU\U;.

Summarizing the rules (9) and (10) formulated for
different levels of ISCU, we obtain the rules for agreeing
the access point positions at the discretion of a
discretionary SP on a superblock B =B, (Io):

(plr.ale 2pp(B)= (v < 1]p[J.a] < P(B))x

x(p[J,(x]e QDP(B)), ueU(B)\U,h (B), (11)
(plr.ale Qpp(8))= (v = 1]p[J.a]< P(B))x

(12)
x(plV.o]e Qpp(8)), ucU(B)\U, (B),
at a=1,N, Iz](u).

Consequently, the discretionary SP of ISCU,
represented by the E-network, can be set up by a set of
access point positions according to the rules (11), (12),
but such representation is characterized by information
redundancy, which is deprived the globalized
representation of the discretionary SP on the E-network:

QpG(B)=Qp,(B)=

(pl7.0]e Qpg(B)) = (pl1.a]e Qp, (B))A
A(v7 = 1]p[7,a]e P(B)p[7. a]e p, (B)),

(13)

where a=1,N, I=1(u), ueU(B). There is a reverse
possibility — to represent Qpp(B) having a set of
Qp(B):

(pl1.a]e @pp(B)) <

(@7 211plv,0)e P(B)pl7, a]e @pg (B)). (14)

As a result, the index of one of the two access point
positions p’ and p" from the globalized set of allowed

access point positions Q,(B) for a same authorization
can’t be a subindex of another:

(p'= plI'a]eQpG(B)A p" = plI"a]e Qpa(B)) = 15)
S{I'cI"AI"zT'). (
Lets get a set Q) (B) of this same SP on the basis of

(14), taking into account (15), which will include in to
QDF(B) each element of Q, (B) and all access point

positions whose indexes are its subexpectives:

(vp:p[l’a]eP(B)\QDp(B)XMout[[’a]:0)9 (16)

which makes all access point positions that are not
marked by this SP unavailable, and an attempt to initiate
them will take into account with the help of the
expression:
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By = pl1.ale P(B)\Qp, (B)\M,[1.0]=1).  (17)

The implementation of the discretionary SP at the
DPU level is guaranteed by an execution of the local SP
QL(B), defined in (5), the discretionary SP QDp(B),

defined in (8), and expression (Vp = p[l,a]e P(B))-
((p eQDp(B))<:> (r[],oc]:l)) on the superblock B of

E-network. Accordingly, if at a certain time a discrete SP
is executed on a certain superblock of the E-network of
ISCU, and all objects moving in this superblock satisfy
the inductive superblock of the local SP, then at any later
time the discretionary SP on the superblock will also be
executed. Perform marking of the positions allowed by
the selected local SP on a superblock B=B8; (Iy) of

the E-network like:

(vp = pl1.a]e B, (B)\(Mu[1.0]= 1)A (M [1.a]= 0)) A (s
~vp = pl1.ale P(B)\ B, (B)M;,[1.0]= M, [1.a] = 0)

We will call marking (18) basic. On its basis we get
the induced by discretionary SP marking

(Vp = p[l,a]e QDG(B)X(Min[]’O“]: O)A(Mout[[’o“] = 1))/\ 19
A(%p = plL.ale PBN QG (B)M, 1.0]= Mo lr.a]-0) 1P

Expression (19) describes the discretionary access to
the resources of the lower level of the ISCU hierarchy
with the privileges that are maximally permissible within
the framework of the discretionary SP specified on the
superblock. In the framework of expressions (18), (19) we
formulate the notion of global SP Q;(B) on a superblock

B, as induced by a discrete SP provided on the same
superblock Qgp(B), if Qg(B)=Qgp(B). A subset

Q,(B)c P(B) satisfies (15) since all its elements belong

to the lower level of the ISCU hierarchy, therefore, on any
arbitrary superblock, any global SP is induced by a single
discretionary SP, which, in turn, is induced by a local SP.
Thus, for an arbitrary global SP, which is given by (15)
on the superblock of an E-network, it is possible to define
the access operations (11) and the transformation
operations (12) on this superblock so the induced by the
given global SP marking of the superblock (19) may be
derived from the basic marking (18) within the local SP,
which induced by this global SP.

The above expressions mathematically correctly and
holistically describe the interaction of all levels of SP in a
hierarchical ISCU with DPU and ASU, but, given the
complex nature of the ISCU, the question of agreeing of
SPs of superblocks on the scale of whole ISCU is
relevant. To study this issue, we will define the concept of
weak and strong compatibility (incompatibility) of SP.
Weak compatibility (incompatibility) of SP Q, and Q.

we consider like the absence (existence) of direct
contradictions between them and denote Q, ~Q.
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(Q, +Q,). Strong compatibility (incompatibility) of SP
Q, and Q, we consider like the absence (existence) of

contradictions in the distribution of their SP to the entire
E-network and denote Q,~Q, (Q, #Q;). We also

consider that two arbitrary SPs are the same type if they
relate to one level of the E-network representation of ICU
(both global, both local, etc.), or different types in
opposite cases.

Let’s describe the concept of compatibility
(incompatibility) of the same type of SP with such
expressions
(Qu(BI)N Q(;(B‘))C> (Q (

J

(0,(8)+ 0.8, ) < (0,(2)n 2,(8)+ 0. (8 )P (8,). 20)

(@, (5
@, (8)+0,(8 )= (@,(B)nPB )+, (B )0 PB))(24)

From (20)-(24) it is evident that the weak
compatibility (incompatibility) of the same type of SPs on
the same superblock is interpreted as their equality
(inequality):

(l5:)~lB; A 5; = B, ) = (al5;) = 2ls;).

(8, )5, 5,) ]

((5)+0ls;). @

2
=

¥
Q

Strong compatibility of the same types of SPs Q(Bi)
and Q(B j) on the superblocks B; and B; accordingly

will be interpreted as their simultaneous weak
compatibility with a certain single SP of the whole E-
network B, of the same type:

(@(8,)~ B, ) = (BB, N(B,)~ By )) £ (2B, )~ By )
(@(B,) % 2lB; )= (ve(Bo N(@(B;) + By )v (B, ) 2(B))))- (26)

From (26) it is seen that the strong compatibility
(incompatibility) of the same type of SPs on the same
superblock is interpreted as their equality (inequality):

((8;)~ alB; )A(8; = B, ) = ((B,)~ (B, A (B, = B, )} =

)
< (a(8;)=9(s,)), 27)
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(©f5,)+ lB; ) (8 = 8, )= () % 0B, v (B, = B, ) =

< (aB)+lB))).

On the basis of already formulated, we will
analytically describe the concept of compatibility
(incompatibility) of different types of SPs. We describe
the weak compatibility (incompatibility) of the /-level
discretionary SP Qpy;(B;) on a superblock B; with a

discrete SP with a permissive representation Qp, (B ) on

the superblock B, witch an expressions:

(.,(8)~2,(8 )= (@,(8)n P8 )=2,(8 )~ R(8)),
(QU/ (Bt ) + QDP (Bj ))C> (QD/ (B,)ﬂP(B/)# QDP (B/ )ﬁ P/ (Br’ )) (28)
Weak compatibility (incompatibility) of the level
discretionary SPs of different levels will be considered as
weak  compatibility  (incompatibility) of certain

discretionary SPs with which these level discretionary
SPs are weakly compatible (incompatible):

(QDI,»(Bi)NQDl,»(Bj))@((HQDp( HQDI( )~ QDp(Bt))X
X(HQDp( 1QD1( ) QDp( ))(QDP QDpB ))j
(QDI,(BI‘)7‘QD1,-(B_;‘))<:>((VQDp( XQDI ~Qp,(B 1))X

(VQDP(B ]QD, (8,)~ QDP(B-))(QDP(Bi)+ QDp(Bj))j'

(29)

Similarly, we define the weak compatibility
(incompatibility) of the /-level single local SP Q Ll(Bi)

on the superblock B; witch the local SP Q; (B j) on the
superblock B;:
(QLz(Bf)NQL(Bj))QQQLI(BI')“QL(BJ:N‘Ul(Bi)ﬂU(Bj»
(QL,(B,-)+QL(Bj))©QQL,(B,.)mQL(Bj}<N\U,(B,.)mU(Bj}) (30)
Weak compatibility (incompatibility) of the level local
SPs of different levels will be considered as weak
compatibility (incompatibility) of certain local SPs, with

which these level local SPs are weakly compatible
(incompatible):

(0, (8)~ 2 (8)))= (B2, (8 ), (8)~ 2, (8,)<
X(HQL( 1QL, B;)~ BJ)JQL ~0,(B; ))
(Qu,. (B))+Qp ’ (B j )) ((VQL(Bl XQLI (B;)~Q(B; ))x

LB ))(QL +QL( )))

The mutual weak compatibility (incompatibility) of
the local, discretionary and global SPs on the same

X(VQL(BJQLIJ- (B,)~

© Bisikalo O. V., Kovtun V. V., Yukhimchuk M. S., 2019
DOI 10.15588/1607-3274-2019-1-13

superblock will be considered as induction of given local
SP by the discretionary SP and, in turn, by the global SP:

(QL (B:)~Qp, (Bj ))‘:’ ((EIQDp (BJQL(Bi)N Qp,(B; ))X

<, (81)~ 2y (8, )

(QL(Bi) +Qp, (B i ))‘D ((VQDP (BJQL (B;)~ Qp,(B; ))X (32)
x(Q2p, (B,) + 2y 8 )

«((8,)- 25, a
(©0,(8)# 268, ) = (26 (B Jean, (B)~ 26 (8 )<
x|Qq(B;)+ QG(B]‘)))

Weak compatibility (incompatibility) of the level local
SP witch level discretionary SP will be considered as
weak compatibility (incompatibility) of a certain local SP
with a certain level discretionary SP, with which output
SPs are weakly compatible (incompatible):

(QLI,-(BI')NQDI-(B'))@((3QL(B‘19L1-( B)~Qy Bz))
'(HQDp(B 1QD1( ) QDp( )j( QDp(Bj)))

(35)
(Qu( )+QD1 ) ((VQL (B; Qul Bz)

‘(VQDp( IQDI( ) QDp( )(QL(Bz 7LQDP( )))

Weak compatibility (incompatibility) of the level local
SP witch the discretionary SP will be considered as weak
compatibility (incompatibility) of given discrete SP with a
certain local SP, with which the source level local SP is
weakly compatible (incompatible):

(Qu (B:)~Qp, (Bj ))‘D ((HQL(BI'XQLI (Bi)~. (8B ))X
x [(QL(Bi)N QDp(Bj
(QLI(Bi)+ QDp(Bj ))C> ((VQL(BI‘]QLI(B[) ~Q (B; ))X
<0, (B)+ 2, (8,))
Similarly, the weak compatibility (incompatibility) of
the level local SP witch a global SP will be considered as
weak compatibility (incompatibility) of given global SP

with a certain local SP, with which the source level local
SP is weakly compatible (incompatible):

(Qu (B))~Qq (B i )) o (3.6 )21 (B;)~
x (QL(Bi)N QG(BJ )))>

(36)

Q, (B,))x

(37
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((VQL (B} (B;)~ Q. (B; ))X

(QLI(Bi)7LQG(Bj))<:>

<, (8,)+2¢(8,))

Weak compatibility (incompatibility) of the level
discretionary SP witch a local SP will be considered as
weak compatibility (incompatibility) of a given local SP
witch a certain discretionary SP, with which the output
level discretionary SP is  weakly compatible
(incompatible):

(QDI( B;)~ QL(B]))C>((3QDp(BJQDz(Bi)~QDp(Bf))X

x(Qp,(B)~ 0, (8))

(QDI +QL( )Q((VQDP XQDI(Bi)NQDp(Bi))X
><(QDp( i)+QL( /)))

Similarly, the weak compatibility (incompatibility) of
the level discretionary SP and global SP will be
considered as weak compatibility (incompatibility) of
given global SP with a certain discretionary SP, with

which the output level of the discretionary SP is weakly
compatible (incompatible):

(38)

(@ (B:)~ QG(B,)) (B2, (B, Jerpi (B)~ 2, (B¢

x(Qp, (B:)~ 2487 3
(QD/ )+ QG(BJ) < ((VQDP IQDI (B;)~ Qp, (B ))X 9
<, (B,)# Qg (B;))

On the strong compatibility (incompatibility) of
different types of SPs on superblocks, we will understand
the weak compatibility (incompatibility) of some of the
same type SPs across the whole E-networks of ISCU,
which are weakly compatible (incompatible) with the
corresponding output SPs on superblocks (situation (26)
is a partial case of the newly described):

(Qi(Bi)sz(Bj )) (B2 (3 ) (B;)~ ; (By))x
X(EIQ /(8o XQJ(B]) BO XQ (Bo)~ Q]<B] ))
(@(8)%0 ( )) ((VQ( )|Q(B) Q,(8,))
ve,(8,)2,(8)-2,(8))e(8,)+2,(5)

Let us generalize the formalization of the concept of
weak and strong compatibility of SPs on the superblocks

(40)

for the case when we have two different types of SP Q,

and Q. on the superblocks B, and B, with the
corresponding indexes 1, = I(B,) and I, —I( ) If these
superblocks intersect, then the weak and strong
compatibility = of  their SPs is  equivalent:

(@,(8)~9,(8,)=(@(8)~0,(8,), but if these
superblocks also coincide (B, =B, =B and SPs are of

the same type), then the weak and strong compatibility of
their SPs is equivalent to:
(@ (8)~2,(8) = (@(8)~ 2, (8) = (@,(8)=2,(8)).

If superblocks do not overlap, but the index of one of
them is a subindex of another: /; < /;, then their SPs are

necessarily weakly compatible, but not necessarily
strongly compatible. If the index of any of the
superblocks is not a subindex of another
(I[czl J-)/\ (I J <le»), then their SPs are necessarily

strongly compatible and, accordingly, weakly compatible.
The obtained expressions are presented in Table 2 for
ensuring weak and strong compatibility (incompatibility)
of different types of SPs on the superblocks of the ISCU
E-network for convenience of use.

To sum it up, we suppose that a complex of SP

Q(B)=(2,(B).Q,,(B).Q,,(B).Q,(B)) is defined on the

superblock B of the ISCU E-network if of all types of
SPs on the superblock has defined and they are at least
weakly compatible (Q;(B), Q;(B) are a global and a

local SP respectively for which DPU meets the
requirements, and QDp(B) and QDg(B) are an

authentication and a globalized representation of the
discretionary SP for which ASU meets the requirements).
In this representation, the discretionary SP is induced by
the local SP, and the global one SP is induced by a local
and discretionary SPs respectively. Taking into account
that the ISCU E-network is a composition of superblocks,
it is possible to extend the above formulated concept of
SP setting on the superblock to the scale of the entire
ISCU while preserving the correctness and compatibility
of mathematical representations and the possibility of the
formal synthesis of a protected hierarchical ISCU with
any complexity level in accordance with the ISO/IEC
27001:2013 standard.

Table 2 — Expressions to provide weak and strong compatibility (incompatibility) different types of SPs on the superblocks of the
ISCU E-network

Type of SP Global SP Level discretionary SP Level local SP Local SP Discretionary SP
Global SP (20), (26) (39), (40) (37), (40) (33), (40) (34), (40)
Level discretionary SP ((2216)),, ((i%))’ (35), (40) (38), (40) (28), (40)
(22), (31),
Level local SP (26). (40) (30), (40) (36), (40)
Local SP (23), (26) (32), (40)
Discretionary SP (24), (26)
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Consequently, new flexible mathematical models of
reliable information processing are described which, in
contrast to the existing ones, comprehensively describes
mechanisms for providing authenticationly access to
information resources of ISCU within the framework of
the chosen mathematical apparatus which allows to
quantify the integrity of information processes in the
system. The mathematical models of the synthesis of the
policy of secure interaction of information processes in
the ISCU are developed, which allow to separately
considering SPs on various structural components of the
ISCU represented by the E-network with the possibility of
their further integration. In particular, mathematical
models of SPs for ISCU with object-relational model of
an informational environment organization are developed
and mechanisms of SPs integration, induction and
compatibility within the hierarchical representation of the
ISCU are proposed.

4 EXPERIMENTS

The correspondence of the selected model of SP to the
proposed in the Table 1 hierarchical structure of the ISCU
is ensured by the operation of DPU and ASU. Empirical
investigations of those units will verify the adequacy of
the above mathematical models. Let’s make an
experimental statement to evaluate the work of these
units. The DPU implements an efficient information
processing in the ISCU according to actions of users
witch segregated by roles. The information security of
these processes is provided by the work of the IICS,
which is hosted on the registration server, and structurally
attributed to the application level of the system hierarchy.
As the integrity of information we will understand the
qualitative state of the software and information
components of the ISCU. Accordingly, information
integrity controlling involves the regulated functioning of
the services of its definition, preservation and restoration.
However, controlling the information integrity, like any
process, requires resources that will increase with the
system operation time. Given the critical use of the
described IS, it is necessary to create a mechanism for
controlling the integrity of its information, which will
function efficiently by giving priority to the use of
resources for the functional purpose of ISCU in real time,
while guaranteeing a given level of information security.
Taking into account the above, we will determine the
optimal scenario of the IICS operation a € 4 as the result
of solving the mathematical programming task with the
target  function E, (¢)>max and the limit

Es(a)z E¢min, Wwhere E ... is specified by the

administrator. Asserting that the degree of completeness
of the information integrity controlling process is reversed
to its duration, we will present this process in time as:

Ef P(Kdm > Kalmmm)—1 P(Tdm Tmmf) E(Tmf)’
Eg :P(Kdm —Kdmmax)zl_P(Tdm STmaxs)zl_E(Tms)ﬂ
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=VamVam = TamVam> @
— the limit values of

where rdmzvdmc_l, K

K gmmin > Kdmmax > Tmin /> Tmaxs
the corresponding variables set by the administrator. Let’s
summarize the variables E, and E in the form of a

dynamic criterion of the IICS effectiveness:

E(t,)= Pt < Tmax (1)) (41)

where the function T, (t,,) is exponentially distributed

with the mean a

Taking into account criterion (41), the random
information integrity controlling process in ISCU is
characterized in time by a sequence of random duration
states with different probability distribution laws, that is
the semi-Markov process [12, 13], which is characterized

by a matrix H (t):”H,-j(rX , the arbitrary element of

which Hj; (t) is the probability that the simulated process

while in a state i goes to the defined by the E-network
i=ln-1,

architecture state j in a time less than T,
J=i+l, n=1p+1, 1< SL.

Consequently, the number of states i=1,/,,, , the

amount of information, whose integrity is controlled when
the ISCU is in the state i, V;, the basic distribution law

Fb(r) with parameters Q:{PO,Pl,a,b,d}, Fy20,

£ 20, Py+A <1, 0<a<bh<l, 0<d<w,

(Pp+B #)A(a=b=1)A(d =),

(PO +Ph ¢l) (a b=d= 0) and the density
fi(t) = Pod(c)+ Aid(x 1)+ £;(0,a.0, £ (a), 1)+

+f1(a,b,fb(a) 500+ £ (b1, £ (6).0,7) at

d<w= f,(b)=dfy(a), d=wo= fy(a)=0  and

0,if x e [O;xl]u[xz;oo],
(X%, 9, 3,,X) = (r, =y Nr=x)x, =x,)"  are the
+yl’l:f‘x € [xl’ 2]’
input parameters for generating control decision, which is
to choose a corresponding value K,,,.; for each from the

i=10

2 " max

of the basic

probability distribution. Control influences are determined
through the assignment of quantities K; = K44 ;&; -

states and the parameters

To evaluate the criterion of the dynamic efficiency of
the IICS, first we calculate the basic probability
distribution density values

(a)= 0,if (d =0)v(a=b=d =0),
I\ =N o0 By~ B Yb—ad +a) . if else,

e (42)
fb(b):{z(l_PO_Pl)(l—a) id=»

dfy(a),if else.
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i=Ll,x on the basis of wvalues

for each state
&=1{Ry,P,a,b,d}.

Further, on the basis of T; =K.« iVic_l — the
maximum duration of the semi-Markov process in a state
i, we calculate the value v=T,~t,;,1 =KmaxiV,~(crm )_1
and the Laplace-Stieltjes transformation of the basic
probability distribution function

onllet )= By + B +om(v) + 0py(v) - @pn(v). (43)

0,ifb=1,

v Bl2e® — e - irb <1,
0,if a=0,

vy (a)(l —e v Xav - Tl,ifa >0,

where qmn@)z{
op(v)= {

0,if a=b,
b, () =1 (B O) A (@) =€)
'(V(b_“)Jrfb (a)e ™ -1, (b)e’bv)i1 Jif a<b,

and represent the criterion (41) in the applied form

l

max

E() = on (Tt 44

Consequently, the expressions (42)—(43) formalize the
associate with the E-network representation of SP of
ISCU, adapted for practical application, a method for
evaluating the effectiveness of the IICS functioning on the
basis of a dynamic control of the information integrity
(44). The criterion (44) is based on the mathematical
model of semi-Markov networks for a comprehensive
stochastic description of discrete states of the information
integrity control at selected hierarchical levels of the
ISCU during continuous discretionary access. The method
allows us to select the maximum allowable values of
information integrity control factors at sub-levels of the
applied level of OSI allocated in the ISCU, at which value
of the criterion (44) is maximized, based on the
predetermined amount of controlled information, the
speed of the information integrity control and the
maximum duration of the system’s presence in the
appropriate state.

Now let’s look at the work of ASU, for which we will
generalize the model of SP of ISCU in the form of a tuple

(M 4, My, Mp.G). (45)

The first position of the tuple (45) corresponds to the
administrative sublevel of the application level of the
ISCU from Table 1, the second — corresponds to the
identification, the third — corresponds to the integration,
the fourth — corresponds to the remaining sublevels and
G is a set of subsets
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G ={Gg,Gr UG, UG .G} (46)

Given (45), (46), we isolate in the OSCU E-network
the set of potential targets of intruders Q, = {qzl,...,qzn},
which on a system scale is formed as a result of the
unification of disjoint sets of classes of information
threats ~ Z=1{z,...,z,,}. The set of objects
D= {dl,. cdpy } € 0, categorized by types of information
threats is a set of precedents that we will use to train the
ASU.

A trained ASU is represented in each block of the E-
network structure of the ISCU by a set of classifiers that
determine the weighted identity degree of the attributes of
the analyzed object ¢, 1<i<n to the classes of

information threats z;

] b
degrees with the corresponding threshold values.
Situations of excess of the identity degrees of the
threshold values are qualified as appropriate information
threats, which initiates the reaction of the system
described in the SP. With such a mechanism of
functioning, the efficiency of the ASU will be determined
by the type of classifiers used, the representativeness of
the set of precedents used for their training, and the
correct choice of weights for classes of information
threats and threshold values for the ASU operation. Next,
we will investigate the influence of the values of the third
and fourth of the listed factors on the quality of the
functioning of the ASU, because the first two factors were
investigated in previous studies [14, 15].

j=Lm, and compare these

5 RESULTS

Adjust the operation of the video surveillance center
ISCU ASU and the DPU, the structure of which is
organized in accordance with the information given in
Table 1, so as to optimize the values of the criteria (44)
and (45), respectively. The analytical form of expression
(43) allows us to predict that the most appreciable
dynamics of the value of the criterion (44) can be
observed with significant segregation in terms of the
volumes of information controlled for integrity by the
levels of the hierarchy of the ISCU. However, as with
most powerful ISs, more than 99% of all ISCU’s data is
located at the first (information) level of the ISCU (or at 7
level 1 sub level if consider the ISCU in the OSI model).
In particular, in the described system the video archive is
10 Tb and the rest of the software together with the server
operating system and all specialized software with the
automated speaker recognition system for critical use is
about 70 Gb. In this situation, the greatest imbalance in
the volumes of information controlled for integrity on
levels of ISCU can be observed when powerful data
manipulation processes are initiated, the most common of
which are: 1) the data backup process initiated by the
administrator; 2) initiated by the authorized user process
of searching information on the entire database of the
ISCU. Let’s analyze the relative volumes of information
controlled for integrity on the sub-levels of the ISCU
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hierarchy for these two processes, presenting the result of
the analysis in the form of Table 3.

On the basis of the data obtained in Table 3 on the
relative volumes of information controlled for integrity on
the corresponding sublevels of the application level of the
ISCU let’s find the relationship between the value of the
dynamic performance criterion DPU (44) and the values
of the duration and the coefficient of the of the ISCU
information integrity control for the processes 1 and 2,
which are performed during the corresponding
discretionary accesses The results of the study is shown
in the Fig. 1.

The purpose of the operation of ASU of the above-
described video surveillance center ISCU is to identify
and correctly classify attacks that aim either to obtain
unauthorized access to the information resources of the
ISCU or to violate their integrity. To test the performance
of the ASU, typified attacks were formulated to check the
adequacy of the global SP (attacks on the content of user
roles, 5 types of attacks), the local SP (attack on the
hardware and software components of the ISCU
interaction processes, including at different levels of its

hierarchy, 12 types of attacks), the discretionary SP
(attacks with attempted unauthorized authentication of
users by password, identity card, individual voice
parameters and attacks on the combined authentication
procedure, 6 types of attacks, details are in [16]). The
total number of types of attacks was 23.

The number of functions of the ISCU, described by
the corresponding superblocks of different order, and
related to the tasks of collecting, registering, storing,
processing, updating and presenting of system
information resources, was 41. The number of attributes
whose values were evaluated by the classifiers for the
recognition of the attack types were 9. The number of
attacks of each type was 100 times, parameters of 40 of
which for each type of attack were used to train ASU. The
results of ASU’s work on attack recognition were
summarized in the form of a set of recommended weights
for classifiers who are responsible for detecting attacks on
the global, local and discretionary SP, respectively. The
threshold of classifier sensitivity to detect the attack,
given the critical use of IS, was set to 0.1.

Table 3 — Relative volumes of information controlled for integrity on the sub-levels of the ISCU hierarchy for the processes 1 and 2

Sub-levels of the ISCU hierarchy —>

1. Information
2. Management
3. Applied
4. Server
5. Navigation
6. Dispatcher
7. Integration
8. Identification
9. Administrative

Process 1

Relative volume of information controlled for integrity V; / z V., % 1 1 1 1 1 1 1 1 92

Process 2

Relative volume of information controlled for integrity Vl / Z V., % 5 5 10 10 | 10 10 | 10 10 | 30

Process 1
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Figure 1 — Dependence of the functional criterion (44) on the input parameters of DPU of ISCU
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6 DISCUSSION

The conducted experiments proved the adequacy of
the proposed model for the formation of SP of ISCU on
the basis of its representation in the form of an E-network
graph, which simulates the hierarchical structure of IS,
describes in the form of superblocks the corresponding
roles of users, which correspond functions in the form of
software services, information integrity controlling
processes and the processes for separating of the to
system resources access. The analysis of the results of
experiments allowed to reveal a number of regularities in
the work of ASU and DPU of ISCU, in particular:

1. The influence of the K,,,.; parameter of the i-

level of the ISCU on the value of the criterion E(rm)

depends on the volume of information controlled for

integrity V; at the i -level relative to the total volume of

information controlled for integrity XV during the current
discretionary access;

2. Atclose values of the V; significant changes in the

value of the criterion £ (rm) can be achieved by changing

the values K at the appropriate levels of ISCU;

maxi
3. By changing the values of t,, and the values of

K ax; in one direction we can improve the dynamics of

changing the value of the criterion E(t,,);
4. At values of parameters K,,.; close to zero IICS

as a part of DPU ceases to perform its functions, and at
values K ,..; close to one an efficiency of IICS as a part

of DPU is completely determined by the value of the
parameter T, ;

5. The change of the level parameters K,,,; leads to

a synchronous change in the mathematical expectation of
the duration of information integrity control in the ISCU,
affecting the quality of the work of IICS, accordingly;

6. It is possible to improve the efficiency of the
access separation process implemented in the ASU with
the use of sets of classifiers by teaching them methods
created for ensembles of decision rules.

CONCLUSIONS

The article presents a mathematical apparatus for a
complex unified description of static and dynamic,
controlled by integrity and authenticity, processes of the
information system for critical use in its hierarchical
representation.

The scientific novelty of the results can be attributed
to the fact that for the first time a mathematical modeling
of a critical information system was implemented, in
which, unlike existing ones, a single approach was
introduced for describing information processes in the
framework of global, discretionary and local security
policies with anchoring to a hierarchical structure of
information system, which allows to perform analysis and
synthesis of functions of support services for user roles
based on the object-relational model of information
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management system organization with the possibility of
integration and interoperability induction within a single
security policy to control data integrity and authenticity of
static and dynamic access.

The practical consequence of the obtained theoretical
results is the methods of optimizing the operation of data
processing unit and access separation unit, which are
responsible for information integrity controlling and
access authenticity controlling to the ISCU, respectively.
In particular, it is formally adapted for practical use, the
method of dynamic information integrity control with the
corresponding criterion, which is based on the
mathematical apparatus of semi-Markov networks for the
complex stochastic description of the discrete states of the
information integrity control at selected hierarchical
levels of the ISCU during continuous discretionary
access. The method allows to select the maximum
allowable values of information integrity control
coefficients at the sub-levels of the application level OSI
allocated in the ISCU, based on the pre-set volume of
information controlled for integrity, the speed of its
integrity control and the maximum duration of the
system’s stay in a suitable state.

The article describes a method for controlling access
to information processes that are described by
superblocks on the E-network representation of the ISCU
using sets of classifiers integrated into each block of the
superblock that capture the fact of exceeding the
corresponding thresholds by weighted degrees of identity
of the attributes of the object that wants to access, which
allows us to classify the identified information threat and
initiate the corresponding reaction described in the system
SP. The analysis of the experiments results allowed
obtaining the optimal parameters of groups of classifiers,
which, in the framework of global, local and discretionary
SP, prevent the receipt of unauthorized access to
information resources of the ISCU or attempts to violate
their integrity.

Further research is planned to be devoted to the
collection and analysis of empirical data on the results of
practically implemented ISCUs on the basis of the
proposed mathematical apparatus for the purpose of factor
analysis of the characteristic parameters of its objects and
optimization of the set of user roles and corresponding set
of functions.
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MOJEJIIOBAHHA HOJITHKA BE3IEKH IHOOPMALIAHOI CUCTEMH KPUTUYHOI'O 3ACTOCYBAHHS

Bicikano O. B. — n-p TexH. Hayk, npodecop, IekaH (akyIbTeTy KOMITIOTEpHHX CHCTEM 1 aBTOMAaTHKH BiHHHIIBKOTO
HaliOHAJILHOT'O TEXHIYHOTO YHiBepcHUTeTy, Binnuis, Ykpaina.

KoBtyH B. B. — xaH/. TexH. HayK, AOLEHT, AOLEHT Kadeapy KOMII IOTEPHHX CHCTEM YIIpaBIliHHSA BiHHUIBKOTO HaliOHATBLHOTO
TEXHIYHOTO yHiBepcUTeTy, BiHHUIL, YKpaiHa.

Oxumuyk M. C. — KaHO. TEeXH. HayK, AOLEHT, AOUEHT Kadeapu KOMITIOTEPHHUX CHCTEM YIpaBiIiHHSI BiHHHIBKOTO
HalliOHAJILHOTO TEXHIYHOTO YHiBepcHUTeTy, Binnuis, Ykpaina.

AHOTAIIA

AxTyanbHicTs. [lopiBHAHO i3 yHiBepcanbHMMH IH(QOpPMAIIfHUMH CHCTEeMaMmH, iHQOpMaliifHa cHUcTeMa KPHUTHYHOTO
3aCTOCYBaHHs Ma€ CIpPOLICHY CTPYKTypy iH(opmariiiHoro cepemoBuina i coeuudidHi BHMOTH IIOAO OOCATIB i XapakTepy
indopmaiiinux pecypcis. Le ¢axt 1o3Bossie BiAMOBUTHCS Bif HaAMIpHOI AeTaii3allii i 3By3UTH 00’€KT MOJIEITIOBAHHS 10 MPOLECY
(opMyBaHHS TONITHKH Oe3meku iH(opMamiiHOI CHCTEMH KPUTHYHOTO 3aCTOCYBAaHHSA, aJCKBaTHUHM MpPOOIEMHHI OMHC SKOTO €
JOCSHKHHM 32 YMOBH PalliOHAILHOTO BUOOPY MaTeMaTHYHOTO anapary.

Mera poGorn. CuHTE3 MaTeMaTHYHOTO amapary Uil KOMIUIEKCHOTO YHi()iKOBAHOTO ONMCY CTATHYHHX 1 AWHAMIYHHX,
KOHTPOJBbOBAaHUX 32 MUTICHICTIO Ta AaBTEHTHYHICTIO, IpOLeciB y iHpoOpMamiiiHiii cHcTeMi KpPHTHYHOTO 3acTOCYBaHHS y ii
iepapXigHOMY IIPE/ICTABJICHHI.

Metoa. Y craTTi OTpUMaHO HOBI KOMIUIEKCHI MaTeMaTH4HI MOZENI MpoIeciB oOpoOiroBaHHs iH(pOpMalii Ta po3MexyBaHHSI
JOCTYITy 10 Hel, sIKi, Ha BIIMIHY BiJl iCHYIOUHMX, ONMCYIOTh B paMKaX MaTeMaTHYHOro amapary E-mepex MmexaHi3mu yOe3neueHHs
cepeloBHIa Ta pecypciB iH(OpPMAIifHOT CHCTEMH KPHUTHYHOTO 3aCTOCYBAHHS i JO3BOJISIIOTH KiIBKICHO OIMHHUTH LUTICHICTH 11
iHopmariiiHux pecypciB. Po3pobiieHo MaTeMaTHyHi MOJENi CHHTE3y HOJIITHKU Oe3revHoi B3aeMofii iHpopMauiiiHuX mporleciB y
iHpOpMaiifHii cHCTeMi KPUTHYHOTO 3aCTOCYBAaHHSA, SIKi O3BOJIAIOTH TapaHTYyBAaTH NOTPUMAHHS JIOKAIBHUX TONITHK Oe3neKku Ha
PI3HUX CTPYKTYPHHX €JIEMEHTaX CHCTEMH 1 IHTETPYBAaTH iX y INI0OATbHY MONITHKY O€3MeKH i3 ZOTPUMAHHIM €IWHOI TUCKPEIHHOL
TIOJITHKH CKPi3b y CHCTEMI.
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PesyabTatn. [lpakTHUHHM HACHIIKOM OTPUMAHUX TEOPETHYHHUX PE3YNbTAaTiB € METOAM onTuMizamii pobotu OIOKiB
00pOOITIOBaHHS AaHUX 1 PO3MEKYBaHHS [OCTYIy, SIKi BIAMOBIAAOTh y iH(OpPMAIINHIA CHCTEMi KPUTHYIHOTO 3aCTOCYBAaHHS 3a
KOHTpPOJb IUTICHOCTI iH(pOpMamii Ta aBTEHTHUUYHICTH JOCTYNy 10 Hei BiamoBimHO. 30kpema, (OpMali3oBaHO acoIiHoBaHMIT i3
MOJIEJIUTIO TIOJITHKH Oe3reky iH(opMamiiHOl CHCTeMH KPUTHYHOTO 3aCTOCYBAHHS, aJalTOBAHMK IS IPAKTHYHOTO 3aCTOCYBAHHS,
METOJ] TUHAMIYHOTO KOHTPOJIO IfUTiCHOCTI iH(opMmarii i3 BiIMOBIZHAM KpHTepieM, sSIKMH Oa3yeThCs Ha MaTeMaTHYHOMY amaparti
HaliBMapKOBCBKUX MEpeX I KOMIUIEKCHOI'O CTOXaCTHYHOTO ONHCY IHCKPETHHX CTaHiB KOHTPOJIO HimicHOCTI iHdopmarii Ha
BUOpaHUX i€papXiuHHUX PIBHAX CHCTEMH il 4ac HEIEePEePBHOIO MUCKPELIiHHOro noctymy. MeTon 103Boisie BUOpATH MaKCHMAaIIbHi
JOMYCTUMI 3Ha4eHHs Koe(il[ieHTiB KOHTPONIIO wilicHOCTI iH(opmanil Ha migpiBHAX npukiaagHoro piBas OSI, BuOineHHX y
iHpOpMaLiiiHIid CcHUCTEeMI KPUTHYHOTO 3aCTOCYBaHHS, HAa OCHOBI MOMEPEAHBO 3aJaHOr0 OOCATYy KOHTPOJIBbOBaHOI iH(opMmarii,
MIBUIKOCTI KOHTPOJIO 1i IUTICHOCTI Ta MaKCHMAIbHOI TPHUBAJOCTI IepeOyBaHHS CHCTEMH Yy BIINOBIZHOMY cTaHi. Takox
TIPEICTABICHO METOJ KOHTPOJIIO AOCTYIy IO CUCTEMHHX iH(OPMALIHUX MPONECIB, SIKUH BUKOHYETHCS MHOXHHAMH IHTETPOBAHUX
KkiacudikaTopiB, ki (IiKCYIOTh (akTH NEPeBHINEHHS BiANOBIIHUX ITOPOTOBHX 3HAUCHb 3BAKCHHMH CTYIEHSIMH 1ICHTHYHOCTI
aTpuOyTiB 00’€KTa, KUK Oakac OTPUMATH IOCTYIH, KIacH(IKYIOTh BUSBICHI TaKUM YHHOM iH(OpMAIiiHI 3arpo3u 1 iHIMIIOIOTH
OIMCaHi B CHCTEMHIH MONITHII Oe3neku cueHapii. AHaji3 pe3ysIbTaTiB MPOBEICHNX eKCIIEPHMEHTIB I03BOJIHMB OTPUMATH ONTUMAIBHI
napaMeTpy Uisi MHOXKUH KIIacU(iKaTopiB, sIKi, B paMKax ri1o0ajbHOI, JIOKAIbHOT 1 JUCKPELiiHOI MOMITHKKA Oe3nekH, 3amodiraroth
OTPHUMAaHHIO HECAHKI[IOHOBAHOT'O JJOCTYITY JI0 CHCTEMHHUX iH(OpMaliitHuX pecypciB abo cripobaM MOpYIISHHS X [iTICHOCTI.

BucHoBKH. Y CTaTTi BrepIie NpeICcTaBICHO MaTeMaTHYHy MOJENb iHPOPMAIiifHOI CHCTEMH KPUTHYHOTO 3aCTOCYBaHH!, y SKii,
Ha BiAMIiHY Bifl iCHYIOYHMX, BBEJICHO €IMHHHN MiAXiA ISl onucy iH(GOpMAIIWHUX MPOLECiB y paMKax riao0anbHOI, AUCKpeuidHol Ta
JIOKJIBHOI TTOJITUK O€3MeKH i3 MPUB’I3KOI0 JI0 i€papXiqHOi CTPYKTYpH iH(DOPMALiHHOI CHCTEMH, IO T03BOJISIE BUKOHYBATH aHANI3 1
cuHTe3 (YHKIIH CepBiCiB MIATPUMKH poOJied KOPHCTYBadiB Ha OCHOBI 00’€KTHO-pENIiHHOI Mojeni opraizamii iH$opMamiHEX
pecypciB CHCTeMH, BUKOHYBAaTH iX iHTerpamilo, iHIyKYBaHHSIM 1 3a0e3ledyBaTH CyMICHICTb B paMKaxX €IWHOI IOJIITHKH Oe3NeKd,
KOHTPOJIFOBATH B CHCTEMI IIUTICHICTh 1H(OpMaIlii Ta aBTEHTHYHICTh CTATHYHOTO 1 TUHAMIYHOTO JOCTYITY 110 Hef.

KJIIOYOBI CJIOBA: indopmamiiiHa cucTeMa KPUTHYHOTO 3aCTOCYBaHHs, MOJITHUKA Oe3rekH, OJOK 0OpOOIIOBaHHS AaHHX,
0JI0K PO3MEXyYBaHHS AOCTYIy, aBTOMATH30BaHa CUCTEMa PO3ITi3HABaHHSA MOBIIIB KDUTHYHOTO 3aCTOCYBaHHSI.

YK 681.327.12

MOJEJIMPOBAHUE MOJIMTUKHU BE3ONACHOCTH HH®OPMAILIMOHHOMN CUCTEMbI KPUTHUYECKOI'O
IIPUMEHEHMUSA

Bbucuxano O. B. — n1-p TexH. Hayk, npodeccop, NekaH (axkyabTeTa KOMIBIOTEPHBIX CHCTEM M aBTOMAaTHKM BHHHHLIKOrO
HallMOHAJBHOTO TEXHUYECKOTO YHUBEpCHUTETa, BuHHMIA, YKpanHa.

KoBTyH B. B. — kaHI. TexH. HayK, JOLEHT, JOLEHT KadeIpbl KOMIBIOTEPHBIX CHCTEM YIIpaBIeHUs] BUHHHUIIKOTO HAIMOHAIBEHOTO
TEXHUYECKOTO YHMBEpPCUTETa, BuHHMIA, YKpauHa.

Oxumuyk M. C. — kaHI. TeXH. HayK, IONEHT, AOLECHT Kadeapbl KOMIBIOTEPHBIX CHCTEM YIpaBleHUs BHHHUIKOTO
HAIMOHAJIBHOI0 TEXHUYECKOr0 YHUBEpCUTeTa, BuHHuNa, YKpauHa.

AHHOTAIIUA

AKTyaqbHOCTh. [0 CpaBHEHHIO C YHHBEPCAIBHBIMH HMHQPOPMAIMOHHBIMH CHCTEMaMH, HWH(OpMalMOHHAsS CHUCTEMa
KPUTHYECKOTO IPUMEHEHUs UMEET YIPOIIECHHYIO CTPYKTYpY HHPOPMAIIOHHOI cpeibl U crieruyeckue TpeboBaHus Mo oobeMaM U
XapakTepy HH(GOPMALMOHHBIX PecypcoB. DTo (haKT MO3BOJISET OTKA3aThCd OT UYPE3MEPHOU JeTalu3allik U Cy3UTh OOBEKT
MOJICIIUPOBAaHUS B Iporecc (popMUPOBAaHHS MOJUTHUKU O€30MaCHOCTH HH(POPMAIMOHHOW CHCTEMBl KPUTHYECKOTO MPUMEHEHHS,
a/IcKBaTHOE MPOOJIEMHOE OMHMCAHHE KOTOPOTO SIBISETCS IOCTIKMMBIM MPU YCJIOBHH PAIMOHANBHOTO BHIOOpa MaTEeMaTHYECKOTO
amnmapara.

Leas pa6orsl. CHHTE3 MaTeMaTH4ecKOro ammapara Jis KOMIUIEKCHOTO YHH(HUIIUPOBAHHOTO OIMUCAHUS CTAaTHYCCKUX H
JTMHAMHYECKHX, KOHTPOJUPYEMBIX Ha MpPEJMET IEJIOCTHOCTH M AyTEHTUYHOCTH, MPOIECCOB B HH()OPMAINMOHHON CHCTEME
KPUTUYECKOT O IPUMEHEHUS B €€ UePAPXUUYECKOM MPEICTABICHUH.

Merton. B cratbe monydeHbl HOBBIE KOMIUICKCHBIE MaTEMaTHYeCKHEe MOJENH IPOIEeCCOB 00paboTke HHPOpPMALUHM U
pasrpaHnyueHre JOCTyIa K Hell, KOTOpbIe, B OTJIIMYHE OT CYLIECTBYIOLIMX, OMMCHIBAIOT B PaMKax MaTeMaTH4YecKoro amnmapara E-ceteit
MEXaHHM3MBI 3aIIUTHl CPelbl U PEeCypcoB MHGOOPMALMOHHON CHCTEMBI KPUTHYECKOTO MPUMEHEHHUS M IMO3BOJIAIOT KOJIUYECTBEHHO
OLICHUTD IIEJOCTHOCTh e¢ MH(OPMALMOHHBIX PecypcoB. Pa3paboTaHbl MaTeMaTHYECKHE MOJEIH CHHTE3a MOJUTHKHA Oe30MacHOTo
B3aUMOJICHCTBHS WH(POPMAIIMOHHBIX TIPOIECCOB B HHPOPMAIMOHHON CHCTEME KPUTHYECKOTO MPUMEHEHUS, KOTOPHIe MO3BOJISIOT
TapaHTUPOBATh COONIOJICHUE JIOKAIBHBIX TIONIUTHK OE30IaCHOCTH Ha PAa3IHYHBIX CTPYKTYPHBIX JJIEMEHTaX CHCTEMBI U
HWHTETPUPOBATH HX B TJIO0ATBHYO MOJUTUKY O€30MACHOCTH C COONIOJICHUEM IMHOW JUCKPEIIHOHHOM MOJUTHKHU B CHCTEME B IIEJIOM.

Pe3yabTarhl. [IpakTHYECKUM CIICICTBHEM IMOJYYCHHBIX TCOPETHUCCKHUX PE3YJIBTATOB SBIISIFOTCSA METOJBI ONTUMH3AIUN PAbOTHI
O/I0KOB 00pabOTKM [aHHBIX M pa3rpaHUYCHHs] [OCTyNa, KOTOpble OTBEYAIOT B HH(OPMAIIMOHHOH CHCTEME KPUTHYECKOIo
MPUMEHEHHs 32 KOHTPOJb IEJOCTHOCTH HWH(OpPMAIMU W ayTeHTHYHOCTh IOCTYHNa K Hell COOTBETCTBEHHO. B dyacTHOCTH,
(hopManM30BaHO aCCOLMHUPOBAHHBIA C MOJENBIO MOJUTUKU 0€30MAaCHOCTH MH(POPMAIIIOHHOW CHCTEMBI KPUTHYECKOTO TPUMEHEHHUS,
MpeHA3HAYCHHBIH s MPAaKTHYECKOrO IPHUMEHEHHs, MeTOJ AWHAMHYECKOTO KOHTPOJIA MLEJIOCTHOCTH HH(opManuu ¢
COOTBETCTBYIOIIUM KPHTEPUEM, KOTOPBIH 0a3upyercss Ha MaTeMaTHYECKOM almapaTe MOJTyMapKOBCKUX CETeH sl KOMIUIEKCHOTO
CTOXAaCTHYECKOTO OMHMCAHHS JUCKPETHBIX COCTOSIHUI KOHTPOJISI IIEIOCTHOCTH HH(POPMAIMH Ha BHIOPAHHBIX HEPAPXUUECKUX YPOBHIX
CHUCTEMBI TIPH HENPEPHIBHOM JHCKPEIIUOHHOM JIOCTYIIE K e¢ MHHOPMAMOHHBIM pecypcaM. MeTo/1 MO3BOJISIeT BHIOPATh MaKCUMAITBHO
JIOTTyCTUMBIC 3HAUCHUS KO3(PQUIMEHTOB KOHTPOJS IEOCTHOCTH WH(OpMAIMA Ha MOAYPOBHIX MpHUKIagHOro ypoBHs OSI,
BBIJICTICHHBIX B HMH(POPMALMOHHOW CHCTEME KpPHUTHYECKOTO NPHMEHEHHs, Ha OCHOBE MpPEABapUTENbHO 3aJaHHOrO O0BbeMa
KOHTPOJIHUPYEMOi HH(POPMALIMH, CKOPOCTH KOHTPOJIS €€ LEIOCTHOCTH ¥ MAaKCHMAaJIbHOM TPOAODKUTEIILHOCTH MPEObIBAHUS CHCTEMBI
B COOTBETCTBYIOIIEM COCTOSHHHU. Takye MPEICTaBIEH METOA KOHTPOJS JOCTyHa K CHCTEMHBIM WH(OPMAIMOHHBIM MPOIECCaM,
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KOTOPBIM OCYIIECTBIISICTCS MHOXKECTBAMH HHTETPUPOBAHHBIX KJIACCH(HUKATOPOB, KOTOPHIE (QUKCHPYIOT (DaKThl INPEBBILCHUS
COOTBETCTBYIOIIMX HOPOTOBBIX 3HAYEHHUH B3BEIICHHBIMH CTEHEHSIMHU HUAEHTUYHOCTH aTpUOYTOB 00BEKTA, KOTOPBIH JKeJIaeT MOITyInTh
JOCTYTI, KIaCCH(HIMPYIOT BBIABICHHBIE TaKUM O00pa3oM HHQGOPMALHOHHBIC YTpO3bl M WHUIUHPYIOT ONHCaHHBIE B CHCTEMHOI
MONMATHKE OE30IaCHOCTH CIEHApHH. AHAIN3 Pe3yJbTaTOB IPOBEICHHBIX HKCIICPHMEHTOB IIO3BONMII IIOMYYHTH ONTHMATbHBIE
rmapaMeTpbl Ui MHOXKECTB KJIACCHU(UKATOpOB, KOTOpBIE, B paMKax IJIOOAJbHOM, JIOKaJbHOW M AWCKPEIMOHHOW ITOJMTHK
0€30MacHOCTH, NPEIOTBPAIIAIOT MOTYyYSHUIO HECAHKIIMOHMPOBAHHOTO JIOCTYNA K CHCTEMHBIM HWH(OPMAIMOHHBIX pecypcaM MM
TIOTBITKY HAaPYyLIEHHs UX LETOCTHOCTH.

BbiBoabI. B cTathe BrepBbie MpesCcTaBiIeHa MaTEMAaTHUECKYI0 MOJEIb HH(POPMALMOHHOH CUCTEMbI KPUTHYECKOTO IIPHMEHEHH,
B KOTOPOH, B OTIIMYME OT CYLIECTBYIOIIMX, BBEAEH EAWHBIA IOAXOJ JUI OMUCAHHA MH(GOPMAIMOHHBIX MPOILECCOB B paMKax
I00AIBHOHN, TUCKPEIMOHHON M JIOKAIBHON IOJIMTHK OE30MacCHOCTH C MPUBSI3KOM K MEpapXUIEeCKOH CTPYKTYphl HH(POpMALMOHHON
CHCTEMBI, YTO TI03BOJISICT BEIMOTHATE aHAIN3 U CHHTE3 (DYHKIMI CEPBHCOB MOANEPKKH POJICH MOIb30BaTeNel Ha OCHOBE OOBEKTHO-
PEISIIHOHHOW MOJETH OpTraHW3alMi HH(OPMAIMOHHBIX PECYpCOB CHCTEMBI, BBINOJNHATH WX WHTETPAIMIO, WHIYIHPOBAHHE H
obecrieqrBaTh COBMECTUMOCTD B paMKaX €IHHOM MOJIUTHKU 0€30I1aCHOCTH, KOHTPOJIMPOBATh B CHCTEME LIEJIOCTHOCTh HH(POPMAINN 1
ayTEeHTUYHOCTh CTATUYECKOT0 U JUHAMHUYECKOI'0 IOCTyIa K HEi.

KJUIIOYEBBIE CJIOBA: nHdopManoHHas cucTeMa KPUTHYECKOTO NMPUMEHEHUs, MOJIUTHKA 0e30MacHOCTH, OI0K 00paboTke
JIAHHBIX, OJIOK pa3rpaHUYEHHs JOCTYIIa, aBTOMATU3UPOBAHHAS CUCTEMA PACIIO3HABAHUS JUKTOPA KPUTHYECKOTO IPUMEHEHHUS.
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