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ABSTRACT 

Context. The problem of data depersonalization in information systems is considered. The analysis of modern approaches to de-
personalization of data is carried out, it is revealed and proved by need of creation of the new method allowing to increase security of 
the processed data and their reliability. The object of the study was a model of data depersonalization, allowing to reduce the cost of 
protecting information systems.  

Objective. The goal of the work is the analysis of modern methods of depersonalization and the creation of a method that elimi-
nates the identified shortcomings, with an increased level of confidentiality and use of hashing of critical data and a private key. 

Method. A method of personal data depersonalization is proposed, based on the method of entering identifiers using hashing of 
critical data and a private key, which allows to increase the confidentiality of information processed in information systems. Methods 
are proposed for selecting key critical attributes from primary documents that uniquely identify the subject of personal data, the 
method of generating initial sets, which divides the source data into two disjoint subsets, the method of generating a hash identifier 
from a unique sequence and a private key that depersonalizes information and enhances its confidentiality. 

Results. The developed method is implemented in software and researched while solving the problems of depersonalization. 
Conclusions. The carried out experiments confirmed the efficiency of the proposed method and allow to recommend it for im-

plementation in automated information systems for processing personal data for solving problems of depersonalization. Prospects for 
further research may be in the creation of hardware streamlined data depersonalization allowing to increase the speed of processing 
and confidentiality of data in the information systems. 
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ABBREVIATIONS 
PD is a personal data; 
ISPD is an information system of personal data. 

 
NOMENCLATURE 

D  is a personal data table; 
M  is a total amount of attributes; 
N  is a table rows count; 

1A , 2A  are datasets; 
K  is a number of key attributes; 
F  is a hash function; 

ika  is a rows of data of the table; 
P  is an original message; 
f  is a multi-round non-key reshuffle; 

LotaRhoPiChiTheta ,,,,  are hash functions; 

DCBA ,,,  are arrays; 
x  is an amount; 
i  is a counter; 
Z  is a hashing results; 
r  is an array defining the count of bits of reshuffle for 

each state; 
PK  is a private key. 

 
INTRODUCTION 

In modern automated systems a large amount of per-
sonal data of various security classes is processed. In ac-
cordance with the Convention for the Protection of Indi-
viduals with regard to Automatic Processing of Personal 
Data (Strasbourg, January 28, 1981) (with changes and 

additions), the operator must ensure the confidentiality of 
the data being processed, which leads to significant mate-
rial costs [1–3]. So the cost of protecting one workplace 
of an automated personal data processing system can be 
more than 1000 US dollars, and the number of worksta-
tions of an automated system can be several hundreds of 
dollars. Also the problem faced by many companies, col-
lecting and storing consents to the processing of personal 
data that require handwritten completion or using an elec-
tronic signature, is known. To solve this problem, the 
methods of depersonalization can be used [4]. 

The object of the research is the process of trans-
forming confidential personal data into anonymous, non-
confidential sequence. 

The process of converting confidential personal data 
into an impersonal non-confidential sequence usually 
takes a lot of time, has a low resistance to attacks and has 
limitations at processing large amounts of personal data 
with frequent changes. 

The subject of the research is the methods of deflat-
ing personal data. 

Known methods of data depersonalization [5–8] have 
low speed; in records relationships between attributes of 
depersonalized data and their corresponding personal data 
attributes are partially preserved; if the values of individ-
ual attributes change, only the composition of the data can 
change, not the depersonalization. Therefore, in order to 
increase the speed and confidentiality of data depersonal-
ization, it is necessary to develop a method to eliminate 
the identified shortcomings. 
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The purpose of the work is to increase the speed and 
quality of the process of depersonalization of data proc-
essed in automated information systems. 

 
1 PROBLEM STATEMENT 

Let us assume that the raw data is given in a form of 
preliminary values ),,...,,( 21 MN dddD  where M  is the total 
attribute count and N  is the table row count. Attributes d  
may be key and non-key. As the result the number of the 
key values is equal to  ).<<(0 MKK  While forming of 

data for hashing a private key PK  with bitness of 512 is 
used. For a given sequence of data, the depersonalization 
function can be represented as the task of splitting data 
into two sets, 1A  and 2A , wherein 1A  contains confiden-
tial data, 2A  the anonymous information, and finding a 
unique 0d  sequence such that, for set 

1 i2( , ,…, , ) i ikF a a a PK , the value 0d  will be a unique 

0d const . At the same time the following condition is 
met – the inverse is impossible, finding a 

1 i2( , ,…, , ) i ika a a PK  data block from any 0d  is impossible, 

which in turn allows to establish the interrelation of the 
elements of the first and second sets. 

 
2 REVIEW OF THE LITERATURE 

In the process of analysis of modern methods of PD 
depersonalization the following methods were studied: 
method of identifiers implementation, method of change 
of composition or semantic, method of decomposition, 
mixing method. 

1) Method of identifiers implementation is a replace-
ment of personal data values with creation of a table 
(guide) of conformity of identifiers with the initial data. 
The disadvantages of this method are: 

a) In the request and in the response to this request 
the type of representation of PD attributes that were re-
placed with identifiers is changed.  

b) In the records the relations between attributes of 
depersonalized data and PD attributes corresponding to 
them are saved. 

c) It is applicable to a small amount of PD attrib-
utes and the small volume of a PD array. 

2) Method of change of composition or semantics is 
the change of composition or semantics of personal data 
by replacement with statistic processing, transformation, 
compilation or replacement of some information [9]. This 
method has the next disadvantages:  

a) Application of this method is uneffective for PD 
depersonalization, because during PD attributes extracting 
it is necessary to consider the possibility of 
depersonalization with the usage of these attributes. 

b) During basic replacement of values of separate 
attributes only change of PD composition can happen, but 
not depersonalization. 

c) In record relations between attributes of deper-
sonalized data and the attributes of personal data corre-
sponding to them are partially saved. 

d) Applicable when processing tasks do not require 
personalization of depersonalized data, if it is needed this 
process can be used on small data arrays. 

3) Method of decomposition is division of an array of 
personal data into several sub-arrays with subsequent 
separate storage of sub-arrays . The basic disadvantages 
are: 

a) It saves relations between attributes of deperson-
alized data and PD attributes corresponding to them in 
records of each storage. 

b) Is applicable on large arrays of PD. 
c) Resistance to attacks depends on the complexity 

of setup of relations between tables 
4) Mixing method is a reshuffle of separate values or 

groups of values of personal data attributed in an array of 
persona data. This method has these disadvantages: 

a) This method does not save relations between 
attributes of depersonalized data and personal data attrib-
utes corresponding to them in records. 

b) Resistance to attacks increases with growth of 
the size of the array of personal data. 

c) In applicable to large arrays of personal data 
with frequent changes in data.  

The algorithms for the implementation of the identifi-
ers’ priming method are represented by functions, some 
of which consider various cryptographic approaches for 
generating an identifier for the connection between the 
cross-reference table and the depersonalized database. For 
example, a unique and relevant identifier of an individual 
is obtained by using a one-way cryptographic function 
from the following attributes: the surname, name, patro-
nymic and date of birth of the individual – O.A. 
Vishnyakova and D. N. Lavrov [9]. There is also a patent 
for a method of identifying a subject of personal data us-
ing a SIM card as an identifier for communication, pro-
posed by E. S. Volokitina [10]. The method has been suc-
cessfully implemented in educational organizations. The 
featured algorithm successfully solves the security prob-
lem during processing anonymous data. However, the use 
of an additional identifier complicates the processing and 
increases costs. 

Algorithms for the implementation of a method of 
changing the composition or semantics are presented by 
I. Y. Kuchin [11], which proposes an approach of encod-
ing identifying attributes based on the developed algo-
rithm. A distinctive feature of the work is the analytical 
justification for the choice of the composition of the iden-
tifying group and the provision of a given degree of ano-
nymity as part of an anonymous database. This method 
has been introduced in the healthcare field, however, the 
issue of ensuring security is solved only when storing 
personal data, not when dealing with other information 
processing modes. 

Algorithms for the implementation of the mixing 
method are presented by works that propose the use of 
mixing algorithms aimed at the storage of PI or its trans-
mission over open communication channels. For example, 
K. O. Bondarenko and V. A. Kozlov [12] have presented 
a method of mixing data inside segments with sequential 
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mixing of rows and sensitive attributes, as the algorithm 
uses lookup tables generated by the cryptographic gamma 
method. On the one hand, the use of cryptography guaran-
tees the sustaining power of the algorithm even during a 
processing session, but, on the other hand, it complicates 
the process of adding, deleting, searching data and in-
creases the cost of protection. These shortcomings are 
obstacles for the implementation of the method. 

Other research areas involve the use of mainly crypto-
graphic methods, which can be attributed to depersonal-
ization with a sufficient degree of conditionality, since 
they solve the problem of the impossibility of identifying 
an individual according to the processed data, but they are 
not formally included in the set of methods established by 
Roskomnadzor or merely partially use such methods. For 
example, the work of Y. V. Trifonova and R. F. Zharinov 
[13] suggests using the built-in cryptographic tools of the 
CryptDB database management system. As an example of 
the partial use of the identifier method, one can cite the 
work of I. Azhmukhamedov, R. Y. Demina and I. V. Sa-
farov [14], wherein the cross-reference table encryption is 
applied with subsequent blocking. 

To generate a sequence hash, the following method is 
used based on the concept of a cryptographic sponge, 
which calls for two primary stages [15–16]. 

1) Absorbing. The initial message P  is subject to 
multi-round reshuffles f, accumulation and processing of 
all blocks of the message from which the hash will be 
developed is conducted [17]. 

2) Squeezing. The output of the received value of 
Z  as the shuffle result, the development of the hash value 
and the output of the results until the necessary length of 
the hash is reache [18]. 

In the absorbing phase first is set the initial state from 
the zero vector with the size up to 1600 bits . Next is con-
ducted the operation xor of a fragment of the initial mes-
sage 0p  with the fragment of the initial state with the size 

of r , the remaining part of the state with capacity of c  
remains the same. 

The result is processed by the f  function which is a 

multiround non-key pseudo-random reshuffle and repeats 
till the initial message blocks exhaust [19]. Next comes 
the squeezing phase at which it is possible to extract a 
hash of a random length. The flow chart of the hashing 
algorithm is shown at the Fig. 1.  

The function ()F  in this algorithm executes 24 

rounds, one round includes the work of five functions 
aPi,Rho,LotTheta,Chi, , consistently processing the inner 

state at each round. 
The function Theta  is represented by the next expres-

sions (1): 
 

40]4[]3[]2[]1[]0[][  …,x=x,Ax,Ax,Ax,Ax,=AxC 
;40)1]1[(]1[][  …,x=x+Cx=CxD   

[ ] [ ] [ ] 0 4 0 4A x, y = A x, y D x ,x =  … , y =  … .   (1) 

 

 
Figure 1 – The flow chart of the hashing algorithm 

 

The function Chi  is represented by the next expres-
sion (2): 

 
 [ ] [ ] ( [ 1 ] [ 2 ] 0 4 0 4Ax,y =B x,y ~ B x+ ,y &B x+ ,y ,x=  … ,y= … .   (2) 

 
The functions Pi , Rho  are represented by the next 

expression (3):  
 

  [ 2 3 ] [ ] ( ) 0 4 0 4B y, x+ y = A x, y r x, y ,x = … , y = … . (3) 
 

The function Lota  is represented by the next expres-
sion (4): 

  [0,0] [0,0] xorA A RC .   (4) 

Where B  is a temporary array having the same struc-
ture as the state array; C and D are the temporary arrays 
each containing 5 64-bit words; r -array defining  the 
number of bits of spinage for each word of the state; in-
version of the value .]1[ ,yx+~B  

Step1: at the beginning of the algorithm data initializa-
tion is conducted. The size of the state is 1600 bits. Next 
to the variable i  the value 0 is assigned.  

Step2: after this the processing of the array with func-
tions  ][]32[][][][ x,y, Ayx+y,, Bx, y, Ax, DxС begins, and be-
sides these operations is conducted the summation of the 
xor-round constant RC  with the word ]0,0[A . 
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Step 3: after data processed with subfunctions goes the 
check for the rounds count. If the condition 24i is true 
then the output of the A  array is conducted. If not then 
we increment by 1 and make the operations until this con-
dition is true. 

 
3 MATERIALS AND METHODS 

In order to eliminate the drawbacks mentioned above a 
personal data depersonalization method, based on the 
method of identifiers implementation using hashing of 
critical data and a private key, was developed [20]. As raw 
data a personal data table ),...,,( 21 MN dddD  is reviewed, where 
M  is the total amount of attributes and N is table rows 
count, Md  is an attribute referring to key and non-key. 

In this, at the first step by expert way critical data and 
data clearly identifying the personal data subject is de-
fined. Corresponding attributes are defined as ley ones.  

At the second step the initial array D  according to 
chosen key attributes is split into two non-intersecting 
sub-arrays 1A  and 2A . It is worth noting that into each of 
sub-arrays an additional attribute 0d  is added, by which 
value later the comparison of depersonalized data with the 
personal data subject is conducted. As the result the num-
ber of key values is equal to K  patients  ).<<(0 MK . In 
this, in 2A  is stored depersonalized data that is not inter-
esting for the intruder, so it does not require protection 
and is stored in the clear.  

At the third step for the set of key values of each row 
1 2 1( , ,  …, )  ,i i ina a a A where Ni ,… 1,2,=  the value of the 

attribute  ) ,,…, ,(= i210 PKaaaFd iki is calculated, where 

F is a unique function unknown for the user, PK is the 
unique private key. As F  in this case the hash function is 
chosen [21].  

1 0 1 2( , , ,  …, )nA d a a a , 2 0 1 2 n( , , ,  …, )A d b b b  where 1 A  is 

the 1 2( , ,  …, )na a a  set of confidential data and the 0d  

hash, 2 A  is the 1 2( , ,  …, )nb b b  set of anonymous data and 

the 0d  hash. In addition to the above, knowing the initial 
1 2 1( , ,  …, )  i i ina a a A  data can contribute to finding the 

1 2 2( , ,  …, )  i i inb b b A  set. 
 

4 EXPERIMENTS 
For the experiments a computer program and a data-

base, implementing the proposed method, with the initial 
data of 100 subjects of personal data of a medical institu-
tion, were developed. The developed software has been 
studied at solving the problems of depersonalization. 

On the basis of the initial sample, key critical attrib-
utes were identified that uniquely identify the subject of 
personal data that is stored in a protected information sys-

tem. Using this data and a private key, for each record a 
hash identifier is generated, which is the primary key of 
the subject of the personal data in the depersonalized in-
formation system. 

To search for the necessary record in an impersonal 
information system, a developed subprogram for calculat-
ing the identifier hash is used, which based on the data 
from the primary documents of the personal data subject 
formed the primary key of the specific record. 

After the formation of data for a depersonalized in-
formation system, an analysis was performed for the pres-
ence of collisions [22–23]. 

 
5 RESULTS 

As an example let’s review a database of patients of 
some treatment institution (see table 1). 

 

Table 1– Patient database 
Last 
name 

First 
Name 

Patro-
nymic 

Se
x 

Date of 
birth 

Medical 
insurance 

Diagn
osis 

Ivanov Ivan Ivano-
vich 

M 12.12. 
1992 

12345678
910 

Pneu
monia 

Petrov Denis Yurie-
vich 

M 11.11. 
1990 

46548677
684 

Pye-
lone-
phritis 

 

For example, for the patient Ivanov the critical per-
sonal data is: first name, last name, patronymic, date of 
birth. For the hash identifier preparation we will use this 
data: 
{Ivanov,Ivan,Ivanovich,12.12.1995}+{bPeShVkYp3s6v9
y$B&E)H@McQfTjWnZq}, where the second addend is 
the private key of the treatment institution. After the cal-
culation we get the hash identifier: 
1628b3db5c13865aea5856a630a736653059fc7e2d7c49f8
97b636428c62a26b. 

In the depersonalized database the hash identifier and 
the depersonalized personal data are stored (see table 2). 

 

Table 2 – Depersonalized database 
Hash identifier Medical insurance Diagnosis 
1628b3db5c13865aea
5856a630a736653059f
c7e2d7c49f897b63642
8c62a26b 

12345678910 Pneumonia 

4d949d630cfaafe3dd1
51a2e06d7345a44a61
889a8c097622abfd6ca
0f515a7f 

46548677684 Pyelonephritis 

 

In the secure database the hash identifier and the criti-
cal personal data are stored (see table 3). 

 
Table 3 – Secure database 

Hash identifier Last name First name Patronymic Date of birth Hash identifier 

1628b3db5c13865aea5856a630a73665
3059fc7e2d7c49f897b636428c62a26b 

Ivanov Ivan Ivanovich 12.12.1992 1628b3db5c13865aea5856a630a73665
3059fc7e2d7c49f897b636428c62a26b 

4d949d630cfaafe3dd151a2e06d7345a4
4a61889a8c097622abfd6ca0f515a7f 

Petrov Denis Yurievich 11.11.1990 4d949d630cfaafe3dd151a2e06d7345a4
4a61889a8c097622abfd6ca0f515a7f 
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In this, the ability to restore the original data from the 
hash identifier is impossible. To obtain an identifier it is 
required to fill in the necessary fields of the subject of 
personal data from primary documents using the private 
key in the developed software. 

 

6 DISCUSSION  
Let’s consider the application of this method sing the 

famous characters Alice and Bob [24]. 
Alice came to see Doctor Bob. To identify Alice she 

shows Bob the critical PD from her initial documents 
(passport and medical insurance). Bob using the calcula-
tor for hash identifier inserts this data and the key of the 
hospital and forms the hash identifier that allows getting 
the access to Alice’s patient file. After diagnosing and 
prescribing treatment Bob inserts data into the informa-
tion system and sings it with his electronic signature. 

A curious staff member Eva wanted to know Alice’s 
diagnosis but can’t find her card in the information sys-
tem because she does not know the hash identifier as well 
as Alice’s critical data. 

Mallorie found out Alice’s critical PD and got the ac-
cess to the calculator for hash identifier, but she does not 
know the hospital’s key for calculating Alice’s identifier. 

This method has the next advantages: 
1) Data becomes depersonalized which reduces costs 

of ISPD protection. 
2) It is impossible to define the presence of a certain 

subject in ISPD by known unique attributes. 
3) Operator during subject’s application by his PD 

gets access only to one record of ISPD. 
4) The context analysis is impossible. 

 

CONCLUSIONS 
The actual problem of data depersonalization in the in-

formation system was solved by introducing identifiers 
using hashing of critical data and a private key. 

The scientific novelty of the obtained results is that a 
method was proposed for introducing identifiers using 
hashing of critical data and a private key for the first time. 
This allows to increase the level of data confidentiality, 
reduce the requirements for the level of information sys-
tem security, increase the speed of data processing by 
convolving critical data into a hash identifier. 

The practical significance of the obtained results is 
that software that implements the proposed method has 
been developed and experiments have been carried out to 
confirm the adequacy of the proposed mathematical mod-
el. The results of the experiment allow us to recommend 
the proposed method for introducing into automated in-
formation systems the processing of personal data at the 
design stage or optimizing of the existing systems, which 
will reduce the cost of protecting the information system. 

Prospects for further research are to explore the pos-
sibility of implementing this method in a software and 
hardware system that allows to increase the speed of the 
information system. 
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AНОТАЦІЯ 
Актуальність. Розглянуто завдання знеособлення даних в інформаційних системах. Проведено аналіз сучасних підходів до 

знеособлювання даних, виявлено та обґрунтовано необхідністю створення нового методу, що дозволяє підвищити захищеність 
оброблюваних даних і їх достовірність. Об’єктом дослідження є модель деперсоналізації даних, що дозволяє знизити витрати на 
захист інформаційних систем. Мета роботи – аналіз сучасних методів знеособлення і створення методу, що усуває виявлені 
недоліки, з підвищеним рівнем конфіденційності та використанням хешування критично важливих даних і приватного ключа.  

Мета: аналіз сучасних методів знеособлення і створення методу, що усуває виявлені недоліки, з підвищеним рівнем 
конфіденційності та використанням хешування критично важливих даних і приватного ключа. 

Метод. Запропоновано метод знеособлення персональних даних, заснований на методі введення ідентифікаторів з використан-
ням хешування критично важливих даних і приватного ключа, що дозволяє досягти підвищення конфіденційності інформації, 
оброблюваної в інформаційних системах. Запропоновано методи вибору ключових критично важливих атрибутів з первинних 
документів, що дозволяють однозначно ідентифікувати суб’єкта персональних даних, методу формування вихідних множин, 
розбиває вихідні дані на два непересічних підмножини, методу формування хеш ідентифікатора з унікальної послідовності і при-
ватного ключа, обезлічівающего інформацію і підвищує її конфіденційність. 

Результати. Розроблений метод реалізований програмно і досліджений при вирішенні завдань знеособлення. 
Висновки. Проведені експерименти підтвердили працездатність запропонованого методу та дозволяють рекомендувати його 

для впровадження в автоматизованих інформаційних системах обробки персональних даних для вирішення завдань знеособлення. 
Перспективи подальших досліджень можуть полягати у створенні апаратних засобів потокового знеособлення даних, що дозволя-
ють підвищити швидкість обробки і конфіденційність даних в інформаційних системах. 

КЛЮЧОВІ СЛОВА: знеособлення, персональні дані, хеш ідентифікатор, алгоритм хешування, приватний ключ, інформаційна 
система. 
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АННОТАЦИЯ 
Актуальность. Рассмотрена задача обезличивания данных в информационных системах. Проведен анализ современных подхо-

дов к обезличиванию данных, выявлена и обоснована необходимостью создания нового метода, позволяющего повысить защищен-
ность обрабатываемых данных и их достоверность. Объектом исследования являлась модель деперсонализации данных, позво-
ляющая снизить затраты на защиту информационных систем. Цель работы – анализ современных методов обезличивания и созда-
ния метода, устраняющего выявленные недостатки, с повышенным уровнем конфиденциальности и использованием хеширования 
критически важных данных и приватного ключа.  

Цель работы: анализ современных методов обезличивания и создания метода, устраняющего выявленные недостатки, с повы-
шенным уровнем конфиденциальности и  использованием хеширования критически важных данных и приватного ключа.  

Метод. Предложен метод обезличивания персональных данных, основанный на методе введения идентификаторов с использо-
ванием хеширования критически важных данных и приватного ключа, позволяющего добиться повышения конфиденциальности 
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информации, обрабатываемой в информационных системах. Предложены методы выбора ключевых критически важных атрибутов 
из первичных документов, позволяющих однозначно идентифицировать субъекта персональных данных, метода формирования 
исходных множеств, разбивающий исходные данные на два непересекающихся подмножества, метода формирования хэш иденти-
фикатора из уникальной последовательности и приватного ключа, обезличивающего информацию и повышающего её конфиденци-
альность. 

Результаты. Разработанный метод реализован программно и исследован при решении задач обезличивания. 
Выводы. Проведенные эксперименты подтвердили работоспособность предложенного метода и позволяют рекомендовать его 

для внедрения в автоматизированных информационных системах обработки персональных данных для решения задач обезличива-
ния. Перспективы дальнейших исследований могут заключаться в создании аппаратных средств поточного обезличивания данных, 
позволяющих повысить скорость обработки и конфиденциальность данных в информационных системах. 

КЛЮЧЕВЫЕ СЛОВА: обезличивание, персональные данные, хеш идентификатор, алгоритм хеширования, приватный ключ, 
информационная система. 
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