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ABSTRACT

Context. Because assessing information security risks is a complex and complete uncertainty process, and uncer-tainties are a
major factor influencing valuation performance, it is advisable to use fuzzy methods and models that are adaptive to non-calculated
data. The formation of vague assessments of risk factors is subjective, and risk assessment depends on the practical results obtained
in the process of processing the risks of threats that have already arisen during the functioning of the organization and experience of
information security professionals. Therefore, it will be advisable to use models that can adequately assess fuzzy factors and have the
ability to adjust their impact on risk assessment. The greatest performance indicators for solving such problems are neuro-fuzzy
models that combine methods of fuzzy logic and artificial neural networks and systems, i.e. “human-like” style of considerations of
fuzzy systems with training and simulation of mental phenomena of neural networks. To build a model for calculating the risk
assessment of information security, it is proposed to use a fuzzy product model. Fuzzy product models (Rule-Based Fuzzy Mo-
dels/Systems) this is a common type of fuzzy models used to describe, analyze and simulate complex systems and processes that are
poorly formalized.

Objective. Development of the structure of a fuzzy model of quality of information security risk assessment and protection of
ERP systems through the use of fuzzy neural models.

Method. To build a model for calculating the risk assessment of information security, it is proposed to use a fuzzy product
model. Fuzzy product models are a common kind of fuzzy models used to describe, analyze and model complex systems and
processes that are poorly formalized.

Results. Identified factors influencing risk assessment suggest the use of linguistic variables to describe them and use fuzzy
variables to assess their qualities, as well as a system of qualitative assessments. The choice of parameters is substantiated and the
structure of the fuzzy product model of risk assessment and the basis of the rules of fuzzy logical conclusion is developed. The use of
fuzzy models for solving problems of information security risk assessment, as well as the concept and construction of ERP systems
and analyzed problems of their security and vulnerabilities are considered.

Conclusions. A fuzzy model has been developed risk assessment of the ERP system. Selected a list of factors affecting the risk
of information security. Methods of risk assessment of information resources and ERP-systems in general, assessment of financial
losses from the implementation of threats, determination of the type of risk according to its assessment for the formation of
recommendations on their processing in order to maintain the level of protection of the ERP-system are proposed. The list of
linguistic variables of the model is defined. The structure of the database of fuzzy product rules — MISO-structure is chosen. The
structure of the fuzzy model was built. Fuzzy variable models have been identified.

KEYWORDS: information security, fuzzy logic, risk assessment, security, ERP-system.

ABBREVIATIONS NOMENCLATURE
ANFIS is an Adaptive Network-based Fuzzy Infer- Rjj is a Risk of the i-th resource in the implementa-
ence System,;
DB is a Database;
DSTU is a State standard of Ukraine;

tion of the j-th threat;
Ajj is a Expected loss from the onetime implementa-

ERP is a Enterprise Resources Planning; tion of the j-th threat to for the i-th resource;
ERP-System is an Enterprise Recourses Planning Sys- pjt is a probability of occurrence of j-th threat;
tem;
MISO is a Structure (Multi Inputs — Single Output); P,JV is a Vulnerability of the i-th resource to the j-th

FIS is a Fuzzy Inference System;

. . threat;
ARL is an acceptable risk level, rea’

IR is a Resource set of system;

MRL is a middle risk level; .

. o ’ Th A fth h )
HRL is a high-risk level: . is a A set of threats to the system
VLR is a very low risk; Aj 1is a Value of the ist resource;

LR is a low risk;

. . Fijge is a Impact consequences in the implementation
AR is an average risk;

HR is a High risk; of tl_le j-th threat on the_ i-th resource, or the propensity of
VHR is a Very high risk; the i-th resource to the j-th threat;

CVSS is a Common Vulnerability Scoring System; R; is a Risk of the i-th resource in the implementation
NVD is a National Vulnerability Database; of threats;

CVE is a Common Vulnerabilities and Exposures. Rix is a Risk of the i-th resource in the implementa-

tion of the k-th threat;
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Thy is a set of risks for the i-th resource;

Ry is a General system risk;

Rjg is a risk of the i-th resource at general system
risk;

FL; is a financial loss of the i-th resource;

R; is a risk of the i-th resource;

Coj isa cost of the i-th resource;

FL is a Total financial loss;

RL is a Risk level type;

ming is a Minimum value of risk assessment;

maxp is a Maximum value of risk assessment;

Pr; is a parameter, maximum value of risk asse-
ssment of acceptable type;

Pr, is a parameter, the maximum value of the risk as-
sessment of the average type;

X j(j=L---,m) is an Incoming Variables (can be
either clear or fuzzy);

X jeXj, Xj is an The definition area appropriate
prerequisites;

Y is a Fuzzy output variable;

yeY,Y is a the definition area the conclusion;

A;i,B; s a fuzzy sets defined that are defined by

ij>
X; and Y with affiliation functions Ha; (xj)el0s1]
and np, (Y)e[0:1] respectively;

Pi, di.hi

k=1,---,K is a an example from many examples of

is a Affiliation functions options;

training sampling;

X%k),x(zk),---,xgﬁ) are Input wvariable values

X13X29'”7Xm;
y(k) is a reference value of the source variable y in

the k-th example;
K is a he total number of examples, size of Training

sample;
E® s a error k-th example from many examples of

educational sample;
E is a Error;

y 1K) s a Installed the value of the source variable y

in the k-th example;
¢ 1is a installed threshold;

C is a Assessment of the criticality of information;
C cCc= maX(CC| ,CC p ,CCA,CCO)
of the consequences of violations of integrity,
confidentiallity, accessibility and observation for the

commercial interests of the organization;
Cmc = max(MC,MC,MC,,MCp) are As-

sessment of the consequences of violations of integrity,

are Assessment
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confidentiality, accessibility and observation for the op-
erational activities of the organization;
Cr=max(R|,R,,Ra,Rp) are Assessment of the

consequences of violations of integrity, confidentiality,
accessibility and observation for the organization’s rela-
tionship with customers and partners.

INTRODUCTION

The basis of activity of any organization is business
processes, which are determined by the goals and obje-
ctives of the entity. The business process broadly under-
stands the structured sequence of actions to perform a ce-
rtain type of activity at all stages of the life cycle of the
subject of activity. Each business process has a start (lo-
gin), output, and sequence of procedures that ensure that
operations are grouped by the appropriate types. In gene-
ral, the calculation of the risks of information security of
ERP-systems should be carried out in relation to each cri-
tical business process and only on those vulnerabilities
that are relevant to a particular business process, and it
should be borne in mind that a number of vulnerabilities
may be the same for all business processes.

Each vulnerability in the current list of vulnerabilities
is correlated by a threat, the terms of which could be this
vulnerability, and for each specified pair, an assessment
of the probability of its occurrence and assessment of the
impact of the implementation of this pair on the integrity,
confidentiality, accessibility and observability is carried
out.

We will use the following definitions. Probability is a
conditional number that determines the likely frequency
of steam threat/vulnerability. Privacy is a property of
information that is that information cannot be obtained by
an unauthorized user and/or process. Integrity is a proper-
ty of information, which is that information cannot be mo-
dified by an unauthorized user and/or process. System in-
tegrity — system property, which is that none of its com-
ponents can be eliminated, modified or added in violation
of security policy. Accessibility — the property of the sys-
tem resource, which is that the user and/or process, which
has the appropriate powers, can use the resource in accor-
dance with the rules established by the security policy,
without waiting longer for a specified (small) period of ti-
me, that is, when it is in the form required by the user, in
the place required by the user, and at the time when it is
necessary. Observation — system property, which allows
to record the activities of users and processes, the use of
passive objects, as well as to unequivocally establish ide-
ntifiers of users involved in certain events and processes
in order to prevent violations of security policies and/or to
ensure liability actions.

The object of the study is the development of the stru-
cture of a fuzzy model of the ERP system.

The subject of the study is neuro-fuzzy models that
combine methods of fuzzy logic and artificial neural net-
works and systems.
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The purpose of the work is to improve the quality of
assessment of information security risks and protection of
ERP systems through the use of fuzzy neural models.

1 PROBLEM STATEMENT

Security risk assessment is an important element in the
overall security risk management process, which is the
process of ensuring that the organization’s risk position is
within acceptable limits defined by senior management
and consists of four main stages: security risk assessment,
testing and supervision, mitigation effects and operational
security [1].

Risk managers and organizers use risk assessment to
determine which risks to reduce through control and
which to accept or transfer. Information security risk as-
sessment is a process of identifying vulnerable situations,
threats, the likelihood of their occurrence, the level of
risks and consequences associated with organing assets,
as well as control that can mitigate threats and their con-
sequences. This process includes: assessing the likeliho-
od of threats and vulnerabilities that are possible; calcula-
tion of the impact that can be a threat to each asset; deter-
mination of quantitative (measurable) or qualitative (des-
cribed) cost of risk.

Table 1 describes the classification of technologies ac-
cording to the approach used in risk assessment.

Assessment of information security risks can be
divided into three stages (see Table 2): identification of
risk; risk analysis; evaluation of results.

Risk assessment includes seven steps: identification of
system protection facilities; identification of the threat;
identification of vulnerability; control analysis;
determination of probability; analysis of consequences;
identification of risk.

The full risk assessment process should also include
two more steps: recommendations for controlling and do-
cumenting the results.

Information risk assessment can be performed using a
variety of technologies, documents or software tools. The
methodology for assessing information security risks un-
derstands the systematized sequence of actions (step-by-
step instructions) to be done and the tool (software pro-
duct) for risk assessment at the enterprise.

Also, to assess security risks, manager documents co-
ntaining theoretical descriptions can be used and provide
guidelines on the risk assessment process, but no specific
technologies for their implementation are provided [2—6].
At present, the following standards apply on the territory
of Ukraine: ISO 27001, ISO 27002, ISO 27003, ISO
27004 and ISO 2700.

Recently, quite intensively developing methods of
analysis and risk assessment, which are based on elements
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of fuzzy logic. Such methods allow to change the appro-
ximate table methods of rough assessment of risks to ma-
thematical method, as well as significantly expand the po-
ssibilities of mathematical methods of risk analysis [7—
11].

The mechanism of risk assessment with the help of fu-
zzy logic in general represents the expert system. The
knowledge base of such a system complies with the rules
that reflect the logic of the relationship between the input
values of risk factors and the level of risk. In the simplest
case, this logic is described in the table. In general, much
more complex logic is used, which is designed to more
accurately reflect the real relationship of factors and con-
sequences. Such connections are formalized and descri-
bed by the production rules of the “if-something” type. In
addition, the mechanism of fuzzy logic involves forming
levels of factor assessments and presenting them in the
form of fuzzy variables. The process of forming this type
of assessments in general is quite complex, because it re-
quires a large number of sources of information, taking
into account their quality and use of expert experience.

2 REVIEW OF THE LITERATURE

The security risk analysis study begins in the mid-
1980s, and in the early 90s R. Baskerville identified risk
analysis checklists for tools used to design information
system security measures [11]. Over time, complex tools
are developed to analyze risks, such as: Facilitated Risk
Assessment Process [12]; The Operationally Critical
Threat, Asset, and Vulnerability Evaluation) [13]; CO-
RAS [14]; Is Risk Analysis Based on Business Model
[15]; Information Security Risk Analysis Method [16];
Risk Watch method [17]; Consultative Objective and Bi-
functional Risk Analysis [18]; CRAMM [19].

Table 1 — Information security risk assessment

technologies
Technology
| Quantitative | | Quality | | Mixed |
'
ISAMM OCRAVE CRAMM
Mehari COBRA MAGERIT
Risk FRAP NIST
Watch EBIOS VULTURE
IT-
Grundschutz
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Table 2 — Information security risk assessment process

Identification of risks Risk analysis Evaluating results
Objects of protection Damage | Risk level scale
[ /
Threat ¢
Threats v assessment Risk
Implementation | 4 | flgniﬁcance
eve
Vulnerability of th? threat

Also, since the early 2000s, some other methods of
modeling security risks, which have provided good indi-
cators and have been commonly titled “soft computing
models”, including the grey relactional approach, have
also been used in the research industry, Fuzzy number ari-
hmetic, Information entropy, Fuzzy weighted average ap-
roach, Fuzzy measure and Evidence theory, fuzzy Analy-
sis of Hierarchy Process method.

The development and application of soft computing
and hybrid models are considered to be modern areas of
research to assess information security risks.

Soft computing components include: Neural networks
— computational systems that assess the risks of informati-
on security through similar functioning of biological neu-
ral networks and learning tasks (gradually improving their
performance of these networks), considering examples, in
general, without special programming for the task; Rough
sets — an effective mathematical analysis tool to address
uncertainty in the field of solution analysis; Grey sets; Fu-
zzy systems — based on the algorithm for obtaining fuzzy
conclusions based on fuzzy preconditions; Generic algo-
rithms belong to the largest class Evolutionary algorithms
and generate solutions to optimization problems using
methods borrowed from the theory of evolution, such as
inheritance, mutation, selection and crossover; Support
vector machine — the data analysis method for classifica-
tion and regression analysis using managed learning mo-
dels is used when input is either not defined or when only
some data is determined by their preprocessing; Bayesian
network — used to identify cause and effect relationships
of risk factors and predict the likelihood of security risk.

Hybrid models represent a combination of two or mo-
re technologies to develop robust risk assessment and in-
formation systems. The most common hybrid model is the
neuro-fuzzy network.

To determine the level of risk, it is advisable to use the
apparatus of the theory of fuzzy sets, which allows you to
describe vague concepts and knowledge, operate them
and draw vague conclusions. The theory of fuzzy sets is
used precisely to solve problems in which inputs are un-
reliable and poorly formalized, as in the case of the prob-
lem solved in this work. To assess the risk, it is approp-
riate to use the mechanism of a vague logical conclusion —
obtaining a conclusion in the form of a fuzzy set corrtspo-
nding to the current values of input variables, using a fuz-
zy knowledge base and fuzzy operations.
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There are developed models of fuzzy conclusion of
Mamdani, Sugeno, Larsen, Tsukamoto [20]. Most often,
Mamdani and Sugeno algorithms are used in practice. The
main difference between them is the way to set the values
of the source variable in the rules that constitute the kno-
wledge base. In systems like Mamdani, the values of in-
put variables are set by fuzzy terms, in systems like Su-
geno — as a linear combination of input variables. For
tasks in which identification is more important, it is ad.

3 MATERIALS AND METHODS

To build a structure a model for calculating informa-
tion security risk assessment, it is proposed to use Rule-
Based Fuzzy Models/Systems.

Under the Rule-Based Fuzzy Models/Systems under-
stand the agreed a lot of individual fuzzy product rules of
the type “if A, then B” where A is the prerequisite (parcel,
antecendent) of a certain rule, and B — the conclusion (ac-
tion, consecvent) of the rule in the form of fuzzy state-
ments. The model is designed to determine the degree of
truthfulness of the conclusions of fuzzy product rules. The
degree of truth is determined on the basis of preconditions
with a certain degree of truthfulness of the relevant rules.

When building a fuzzy product model, the following
components are determined: method of fuzzy withdrawal
of conclusions; database of fuzzy product rules; fuzzyfi-
cation input procedure; procedure aggregation of the deg-
ree of truthfulness of preconditions for each of the fuzzy
product rules; activation procedure for each of the fuzzy
product rules; the procedure of liquidation of activated co-
nclusions of all fuzzy product rules according to each out-
put variable; defuzzyfication procedure to clarity on each
consiluled output variable; the procedure for parameters
optimization of the final base of fuzzy rules.

At present, many different types of fuzzy product mo-
dels are offered on the basis of different combinations of
these components.

Rule-Based Fuzzy Models/Systems are used in sol-
ving a number of problems in which information about
the system, its parameters, as well as the inputs, outputs
and states of the system is unreliable and poorly formali-
zed. Together with the advantages of describing the mo-
del in a language close to natural, in the versatility and ef-
ficiency of the model, Rule-Based Fuzzy Models / Sys-
tems are characterized by certain disadvantages: the wor-
ding of the original set of fuzzy rules is carried out with

109



e-ISSN 1607-3274 PapioenexrpoHika, inpopmaruka, ynpasminss. 2022. Ne 1
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2022. Ne 1

the help of an expert, so it may be incomplete or contra-
dictory; the choice of the type and parameters of the fun-
ctions of belonging in fuzzy statements of the rules is sub-
jective; automatic acquisition of knowledge cannot be pe-
rformed.

To eliminate these shortcomings, it is proposed to use
an adaptive fuzzy production model, which in the process
and on the results of functioning corrects both the compo-
sition of the rules in the base and the parameters of the fu-
nctions of belonging, as well as to implement various co-
mponents of this model on the basis of neuronet techno-
logy.

Determine the incoming and outgoing parameters of
the model.

To build a risk assessment calculation model, we will
use the risk factor ratio according to the formulas (1, 2)
[10].

Rij=Aj P} -R.icIR, jeTh. (1)

Under the expected damage from a one-time imple-
mentation of the threat we understand the cost (or value)
of the asset, which is mathematically expressed as fol-
lows:

A=Al Ff.icIR,jeTh. )

Taking into account (1) and (2), we obtain the general
ratio of factors for risk assessment:

Rij=A} F§-PY-Pl.icIR jeTh. 3)

Since many risks can be identified for each informati-
on resource (one to all), the assessment of the total risk by
the information resource will be defined as the maximum

risk assessment of the resource:

Ri:max(Rik ),kEThi. (4)

In turn, the assessment of system risk will be defineed
as the maximum assessment among resource risk assess-
ments:

R=max(R;),ieIR. (5)

The amount of financial damage for the information
resource will be determine as the product of the risk of the
information resource on the cost of the resource:

FLi=R;-Coj.iclR. (6)

In turn, the total financial loss will be determined as
the amount of financial losses on all resources:

FL:zi FL;,ielR. 7
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We will apply a linguistic approach to the description
of information security risk factors. Suppose as the values
of factors and characteristics of relations between them
not only quantitative assessment, but also qualitative, sen-
tences of natural language. Then this approach will provi-
de a quantitative description of the elements of the model
in the conditions of vague information about the value of
the risk level, the cost of the resource, the impact of the
consequence of, the likelihood of a threat, the vulnerabi-
lity of resource protection and ways to avoid negative im-
pact from the implementation of risks.

Each risk factor of information security and the risk it-

self will be described by linguistic variables X e X ,

Wheel the set of linguistic variables of the model X is:
X = {“Resource Price”, “Impact of the consequence”,

“Probability the emergence of Threat”, “Resource Vulne-
rability”, “Risk”}.

The list of linguistic variables of the model correspon-
ding to the risk factors is shown in Table 3.

Thus, information security risk assessment can be ex-
pressed as:

Y="Fy(X,X5,X35,Xy).

Based on the analysis [21] and the formed ratio of risk
factors (3) for the assessment of each of the risks, a fuzzy
model with four input parameters ( X;, X 5, X 3, X4) and
one Y output (MISO structure [22]) is proposed. The
number of input parameters is selected according to the
number of factors influencing the degree of risk (3). Table
3 shows the structure of the system of fuzzy conclusions
for the selected model.

Table 3 — The list of linguistic variables of the model

List Name of linguistic variable

X, Resource Price

X Impact of the consequence

X3 Probability the emergence of Threat
Xy Resource Vulnerability

Y Risk

To maintain the level of security of the ERP system, it
is necessary to determine what risks, according to the le-
vel of their assessment — risk level (RL), require process-
ing according to certain recommendations. To do this, we
will introduce 3 types of risk levels:

— acceptable risk — ARL — will be considered insig-
nificant, the processing of such a risk is not required;

— medium risk — MRL — recommended for processing
in order to minimize it;

— high risk-HRL — we will consider it essential and its
processing is mandatory.

Determination of the type of risk will be carried out
as follows:
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ARL Rjj €(ming ; Py );
RL=\MRLRjq € (Py;Pr,); i€lR, jeTh, (8)
HRL Rjj € (Pry;maxg).

Parameters — the maximum value of the assessment of
acceptable and medium risk — [Pr;] and [Pr,] respecti-

vely — are set by experts.

The scheme for processing the result of risk assess-
ment is shown in Table 4.

We will create a structure and build bases of fuzzy
product rules.

The structure of the rules should correspond to the
structure of the model, namely the number of fuzzy state-
ments in the prerequisites and conclusions. The database
of rules that has the structure of MISO, in general, has the
following rule structure [22].

P,:Ifx, isA; and ... ande isAij and ... and X is

A, . thenyisB;. 9
When creating a fuzzy product model, both a priori
data coming from experts and data obtained as result of

measurements can be used.

Table 4 — Fuzzy risk assessment model

Signin 1
X1)

Sign in 2
X3)

FIS Exit

(Y)

=

Sign in 3
X3)

Sign in 4
X4)

In the first case, if there is no need to agree on the opi-
nions of experts, it is assumed that the tasks of ensuring
completeness and inconsistency of the database of fuzzy
rules are solved in advance. If only experimental data are
known, these tasks can be attributed to the tasks of system
identification. In practice, there may also be a mixed case
when the initial database of fuzzy rules is built on the ba-
sis of heuristic assumptions, and its clarification is carried
out using experimental data.

ANFIS, the adaptive network fuzzy output system
proposed by Chang in 1992, will be used to represent the
fuzzy production model and algorithm of fuzzy output in
the form of a fuzzy product network [23].

Since the fuzzy ANFIS product network is presented
as multilayer structure with a direct signal propagation,
and the value of the source variable can be changed by
adjusting the parameters of layer elements, then to teach
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this network you can use an algorithm for reverse spread
ing the error, which belongs to the class of classic gradi-
ent algorithms.

Consider the problem of fuzzy neural production net-
work of anfis type, which implements the algorithm of fu-
zzy output of Takagi-Sugeno [24] (see Figure 1).

Let the rules of this form be set:

P1:If x; is A, and X,is A, then Yy;=a;X +b; X;;
P2:If X, isA, and X,is Ay, then

Ya=ay X;+hy X, .

(10)

The structure of the fuzzy neural production network
of ANFIS type, which implements the algorithm of fuzzy
output of Takagi-Sugeno (according to the example) is
shown in Fig. 2 [23].

Layer 1. The outputs of the elements of this layer are
Ha; (Xj) the values of the functions of the affiliation at

specific (specified) values of input variables. For examp-
le, circular functions hare the form of:

2
- | Xi— 8
HAij(Xj)—eXP —E[TJ .

(1)

Layer 2. Elements of the second layer perform aggre-
gation of the truth levels of the prerequisites of each base
rule in accordance with the T-norm operation, which uses
the operation minimum (4) [20] according to the rules:

a=min{A;;(X),A;p (%)},

ay =min{Ay (X)), App (X2)}-

(12)

Layer 3. Elements of this layer normalize and lead
these results to a type convenient for calculating the out-
put of a fuzzy network. Calculation B; -normalized valu-

es o are performed as follows:

o )

By = B2 (13)

a1+(12’ oty '

Layer 4. Elements in this layer calculate function valu-
es:

Y1 =(py X+ X +1),

Yy =(PaX + Uy Xy +1y).

(14)

Layer 5. Elements of this layer allow you to form a
defaziated value at the output of the network, which is fo-
rmed as follows:

y'=Bry{ +Ba Y5 (15)
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Provide
recommendations

for RU processing

as "required for Provide
eXecution " recommendations for Ignore
processing R”- as Risk Rr‘j
"r'.:(.‘umnlc_lndn.:i} for
execution
Figure 1 — Scheme for processing the result of risk assessment
Layer 1 Layer 2 Layer 3 Layer 4 Layer 5

Figure 2 — The structure of the fuzzy ANFIS neural production network, which implements the Sugeno fuzzy output algorithm

Parametric layers fuzzy ANFIS neural production net-
work, that is, the layers, the parameters of the elements in
which will be adjusted during the learning process, are the
first and fourth, and the parameters configured in the lear-
ning process are:

— in the first layer — nonlinear parameters of the af-
filiation functions p Aj (xj) fuzzy sets of preconditions

of the rules;
— in the fourth layer — nonlinear parameters p;j, 0j,
I; affiliation functions up, (y) fuzzy sets of rule conclu-

sions.
The Picks for learning the network consists of many
examples and has the form of:

I RRERS R} (16)
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Since the fuzzy ANFIS product network is presented
as multilayer structure with a direct signal propagation,
and the value of the source variable can be changed by
adjusting the parameters of layer elements, then to study
this network we use an algorithm for reverse spreading
the error, which belongs to the class of gradient algori-
thms.

Network training continues (iteratively repeats the
procedure for adjusting the values of all parameters) as
long as [21]:

— or the error function value for each sample example
does not exceed some set threshold:

E® <g k=1, K. (17)
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— or assessment of the average total error of a fuzzy
product model, taking into account all examples of the
educational sample does not exceed some established
threshold:

1wk |, /(0
E:EZkzl(y —y®)2 ¢, (18)

4 EXPERIMENTS
Let’s define a linguistic variable Y “Risk”. To
evaluate the linguistic variable Y, we will use the term set
T(Y) of five quality thermals: T(Y)={“Very level risk
(VLR); “Low risk (LR) ”; “Average risk (AR)”; “High
risk HR)”; “Very high level of risk (VHR)”’}.
Definition Area of Ey of the linguistic variable Y will

be set at the interval [0,100]. Table 5 shows the scale for
assessing the level of risk.

Taking into account the selected area of determining
the risk assessment of information security when deter-
mining the type of risk to make recommendations for its
reducti-on according to the formula (6), we will use the

following values:
Table 5 — Y Risk Assessment Scale

Risk assessment Risk level
0-20 VLR
2040 LR
40-60 MR
60-80 HR
80-100 VHR

ming =0, maxg =100.

Consider the definition identifying threats and asses-
sing the likelihood of threats. The main security threats of
ERP systems include deliberate actions of violators, for
example, criminals, spies, saboteurs, or offended persons
from among the personnel of the organization [25].

1. According to the results of the actions of violators:

— threat of information leakage;

— threat of information modification; — threat of loss
of information.

2. Based on the motives of the violators: uninten-
tional; deliberate.

According to the Normative Document in the Field of
Technical Information Protection (GNI TZI) 2.5-004-99
[25] in the risk assessment model we will consider threats
of the following four types in accordance with the proper-
ties of information security:

— threats related to unauthorized acquaintance with in-
formation and pose threats to the confidentiality of in-
formation;

— threats related to unaut-horized modification of in-
formation and pose threats to the integrity of information;

— threats related to violation of the possibility of using
the system or information that is processed and poses
threats of violation of the availability of information;

© Kozhukhivskyi A. D., Kozhukhivska O. A., 2022
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— threats related to the violation of the possibility of
surveillance, managing and controlling user activity, the
possibility of legality of access, capabilities and capabili-
ties to perform the functions of a complex of means of
protection and pose a threat of violation of the observa-
tion of information.

When analyzing the negative consequences of influen-
cing the ERP system of different types of information
th-reats, as a rule, their following categories are consid-
ered [26].

Refusals and hardware failures and/or network failu-
res, emergencies and other events occurring without the
participation of personnel; unintentional or erroneous acti-
ons of administrators, users, system operators or other ty-
pes of personnel; unauthorized access by violators to the
information that is generated, processed and stored in the
ERP system, for example, information that:

— perform management and decision making —
information of users of the ERP system; provides
equipment management of ERP-system; allows you to
implement business processes and technologies of
information processing in the ERP system.

The “subjective” and “objective” probability of a thre-
at is calculated by expert methods using mathematical
methods. The frequency of threats can be determined by
quantitative indicator in accordance with the number of
cases of threat per year.

To evaluate the linguistic variable X5 “Threat proba-

bility level”, we will use the term set T(X3) of five qua-
lity therms: T(X3)={Very low probability of threat

(VLT); Low probability of threat (LT); Average threat
probability (MT); High probability of threat (HT); Very
high probability (VHT).

Definition Area Ey_ of the linguistic variable X;

beset at the interval [0, 05; 365].

Table 6 provides a scale for assessing the level of thre-
at probability in accordance with the frequency of threats
per year.

When evaluating the linguistic variable X, “Resou-

rces Vulnerability”, we will rely on the common vulner-
ability assessment system (CVSS), which makes it possi-
ble to fix the basic characteristics of the vulnerability and
create a numerical score that reflects its criticality [27].
CVSS is a free and open industry standard for assessing
the severity of a computer system security vulnerability,
allowing users to prioritive resources according to threat.
The CVSS assessment system consists of three metrics
[26]: basic metric — reflects the basic qualities and charac-
teristics of the vulnerability; temporary metrics — reflects
the following characteristics of the vulnerability, which
change over time, develop during a vulnerable period;
contextual metric — displays the characteristics of the
vulnerability that are unique to the user environment.
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Each metric group has a specific numerical score (ra-
ting) in the range from 0 to 10 and a period representing
the value of all metrics in the form of a block of text.

To obtain highquality vulnerability metrics, we will
use the National Vulnerability Database (NVD) assess-
ment system. NVD is an information database of the U.S.
National Standardization Authority, the U.S. Govern-
ment supported National Institute of Standards and Te-
chnology, that collaborates with the Common Vulnerabi-
lities and Exposures (CVE) database, which represents a
dictionary of commonly used names (such as CVE
identifiers) for publicly available information security
vulnera-bilities. In the NVD database, the security level
values of the vulnerability are calculated by values from 0
to 10 (according to CVSS) and are described linguistically
by the term None, Low, Medium, High and Critical.

According to the linguistic therms of the NVD data-
base, we will use the T(X,4) term set of four quality

therms to evaluate the linguistic variable X, “Resource
Vulnerability”:

T(X4)= {Low vulnerability (LV); Medium vunera-

bility (MV); High vulnerabilidad (HV); Critical vulner-
ability (CV).
Definition Area E X, of the linguistic variable X, set

at the interval [0,10].

Table 7 describes NVD vulnerability scores by points
and linguistically, description of the impact of exploitati-
on, and corresponding levels of resource vulnerability ac-
cording to the term sets T (Xy) .

We will determine the consequences of violation of
the integrity, confidentiality, accessibility and observation
of information in such important areas of activity of the
organization as: — commercial concernment (CC); — ma-
nagement control (MC); relation with clients and part-
ners — relations (R).

The results of the assessment of the consequences of
Violation of integrity, confidentiality, accessibility and
observation of information in the spheres of activity of the
organization are given in Table 8.

Table 6 — Threat probability level assessment scale ( X 5)

Frequency

Probability of occurrence a threat for a certain period

Level

0,05

threat is almost never realized

VLT

0,6

approximately 2—3 times in five years

VLT

1 approximately once a year and less (180 <in> 366 (days))

LT

2 approximately 1 time in six months (90 <in > 180 (days))

LT

4 approximately 1 time in 3 months (60 <in > 90 (days))

MT

6 approximately 1 time in 2 months (30 <in > 60 (days))

MT

12 approximately 1 time per month (15 <in > 30 (days))

HT

24 approximately 2 times a month (7 <In > 15 (days))

HT

52 approximately 1 time per week (1 <In> 7 (days))

VHT

365

Daily (1 <In> 7 (Hours))

VHT

Table 7 — Resource Vulnerability Rating Scale

Level by
NVD

Score by
NVD

Description of the vulnerability level

Vulnerability
level

None 0.0

Vulnerability has no effect on resource

Lov

0.1-3.9

A vulnerability that has little impact on the resource does not
Affect the availability, integrity and confidentiality of infor-
mation

LV

Medium

4.0-6.9

A vulnerability that may have some impact on the resource but
has a complexity of implementation or does not cause serious
consequences. It is possible to access confidential information,
change some information, but there is no control over the
information, or the scale of losses is small. Resource availabil-
ity failures occur

MV

High

7.0-8.9

A vulnerability that has a significant impact on the resource,
possible access to confidential information, changes in infor-
mation and control over information. Significant resource
availability failures and performance reductions

HV

Critical

9.0-10.0

Vulnerability, the consequence of the exploitation of which has
a serious impact on the resource: complete loss of availability
and integrity of information, full disclosure of confidential
information

Cv

Table 8 — Assessment of the conse

uences of violation of information properties in the spheres of activity
Spheres of activity of the organization

Information Commercial Management Relationships with

Resource Property concernment (CC) control (MC) clients and partners (R)
Integrity CC; MC,; R;
Confidentiality CC; MC»p Rp

Accessibility CCq MC, Ra

Observability CCo MCo Ro
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To assess the consequences of the threat, we will use a
quantitative assessment of the impact on certain properti-
es of information (integrity, confidentiality, accessibility
and observation), as proposed by the NBU Methodologi-
cal Recommendations (National Bank of Ukraine ).

The values of assessments of the consequences of vio-
lation of integrity, confidentiality, availability and obser-
vation of information for commercial interests (CC), ma-
nagement control (MC) and customer-to-partner relation-
ships (R) will be within the range of integer values [1,5].

We will calculate the impact assessment (CA) for each
property of the information.

Assessment of the consequences of integrity violation:

CA| = maX(CC| 5 MC| 5 R| )

Assessment of the consequences of a privacy
violation:

CAp =max(CCp ,MCP . Rp )

Assessment of the consequences of accessibility
violations:

CAA =max(CCA, MCA,RA).

Assessment of the consequences of observational
violations:
CAp=max(CCqy,MCq,Rp).

The implementation of the threat can affect several
properties at once, so it is necessary to determine thee
general assessment of the consequences of violation of the
properties of information:

CA=max (CA;,CAp,CA,,CAq). (19)
To evaluate the linguistic variable X, “Impact the
consequence of”’, will use the term set T(X,) of five
quality therms:
T (X,)={Very low consequences (VLC); Low consequ-

ences (LC); Medium consequences (MC); Significant
consequences (SC); Very big consequences (VBC)}.

The impact level assessment scale is shown in

Table 9.

Table 9 — Impact Level Assessment Scale Consequences

Score Impact Level Description Level of impact
1 Very low consequences VLC
2 Low consequences LC
3 Medium consequences MC
4 Significant consequences SC
5 Very big consequences VBC

The value of information will be defined as the relati-
onship between the type of confidentiality and criticality —
criticality (C) of the information. Value estimation is
formed as the sum of points corresponding to each type
and level of criticality of information. Estimates of the
value of information are given in Table 10.

The criticality of the information will be determined,
taking into account the assessment of the consequences of
violation of the properties of information (see Table 2) by
the formula

C:CCC+CMC+CR' (20)

To evaluate the linguistic variable X; “Resource pri-
ce”, we will use the term set T (X;) of three highquality

therms:

Basis of the development of information risk management
systems.
T(X;)= {Low Price (LP); Average Price (AP); High
Price (HP)}.

The Definition Area of Ey =~ of the linguistic variable

X; be set at the interval [19]. The scale for assessing the
value level of information is presented in Table 11.

Table 11 — Information Value Assessment Scale

Price | Description  of Level of
Price level Price

4 Low Price LP
11 Average Price AP
19 High Price HP

Table 10 — Definition of value assessment of information

Criticality of information (C)

Type of information Insignificant (1-3 points) Significant (4-9 points) Critical (10-15 points)

Open (1 point) 24 5-10 11-16
For internal use 3-5 6-11 12-17

(2 points)
Confidential 4-6 7-12 13-18

(3 points)
Strictly Confidential 5-7 8-13 14-19

(4 points)
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5 RESULTS

This article developed a fuzzy risk assessment model
of the ERP system and performed the following stages of
Development: a list of factors influencing information se-
curity risk is selected; suggested methods for assessing
the risk of information resources and ERP-systems in ge-
neral, assessing financial losses from the implementation
of threats, determining the type of risk according to its as-
sessment to form recommendations for their processing in
order to maintain the level of security of the ERP-system;
the list of linguistic variables of the model is determined;
the structure of the base of fuzzy product rules — MISO-
structure was chosen; the structure of the fuzzy model
was built; fuzzy model variables are defined; the princip-
les of construction of systems of fuzzy logical conclusion
and neuro-fuzzy models, use of fuzzy models to solve
problems of risk assessment of information security are
considered. The concept, principles of construction, func-
tioning and requirements for information security of ERP
systems are considered, problems of their safety and vul-
nerability are analyzed.

According to the results of the review, the main fac-
tors influencing the risk assessment are determined, the
choice of parameters of a fuzzy product model for risk as-
sessment and the structure of the rules base of a fuzzy lo-
gical conclusion is substantiated. Adaptive neuro-fuzzy
product model of risk assessment of information security
threats is developed.

It is proposed to use a linguistic approach to describe
the main factors influencing the assessment of risks, vari-
ables and fuzzy variables to assess their qualities, as well
as a system of qualitative assessments. The choice of pa-
rameters was substantiated and the structure of a fuzzy
product model for risk assessment and the basis of the ru-
les of a fuzzy logical conclusion were developed.

As a result, the developed adaptive neuro-fuzzy prod-
uct model for risk assessment of information security of
ERP systems allows to perform risk assessment on four
factors: resource value, impact of impact on resource, pro-
bability of threat and vulnerability of the resource.

The obtained risk assessments can be used both to as-
sess the risks of information security of ERP-system reso-
urces and to the general risk of information security of the
ERP system.

The use of a linguistic approach ensures the possibility
of using quantitative description of both all and individual
elements of the model, provided that there is only infmati-
on about the value of fuzzy information security risk fac-
tors, which provides opportunities, if necessary, to separa-
te and rank risk factors and their consequences. Such acti-
ons may be useful in determining ways to avoid and /or
reduce the negative impact of risk.

The use of neuro-fuzzy system components gives the
model flexibility. Setting up the model by training in ac-
cordance with the obtained knowledge base allows you to
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perform risk reassessment in case of changes in the values
of factors, changes in the product base of rules or the em-
ergence of new risks. This provides an opportunity to sha-
pe and adapt the model to a specific ERP system.

6 DISCUSSIONS

Violation of information security, including noncomp-
liance with regulatory standards, can lead to financial and
reputational consequences that are best avoided for any
organization, regardless of size, scope or form of owne-
rship.

The operating procedures and business applications
that support them must be strategically managed and mo-
nitored to ensure the integrity, availability and confiden-
tiality of the data that the organization owns.

Currently, the vast majority of organizations rely on
ERP-Systems to implement business processes and inte-
grate financial data. The ERP system is an application sy-
stem that implements a strategy of comprehensive resou-
rce planning that integrates the company’s business proc-
esses and financial data into one platform. Integration
provides better quality and availability of information, but
it also increases the risk of fraud from within the organi-
zation by users and malicious attacks from outside. This
dependency increases the security value of the ERP sys-
tem to protect your organization’s information assets.

A key aspect of any security strategy is the ability to
achieve a level of security that adequately demonstrates
the organization’s commitment to information security
and data security regulations collected from its customers
and partners. Too little security increases the risk of viola-
tions, while too much can lead to unnecessary costs for
information technology, software and hardware, deterio-
rating system performance, and slowing down business
processes. There is no optimal security solution for any
ERP-system. Each organization needs to assess risks and
set goals related to their environment and the type of info-
rmation it processes.

The peculiarity of risk assessment tasks is that most of
the data on risk factors has signs of imperfection and un-
certainty: contradiction, inaccuracy, unreliability or inco-
mpleteness, are nonlinear and dynamically variable. For
effective assessment in case of uncertainty of input data,
fuzzy logic methods and neuro-fuzzy networks are used to
use linguistic variables and statements to describe risk fa-
ctors and be adaptive at the expense of the neuro-network
component.
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PO3POBKA HEUITKOI MOJEJII OIIHKHA PU3UKIB JIJI1 ERP-CUCTEMH
KoxkyxiBesknii A. JI. — 1-p Texn. Hayk, npodecop, nmpodecop kadenpu indopmariiiinoi Ta xibepHerrnunoi 6e3nexu JlepxKaBHOTO
YHIBEpCHTETY TelnekoMyHikauiit, Kuis, Ykpaina.
KoxyxiBebka O. A. — 1-p TexH. HayK, JOLEHT kadeapu iHpopmariiiHoi Ta KibepHeTHYHOT Oe3mexyu Jep>kaBHOTO yHIBEpCUTETY
TenekomyHikauiid, Kuis, Ykpaina.

AHOTAIIIA
AKkTyajabHicTb. OCKINBKA OLiHKA PU3HKIB iH(QOpPMAaLiitHOT Oe3MeKH € CKIaJHUM 1 MOBHUM INPOIIECOM HEBH3HAYEHOCTI, & HEBU-
3HAYEHICTh € OCHOBHUM ()aKTOPOM, IO BIUTUBA€E Ha ¢(PEKTUBHICTH OIIHKHU, JOUUILHO BUKOPHCTOBYBATH HEYITKI METOAM Ta MOJENI,
SIK1 € QIaNTUBHUMH JI0 HCOOUUCITIOBAaHUX JaHUX. DOpMyBaHHS PO3IUTUBYACTHX OIIHOK (PAKTOPIB PU3HKY € CyO €KTHBHUM, a OIliHKa
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PH3HKIB 3aJISKUTh Bijl MPAaKTUYHHUX PE3yJIBTATIB, OTPUMAHHX y IIpoIieci 0O0poOKM pU3HKIB 3arpo3, sIKi BXKe BUHUKIIM MiJ 9ac (QyHKI-
OHYBaHHS oprasizaii Ta gocBimy ¢axiBuiB 3 iHpopmauiiiHoi Oe3nekn. Tomy nouinbHUM Oyle BUKOPHCTaHHS MOJENEH, 0 3/aTHi
aJICKBAaTHO OLIHIOBATH HEYiTKi (JaKTOPH Ta MAIOTh MOXJIMBICTh KOPEryBaHHs IX BIUIMBY Ha OLHKY pH3uKy. HalOiibli MOKa3HUKH
e(eKTHBHOCTI [UIsl BUPILICHHS TaKUX 3a/1a4 MalOTh HEHPO-HEUiTKi MOZENi, 1[0 KOMOIHYIOTh METOAM HEYITKOI JOTIKM Ta IUTYYHHX
HEHPOHHHUX MEPEXK i CHCTEM, TOOTO «IHOJMHOMOAIOHOr0» CTHIIIO MIPKYBaHb HEYITKHX CHCTEM 3 HABYAHHSM Ta MOJEIIIOBAHHAM PO-
3yMOBHUX SIBHI HEHPOHHHUX Mepex. [ moOynoBu Mozelni po3paxyHKy OLIHKH PH3HUKY 1H(OpMaLiitHOT Oe3MeKH MPOMOHY€EThCS BH-
KOPHCTOBYBATH HEUIiTKY MPOAYKIiiHy Mozaenb. HewiTki mpomyKmiifHi Moaemni (HeqiTKi MOJETI/CUCTEMH Ha OCHOBI MPABMIT) II€ MOIIH-
PEHUI THI HEUITKUX MOJEIIeH, sIKi BUKOPHUCTOBYIOTBCS JUIS OIIUCY, aHANI3y Ta MOJAENIOBAHHS CKJIQJHHUX CHCTEM 1 IPOIECiB, 10 c1abo
(hopMai3yroThCs.

Meta po6oTn — po3poOKa CTPYKTYpH HEUITKOT MOJIeJi OI[iHKH pU3UKIB iH(opManiiiHoi 6e3neku Ta 3axucty cucteM ERP muis-
XOM BUKOPHCTaHHS HEUITKNX HEHPOHHUX MOJIEIIEH.

Mertopn. [l moOyn0oBU CTPYKTYypH MOJIENi PO3paxyHKy OLIHKH PH3UKY iH(popMauiiiHoi Ge3MeKH MPOIOHYy€EThCsI BAKOPHCTOBYBa-
TH HEYiTKy NpPOAYyKUidHY Mozens. HediTki mpoayKuiiHi Mozaeni 1e 3aralbHuil BUI HEUITKUX MOJENeH, IKi BUKOPUCTOBYIOTHCS /IS
OIHKCY, aHANI3y Ta MOJCIIOBAHHS CKIIAHAX CUCTEM 1 MPOLECIB, MO c1a00 POpMaTi3yIOThCS.

PesyabTaTn. BuzHaueHo ¢axTopu, 10 BIUIMBAIOTH HA OI[IHKY PHU3HKIB, 3aIIPOIIOHOBAHO BHKOPHUCTAHHS JIHIBICTUYHHUX 3MiHHHUX
JUTSL X ONUCY Ta BUKOPUCTAHHS HEWITKUX 3MIHHHX JUIS OLIHKH X SIKOCTEH, a TAKOXK CHCTEMH sSKiCHHX omiHOK. OGrpyHTOBaHO BHOIp
rapaMeTpiB Ta Po3poOIEHO CTPYKTYpY HEUITKOI MPOIYKIIHHOI MOJENi OLIHIOBAaHHS PH3MKIB Ta 0a3y IpaBHJI HEWITKOTO JIOTIYHOTO
BHCHOBKY. PO3IISIHYyTO BUKOPUCTaHHS HEYITKUX MOJIEIeH IJIsl BUPILMICHHS 3a1a4d OLIHKHM PU3HKIB iH(pOpMaLiitHOi Oe3Meku, a TakoxK
KoHIenuiro Ta nodynoBy ERP-cucrem Ta npoanasnizoBano npo6iemu ix 6e3neku Ta Bpa3iIuBOCTi.

BucnoBkn. Po3pobieHo HediTky Moaenb ouinku pu3ukiB ERP-cucremu. O6pano nepenik (pakTopis, M0 BIUIMBAIOTh Ha PU3HK
iH(opMariitHoi 6e3mexku. 3alpPOIIOHOBAHO METOAM OLIHKK PU3UKY iH(popMariiinux pecypciB Ta ERP-cucrem B3arani, oriHku ¢inan-
COBHX 30HTKIB Bij pearizalii 3arpo3, BU3HAUCHHs THITy PU3UKY 32 HOTO OIHKOIO /I (GOpMyBaHHS PEKOMEHAAI BiTHOCHO iX 00-
POOKH 3 METOIO MiATPUMKH piBHSA 3axuiieHocTi ERP-cucremn. BusHaueHo mepenik MiHrBICTHYHUX 3MIHHUX Mogelni. OOpaHO cTpyK-
Typy 6a3u HewiTkux npopmykuiiiamx npaBmin — MISO-ctpykrypy. [loGymoBaHo cTpykTypy HedwiTKOoi Moneni. BusHaueHo HewiTKi
3MIiHHI MOJEII.

KJIFOYOBI CJIOBA: indopmariiitna 6e3reka, HediTKa JOriKa, OI[iHKa PU3HKiB, 3aXUIleHHICTh, ERB-cucrema.

YK 004.94

PA3PABOTKA HEYETKOM MOJIEJIA OLIEHKHA PUCKOB JJIsI ERP-CUCTEMBI
KoxyxoBekuii A. JI. — o-p TexH. HayK, npodeccop, mpodeccop kadeapsl HHOOPMAINOHHON Ta KHOEPHETHUECKOH Oe30macHoC-
1 [oCymapcTBEHHOTrO yHHBEpCcHUTETa TelekoMMyHuKanuii, Kues, Ykpanna.
Ko:xkyxoBckas O. A. — 1-p TeXH. HayK, JIOIEHT Kadeapsl MHPOPMAIUOHHON Ta KnOepHeTHIecKoi 6e3omacHoctu ["ocy1apcTBeH-
HOTO YHHBEpCUTETa TelekoMMyHuKanuii, Kues, Ykpanna.

AHHOTANUA

AKTyaIbHOCTB. [I0CKONIBKY OLIEHKa PUCKOB MH(OPMALMOHHOW O€30IaCHOCTH SBJISETCS CIOXKHBIM M IOJHBIM IIPOLECCOM He-
OIPE/IENICHHOCTH, a HEONPE/IeICHHOCTh SIBISACTCS OJTHUM U3 OCHOBHBIX (DaKTOPOB, BIUAIOMNX HA 3(Q(EKTHBHOCTD OLEHKH, LIENecO0-
Opa3HO UCIIOIB30BATh HEUETKHUE METOIBI i MOJIEIH, KOTOPBIE SIBIAIOTCS aJaNTHBHBIMU K HEYYTCHHBIX JaHHBIX. DOopMHUpOBaHUE pac-
IUTBIBYATHIX OLICHOK (haKTOPOB PUCKA CyOBEKTHBHO, a OI[EHKA PUCKOB 3aBHCHUT OT MPAKTHUECKUX PE3yNIbTATOB, MOIYIEHHBIX B IPO-
necce 00pabOTKU PUCKOB YIpo3, KOTOPBIE yXKe BOSHUKIIM B X0J€ (yHKIIMOHUPOBAHUS OpPraHU3allUH, U OIbITA CIIEIHAIICTOB 0 UH-
(dopmanmonHoit 6e3onmacHocTu. [TosToMy IeIecoo0pa3HO MCIOIB30BAaTh MOJETH, KOTOPBIE MOTYT a/IeKBaTHO OICHHBATH HEUETKHUE
(axTopsl ¥ UMETh BO3MOXKHOCTh KOPPEKTUPOBATh MX BIMSHHME Ha OLEHKY puckoB. HamGombummmu nokasaressiMu 3(¢GeKTHBHOCTH
JUISL pELIeHHs] TAKUX HPOOJIEM SIBISIFOTCSI HEHPO-HEYEeTKHE MOJISIH, COUSTAIOIMMHI METO bl HEYETKOH JIOTUKH U UCKYCCTBEHHBIE HEMi-
POHHBIE CETH U CUCTEMBI, T.€. «YETOBEKO-MOAOOHBINY CTUIIL COOOPaKEHHUI HEUETKHUX CHCTEM C 00yUYeHHEM U MOJEIHPOBAHUEM IICH-
XMYECKHX SIBICHHI HEUPOHHBIX ceTell. J[is mocTpoeHHs MOJenu pacyeTa OLEHKH PUCKOB HH(OPMAIMOHHOM 6e30I1acHOCTH Mpeia-
raeTcsi HCIONIb30BaTh HEUETKYI0 MOZENb MPOAyKTa. HeueTkne Moneny mpoayKToB (HEYETKHE MOAENIH /CHCTEMbI HA OCHOBE HPABHIT)
SIBIISTIOTCS OOBIYHBIM THIIOM HEUETKHX MOJEINEH, HCIONB3yeMbIX JUIs ONHMCAHUS, aHAIN3a U MOJISITHPOBAHUS CIOKHBIX CHCTEM H IIPO-
L[ECCOB, KOTOPBIE INIOXO (hOPMAITH30BAHBI.

Ieab pa6oTsl — pa3paboTka CTPYKTYPHI HEYETKOH MOJIENHN OLEHKN PUCKOB HH(OPMAIIMOHHON 0€30MacHOCTH ¥ 3alIUTHl CHCTEM
ERP c ucnosp3oBaHueM HEUCTKUX HEHPOHHBIX MOZETICH.

Metona. [1nst mocTpoeHHsT MOJIGNH pacyeTa OLEHKH PHCKOB HH(OPMAIIMOHHOI 0€301MacHOCTH Mpe/yiaraeTcs UCIoIb30BaTh Heve-
TKy10 MOJIeTIb NpoaykTa. HedeTkre Monenu NpoayKToB SIBIAIOTCS OOBIYHBIM BUAOM HEUETKUX MOAENEH, HCTIONb3yEMBIX ISl OMHCa-
HHSl, QHAJIM3a U MOJICITMPOBAHNUS CJIOKHBIX CHCTEM M IPOLECCOB, KOTOPBIE III0XO0 (OPMaIM30BaHBI.

Pe3yabTaThl. BrusiBnenasie (akTopsl, BIUSIOMNE HA OLEHKY PHCKA, CBUAETENBCTBYIOT 00 HCHOJIB30BAaHUH JIMHIBUCTUYECKHX
MIEPEMEHHBIX ISl UX OMHCAHHS U MCHOJIB30BaHNS HEUETKUX IIEPEMEHHBIX JUIS OLEHKH MX KadeCTB, a TAKXKE CHCTEMBI KaueCTBEHHBIX
oneHok. O60ocHOBaH BBIOOpP MapaMeTpoB U pa3paboTaHa CTPYKTypa HEUETKOH MOJENN OLICHKH PUCKOB U OCHOBHI IIPABHJI HEYETKOTO
JIOTHYECKOT0 3aKIIoYeHms. PaccMaTpuBaeTcst MCHONB30BaHNE HEYETKUX MOJIEINeH IS pelIeHus MpoOieM OLICHKH PUCKOB MH(pOpMa-
LIMOHHON OE30ITaCHOCTH, a TaKkKe KOHLENIHI ¥ CTpouTeNbcTBO cucteM ERP u nmpoananusupoBansl npo0iemMbl nx 6e301MacHOCTH U
YSI3BUMOCTH.

BriBoabl. Pa3zpaborana HeueTKast MO/IeNb OLCHKH pHCKOB cucteMbl ERP. BriOpan nepeuens (HakTopoB, BAMSIOIIMX HA PUCK HH-
(dopmanmonHoii 6e3onacHocTy. [IpemnaraloTcsi METO/IbI OLIEHKH PUCKOB HH(POPMALMOHHBIX pecypcoB 1 ERP-cuctem B niesiom, oreH-
Ka (PMHAHCOBBIX TOTEPh OT PEaH3alU yIpo3, ONPEACIICHNE BU/A PUCKA B COOTBETCTBUH C €T0 OLEHKOH [t (GOPMUPOBAHUS PEKO-
MEHJAIMH 110 X 00paboTKe B IENAX MOAACPKAHUS yPOBHS 3amUThl cucTeMbl ERP. Onpenenen cryucok JIMHIBUCTHYECKHUX MEPEMEH-
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HBIX Mojienu. BeiOpaHa cTpykTypa 0a3bl JaHHBIX HEUSTKHX mpaBuil mpoaykra — MISO-ctpykTypa. [locTpoeHa cTpyKTypa He4eTKOU
MoJieIi. BBISBICHBI HEUSTKHE TIEPEMEHHBIC MOJICITH.
KJIFOUYEBBIE CJIOBA: unbopmaimonHas 6€30MacHOCTh, HEYSTKAs JIOTHKA, OLICHKA PUCKOB, 3alllUINCHHOCTh, ERB-crucTeMa.
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