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ABSTRACT

Context. The problem of accessibility of video content is one of the most pressing problem for people with visual impairments.
To solve this problem, the methods and means of construction, editing and adaptation of video content for visually impaired persons
are development.

Objective. The goal of the work is to develop the method of searching silent areas in the scale for the imposition of typhlocom-
ments and improve the search modules in the software-algorithmic complex of adaptation of video content for visually impaired per-
sons.

Method. The method of searching for places that free from dialogues and other important sounds in video content is imple-
mented. These places of video content are used for inserting typhlocomments. The algorithms of scanning and filtration modules for
arrays and searching places available for the imposition of the typhlocomments are developed. This will allow for additional smooth-
ing of the spectrum. Smoothing runs in the forward direction, then in reverse. After calculating the correlation of these two smoothed
arrays, we see that almost all the short signals are deleted. For the useful signal, the values that smoothed in the forward and reverse
direction overlap and therefore remain in the array. Next, the correlation between the smoothed arrays is compared with the set
threshold, and if it does not match the set value, then this element of the array is 0. As a result of the algorithm, we have a list of
places. For each item in the list, the beginning of the silence place and its length are specified.

Results. On the basis of the developed method of finding places to insert typhlocomments and improved modules, the testing of
software-algorithmic complex was performed in standard configuration, and with the additional smoothing module. The first version
of the software-algorithmic complex gave the next result: 120 useful pauses. Version with the additional module found 140 useful
pauses.

Conclusions. The results of the experiment make it possible to evaluate the developed method and improved modules of scan-
ning, filtration and smoothing. These modules giving a significant gain of results (about 13%), searching for the places for the impo-
sition of typhlocomments, which improves the adapted video content for people with visual impairments.

KEYWORDS: audiodescription, typhlocomments, video content for visually impaired persons, scale, WaveLet transform of

signals.

ABBREVIATIONS Sem(P;) is a semantics of the i-th plot;
HPF is a high-pass filter; t(f)) is a duration of the i-th plot;
LPF is a low-pass filter; V is a video content;
SAC is a software-algorithmic complex. W is a set of information signal;

Xis a set of coordination signal;

NOMENCLATURE 0 is a set of parameters (the position on the time axis,
F; is a set of typhlocomments describing i-th plot; amplitude, width).
K is a threshold of signal energy;
P; is a number of plot; INTRODUCTION
S’ is a top-level subsystem; More than 80 % of the information from the outside
S' is a bottom-level subsystem; world, a person receives from the vision. Loss of vision
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becomes a real information barrier for people with visual
impairments throughout their lives. The availability of
video content plays an important role in the social adapta-
tion of such people. Nowadays, in Ukraine there are no
laws, government programs that aimed at accessing the
video content for this people.

As a result of the conducted researches it was found
that in Ukraine more than 600 thousand of blind and visu-
ally impaired people and only 10% of them are aware of
the possibility access to the heritage of culture, art, sports
through viewing video content that is adapted for the
visually impaired people.

Typhlocomment is a text that describes what is hap-
pening at that moment on the screen and read in special
pauses with off-screen voice.

In general, typhlocomments are conceived to allow
access to video content to people with visual impairments,
but at present, potential users of video content with audio
description can be anyone.

That’s why it is necessary to develop specific software
tools for providing video content for people with visual
impairments. The scientists of the Information systems
and networks department of Lviv Polytechnic National
University are working on the developing software-
algorithmic complex of access to video content for per-
sons with visual impairments. They developed the method
and improved the modules for finding places in the video
content, which has allowed to improve the quality of the
search places that available for the imposition of typhlo-
comments by 13%.

The object of study is the process of video content
submission for visually impaired persons.

The subject of study is methods and tools for con-
structing, editing and adapting video content for visually
impaired persons.

The purpose of the work is to develop and improve
the method of searching silent areas in the scale for the
imposition of typhlocomments.

1 PROBLEM STATEMENT

The research objective is to develop and improve SAC
modules for the adaptation of video content for visually
impaired persons.

To achieve this, the following tasks must be solved:

1) to analyze the developed software-algorithmic
complex;

2) to develop the method of searching silent areas in
audio data for the imposition of typhlocomments;

3) to construct the algorithms of the necessary mod-
ules for finding places in the scale;

4) to carry out an experimental comparison of the re-
sults of searching places for the insertion of typhlocom-
ments of the software-algorithmic complex with the new
places search module.

Any Pj plot is described by a set of typhlocomments

Fo={fl,f2.. f"}. We must select from the set F; the
following j-th typhlocomment determined by formula (1):
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t(fi)<tm), &)
and then the corresponding semantics are almost equiva-
lent by formula (2):

Sem(P) = Sem(f,’). )

The realization of condition (1) required that the ty-
phlocomment was not imposed on the dialogues of the
plot, and the implementation of condition (2) required the
expert assessments.

The i-th plot is divided into sub-plots
Si 281 USyU...USy,  without dialogues, so that the

typhlocomment does not overlap with dialogues or other

important to understand the plot sounds. Then
t(P)j =t(P)+t(Py) +...+t(Py, ) .
Also required a set of conditions by formula (3):
t(f ) <t(R).k =1,2,...,m;. &)

From the set F; we must select those elements for
which condition (3) holds.

2 REVIEW OF THE LITERATURE

The problem of adapting video content for visually im-
paired persons has been studied from 80s of the last century.
The scientists [1, 2] worked on information accessibility for
visually impaired people in video format, but adaptation of
the video content (finding places for insertion of typhlo-
comments) has always been performed with the person help.

There are many systems that help visually impaired peo-
ple in everyday life. In [3] an indoor guidance system for
helping blind people is presented. This system provided out-
put instructions to the user by means of a speech synthesizer,
was tested in a university building and has shown encourag-
ing results.

In another work [4] system is designed to provide con-
text-dependent guidance messages to blind people while they
traverse local pathways. This system is tested under various
local pathway scenes, and the results confirm its efficiency in
assisting blind people to attain autonomous mobility.

The problem of adaptability of films for visually im-
paired people is considered in the works [5, 6].

A project DVS Theatrical [7] has been developed in the
USA, where 25% of all big screen movies are accessible to
people with visually impairments.

A new mobility assistive information and communication
technologies for the visually impaired people are described
in [8]. Methods for formative and summative evaluations of
mobility devices are also discussed.

The most popular software for typhlocomments creation
is Media Subtitler [9].

In work audio subtitling as a modality of audiovisual lo-
calisation which is positioned at the interface between subti-
tling, audio description and voice-over are described [10].

The author [11] presents a study aimed at assessing an
application offering audio description for mobile devices.
The results indicated positive ratings of the assessed fea-
tures such as usability, utility and quality. The application
can be used as a tool for providing improved access to cin-
ema content for people with visually impairments.
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The conception, development, and an initial usability
evaluation of a software suite for audio description are pre-
sented in [12]. The proposal pursues to facilitate and widen a
comprehension of videos for people with visual disabilities
by using synthesized voice. The authors developed a video
player (ADVPlayer) that synchronizes the original video
with a second audio containing a text-to-speech version of an
audio description script. The evaluation of usability of AD-
VPlayer revealed a high comprehension and acceptance in
terms of satisfaction and confidence.

In [13] a prototype software (audio-vision manager) that
uses many computer-vision technologies to automatically
extract visual content, associate textual descriptions and add
them to the audio track with a synthetic voice is presented.
The technology that automatically processes a film offline,
extracts visual information such as shot transitions, key-
texts, key-places, key-faces and the action of actors, assigns
a text to each visual element added to the audio band, and
optionally reads it using a voice synthesizer has been imple-
mented.

To search for places in the scale, free from important
sounds (replicas of actors, noise mechanisms, etc.), spectral
analysis and WaveLet transform are used.

The WaveLet transform of signals [14—16] is a generali-
zation of spectral analysis, the typical representative of
which is the classical Fourier transform. The bases used for
this purpose are called WaveLet-functions of two arguments
— scale and offset. They were introduced in the 80’s of the
XX century, but later received fast theoretical development
and significant application in various spheres of processing
signals and images. In contrast to the traditional Fourier
transform, WaveLet transform provides a two-dimensional
representation of the investigated signal in the frequency
domain in the frequency-position plane. In this case, the ana-
log of frequency is the scale of the argument of the basic
function (most often — the time), and the position is charac-
terized by its offset. This allows splitting large and small
details of the signals simultaneously to locate them on a
timeline. In other words, WaveLet analysis can be described
as a localized spectral analysis. WaveLet transform is used in
the processing and coding of signals and images of different
types (language, satellite images, radiographs of internal
organs), image recognition, during studying the properties of
crystals and nanobjects surfaces, and in many other cases
[17,18].

3 MATERIALS AND METHODS

Processing signal is the process of transformation and
evaluation of its informative characteristics by any technical
system. Any signal can be characterized by some generalized
values — energy, power, moments or other function, for ex-
ample, a signal auto-correlation function. The signal can also
be presented as a sum of simple oscillations (for example, a
sinusoid) and characterized by its set of numbers, called the
spectrum, which determines the proportion of each oscilla-
tion in the signal. If the signal model is known, then it is
characterized by the vector (set) of parameters 0 of this
model. Any signal parameter carries useful information
about the studied object. Therefore, the task of processing is
to select these parameters and evaluate their values, from
which then the information about the investigated processes
is extracted.
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The process of inserting the typhlocomment is hierarchi-
cal. Hierarchy of layers is shown on Fig. 1. There are three
components: top-level subsystem S° (audiodescription), bot-
tom-level subsystem S' (choosing the place for typhlocom-
ment) and video content V. For mathematical support of the
audio description process the coordination theory is used.

The elements of the set X are the coordinating signals
that subsystem S uses to operate of bottom-level subsystem
S'. Top-level subsystem S° called a coordinator because its
outputs X € X are signals for coordinating system S'. The
subsystem S” has one input — information ®, which is ob-
tained from bottom-level subsystem using feedback. This
input used to form a coordination action x. That is described
by formula (5):

$%:W - X. )

The top-level subsystem defines where to insert the ty-
phlocomment and starts the module of typhlocomment read-
ing.

SY
Audio description

4

Video 5/

A 4

SJ
Choosing the place
for typhlocomment

Video, Tyfl

v

Video content >

Figure 1 — The hierarchy of audio description process

The search process in the software-algorithmic complex
of places for the imposition of typhlocomments includes the
following parameters (Fig. 2):

1. K, % — is the threshold of signal energy, in case of
exceeding of signal the search algorithm begins its operation.

2. Spectrum density, % — is the density spectrum
threshold. If this threshold is exceeded, then the program
passes to the next analysis. This parameter indicates the
presence of explicitly expressed certain frequency bands in
the spectrum relative to others.

Program se@ings @
Search sefings ] Colors |
Threshold of signal energy, K, % 15 j
Specirum density, % R |
Correlason coeficient of he j
specirum, % 50 =l
Final search threshokd, % 0 j
Minimum length of sllence, T, ms 2800 j‘
Minimal length of useful signal, T, ms  [500 j
o OK | X Cancel ‘

Figure 2 — Options settings window
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3. Correlation coefficient of the spectrum, % — is the
spectral correlation threshold in each section of the sound
signal to the set standard spectrum.

4. The final search threshold, % — is the threshold on
the resulting graph of the algorithm’s operation. When the
signal is below this threshold, the program considers that
corresponding area is a silent and lists it.

5. The minimum length of silence, T, ms — is the time
that compares the length of the found area of silence.

6. Minimal length of the useful signal, T, ms — is the
time that compares the interval between neighboring areas
of silence.

The method of searching silent areas in audio data
consists of four steps, which are applied consistently for
each 10-ms plot. For this, the audio row preliminary bro-
ken up.

Step 1. For each 10 ms plot, the spectrum is calculated
due to the WaveLet transform.

Step 2. For analysis, the program takes 1024 samples
of audio data and divides into 10 parts of length 1, 2, 4, §,
16, 32, 64, 128, 256 and 512 samples respectively using
WaveLet recursive method. Each part corresponds to its
frequency strip.

Step 3. After that, the energy is calculated for each
part. Thus, get 10 values of level in accordance with fre-
quency strips for each sound.

Step 4. Each section of the audio track is scanned in
four stages:

1. Filtering of the sound section by means of the LPF
and HPF passing the frequency range from 50 to 300 Hz.
The energy of the received signal is calculated and com-
pared with the passing threshold.

2. For each section of the audio track, if the corre-
sponding element of the array is 255, checking is exe-
cuted for the density of the spectrum.

3. For each section of the audio track, if the corre-
sponding element of the array is 255, a correlation of its
spectrum with the reference spectrum is performed.

If, as the result of the three stages, short signals that
had the spectrum similar to the set passed verification, or
the short pause between the words of the actor failed the
check (there will be a value 0 in the array for this section),
then the fourth step of verification is applied.

4. To delete sudden values of 0 or 255, smoothing the
array is performed. Initially, the search is performed for
sections of the array with values “0”, whose length does
not exceed 500 ms. Such sections are considered false,
and the value of the array in them is changed to 255. The
search of section of array with values “255”, whose length
does not exceed 150 ms, is executed. Such plots are con-
sidered false and the value of the array in them is changed
to 0.

The algorithms of the scanning and filtration modules
for arrays and searching places available for the imposi-
tion of typhlocomments are developed (Fig. 3—4). This
will allow for additional smoothing of the spectrum.
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Start

k4
i =0 (array index)
T =0 (length of place)
A - array of values 0..255
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i <lengh of array?
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Yes A[ i ] < specified search
threshold?

T == minimum length of i No
silence?

Yes

A J

Add a silence area to the list of places
(Start of place =i * 10 ms,
length of place = T)

4
T=0ms
4
T=T+10ms
4
i=i+1
4
End

Figure 3 — The function of scanning the array and searching the
places for inserting the typhlocomments
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shorter than T. For each place, the values in the array are changed
to "255". (This removes the "0" sudden places)

Y
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T;<=15( 150 ms)?

Yes
A4

Search for the places with a value of "255" in an array that is
shorter than T, . For each place, the values in the array are
changed to "0". (This removes the "255" sudden places)

T=T+1

End

Figure 4 — The array filtration

Smoothing runs in the forward direction, then in re-
verse. After calculating the correlation of these two
smoothed arrays, we see that almost all the short signals
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are deleted. For the useful signal, the values that
smoothed in the forward and reverse direction overlap and
therefore remain in the array. Next, the correlation be-
tween the smoothed arrays is compared with the set
threshold, and if it does not match the set value, then this
element of the array is 0.

The work of the algorithm of SAC “Audio editor”
(mode “Visualization of charts of searching places™) is
graphically presented in Fig. 5-6.

After applying the search algorithm, we have an array
of values: 0 — a silent / non-useful signal, for each section
of 10 ms in length, or 255 — a signal that respond all re-
quirements. Accordingly, the developed module of soft-
ware-algorithmic complex scans the array and finds the
parts of the array that are fully filled with a value of 0 and
have a length of at least that set in the parameters (for
example, 2000 ms, that corresponding to 200 elements of
the array). After searching places with the value of 0, the
last stage of the algorithm is executed — each place with
the value of 255, that situated between neighboring places
with the value of 0, is verified. If the length of the place
with the value of 255 is shorter than specified in the pa-
rameters of the program (for example, 200 ms, that corre-
sponding to 20 elements of the array), then such a place is
considered accidentally entered into the useful signal, and
it is equal to 0 and combined with neighboring places.

Consequently, as a result of the algorithm, we have a
list of places. For each item in the list, the beginning of
the silence place and its length are specified.

The module for writing a voice comment directly into
an audio file of video content has been developed.

4 EXPERIMENTS

On the basis of the research, developed and improved
the method of searching silent areas in audio data for the
imposition of typhlocomments. The testing of software-
algorithmic complex was performed in standard configu-
ration, and with the additional smoothing module.

The check was carried out on the example of the film
by Sergei Loznitsy “Donbass” (2018).

The first version of the software-algorithmic complex
gave the next result: 120 useful pauses. Version with the
additional module found 140 useful pauses.

The software-algorithmic complex detected pauses
[19], and after that it is possible to use the module’s func-
tion to read out the typhlocomments immediately into the
audio track file. This process is depicted in Fig. 7.

The window contains a stopwatch that shows hours,
minutes, seconds, hundredth of the second, and progress
that allows you to visually navigate within time, and also
buttons of management the record. If the original sound in
the silence place obstructs the overlay, you can reduce its
volume.
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Figure 6 — Visualization of the search algorithm

5 RESULTS

The results of the experiment (see Fig. 8) make it pos-
sible to evaluate the developed and improved modules of
scanning, filtration and smoothing. These modules giving
a significant gain of results (about 13%), searching places
for the imposition of typhlocomments, which improves
the adapted video content for people with visual impair-
ments.

6 DISCUSSION
Today, scientists around the world are developing in-
formation technologies and software that help people with
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physical disabilities interact with other people and com-
puters and provide themselves with the necessary infor-
mation. The problem of information availability for the
visually impaired people is caused by a poor quality pres-
entation of information on sites and small-adapted mod-
ern television for the needs of such people.

There are no developed information systems in the
world that would provide a full range of adaptation proc-
ess of video content for visually impaired people. There
are single systems that only perform some functions, but
they are commercial and they have some disadvantages.
This is due to the complexity of a daptation and integ-
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Figure 8 — Number of useful pauses that SAC can detected with
the module and without it

rating different software and hardware into one system.
As a result, there are no valuable software-algorithmic
tools that would provide the solution to the formulated
problem.

The experimental results, that have been achieved us-
ing the special module, show significant increase about
13% of search quality of the places available for the impo-
sition of typhlocomments in comparison with results of
software developed in [20]. This result was achieved by
using the method of searching silent areas in audio data
for the imposition of typhlocomments and the algorithms
of the scanning and filtration modules for arrays. This will
allow for additional smoothing of the spectrum.

Smoothing runs in the forward direction, then in re-
verse. After calculating the correlation of these two
smoothed arrays, we see that almost all the short signals are
deleted. Next, the correlation between the smoothed arrays
is compared with the set threshold, and if it does not match
the set value, then this element of the array is 0.
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Consequently, as a result of the algorithm, we have a
list of places. For each item in the list, the beginning of
the silence place and its length are specified.

CONCLUSIONS

This article demonstrated efficient method and algo-
rithms of the scanning and filtration modules for arrays and
searching places available for the imposition of the typhlo-
comments. This method allowed to improve the quality of
the search for available places for the imposition of typhlo-
comments by 13%.

Audio description, as an opportunity to adapt video
content for people with visual impairments, is really a
method of reporting the plot that is currently happening on
the screen.

The scientific novelty of obtained results is that the
method of searching places available for the imposition of
the typhlocomments are firstly proposed.

The practical significance of obtained results is that
the software-algorithmic complex of access to video con-
tent for persons with visual impairments realizing the
modules for finding places in the video content. The check
of SAC was carried out on the example of the film by
Sergei Loznitsy “Donbass”. Version with the additional
module found 140 useful pauses.

Prospects for further research are to focus on im-
plementation developed methods and algorithms for audio
description of video content for people with visual im-
pairments.
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METO/J BUBHAYEHHS BIUIbHUX AIVIAHOK Y BIZEOKOHTEHTI J1JI5s1 HAKJIATAHHSA
TUOPJIOKOMEHTAPIB

Jdemuyk A. B. — xaHj. TexH. HayK, acucTeHT Kadenpu «IHdopmariiini cuctemu Ta mepexi», HarioHanbHuil yHiBepcuTeT
«JIbBiBCHKA MONTITEXHIKAY, JIBBIB, YKpaiHa.

Jlo3uHcbka O. B. — xaHz. TexH. HayK, acuCTeHT kadeapu «IHbopmaniiini cucremu Ta Mepexi», HarionansHuil yHiBep-
curet «JIpBiBChKa MOMITEXHIKay, JIbBIB, YKpaiHa.

AHOTANISA

AxtyanbHicTb. [Ipo0GnemMa JOCTYNHOCTI BiJEOKOHTEHTY € OJHI€I0 3 HaWaKTyalbHIIMX MpoOsieM Uit JoeH i3 Bazamu
3opy. st BUpinIeHHS 1€l mpoOiemMu, po3poOIeHO METOAU Ta 3aco0H MOOYIOBH, peAaryBaHHs Ta aJanTamii BiICOKOHTEHTY
IUIs 0Ci0 3 BajjaMu 30py.

Merta po6oTu. MeToro poOOTH € po3po0JIeHHS METOLy TIONIYKY BITBHHX BiJ JialoriB AUISHOK Y 3BYKOPS/II /Ul BCTABKU
TU(IOKOMEHTApiB Ta BAOCKOHAJIEHHS MOJYJIB MOLIYKY LUX AUISHOK y HPOrPaMHO-aITOPUTMIYHOMY KOMILIEKCI afamTaril
BiJICOKOHTEHTY JUTS 0Ci0 3 BajaMHu 30py.

Metoa. PeanizoBaHo MeTOA MOIIYKY BUIBHHUX Bifl JiaJIoTiB Ta iHIINMX BaXJIMBUX 3BYKIB MicIb y BileoKOHTeHTI. Lli 3Haii-
JIeH] JIISTHKH BiT€OKOHTEHTY BHKOPHCTOBYIOTHCS JUISL BCTaBKH TH(IOKOMEHTapiB. PO3po0IeHO anropuTMu MOIYJNIB CKaHY-
BaHHS Ta (QUIBTPAIi] MACUBIB Ta MOUIYKY Y HUX IUISHOK, JOCTYIHHX JUIS HaKnaaaHHs ThudiokomenTapis. e gano 3mory npo-
BECTH JOJATKOBE 3IJI1aJKyBaHHS CIEKTPY.
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BukoHyeTbCs 3rIaKyBaHHS B IPSIMOMY HaNpsIMKY, Jajli Y 3BOPOTHbOMY. Po3paxyBaBIIM KOPEIALIIO IIUX BOX 3IIIAIKe-
HHUX MacHUBIB MU II00a4UMO, 1110 KOPOTKi CUTHAIM NPAKTUYHO BCi BUAANSAIOTHCS, @ Ul KOPUCHOTO CUTHAIY, 3IJ1aJKEHI B IIps-
MOMY 1 IPOTHJIEKHOMY HANPIMKY 3HaYE€HHS MEPEKPUBAIOTHCS, 1 TOMY 3aJIMIIAIOTECS B MacHBi. Jlami KOopemsmis Mix 3riiapKe-
HUMU MacUBaMH NOPiBHIOETHCS 3 BCTAHOBJICHUM IIOPOTOM, 1 SIKIIIO BiH HE BiANIOBiZa€ BCTAHOBJICHOMY 3HA4EHHIO, TO LIeH ele-
MEHT MacHBY JOpiBHIOE 0.

B pesynbrati po0b0oTH QITOPUTMY OTPHUMAHO CIMCOK JIUISHOK JUIS BCTaBKU TU(IOKOMEHTapiB. J{I KOXKHOTIO €JleMEHTa
CIIMCKY 3aJIa€ThCS TIOYATOK JUISHKH THIII Ta 11 JOBXHHA.

Pe3yabTaTu. Ha ocHOBI po3po0i1eHOro MeToly MOUIyKY Miclb Uil BCTAaBKH TH(IOKOMEHTApIB Ta BIOCKOHAICHUX MOJY-
JiB, OyJIO IPOBEAEHO TECTYBAaHHS MPOTrPAMHO-AJITOPUTMIYHOTO KOMIUIEKCY Y CTaHAAPTHIA KOMIUIEKTAIlil, Ta 3 MOJIyJIeM J0/a-
TKOBOTO 3IJ1a/pKyBaHHs. [lepiia Bepcis mporpaMHO-aIropuTMIYHOTO KOMIUIEKCY Aajia pe3yipTar y 120 kopucHux nays. Bep-
cis 3 10IaTKOBUM MoayJieM — 140 KOpHCHUX Tay3.

BucHoBku. Pe3ynbTaTi eKCIEPUMEHTY JalOTh 3MOTY OLIHHUTH, IO PO3poOIeHUH METOJ Ta BAOCKOHAIEHI MOAYJI CKaHy-
BaHHs, (QITBTpALil MaCHBIB Ta 3IJIaPKyBaHHS, JAIOTh CYTTEBHH MPUPICT pe3ynbTaTiB (0mu3bko 13%) MOIIYKY AUISHOK UIS
HakJIaZaHHs TH(IOKOMEHTApIB, 1110 Y CBOIO YEpry MOKpAIlye CTBOPIOBAHUI aaliTOBAaHUI BiJIGCOKOHTEHT /Il OCi0 3 mopymieH-
HSIMH 30DY.

KJ/JIIOYOBI CJIOBA: TudaokoMeHTyBaHHs, TUGIOKOMEHTAp, BiIEOKOHTEHT 11 0cid 3 BajgaMu 30Dy, 3ByKops, Beiis-
JIET-IIEPETBOPEHHS CUTHAIIIB.

V]IK 004.89

METO/J OIIPEAEJEHMUSA CBOBOAHBIX YYACTKOB B BUJIEOKOHTEHTE JJIsA HAJIOXKEHUSA
THU®JIOKOMMEHTAPHUEB

Jemuyk A. B. — kaHI. TexH. HayK, acCUCTEHT Kadenpbl «H(pOpMaLMOHHBIE CUCTEMBI U CETHY», HallMOHANBHBIA YHUBEP-
cureT «JIbBOBCKas MOMUTEXHUKaY, JIbBOB, YKpanHa.

Jlosunckas O. B. — kaHa. TexH. HayK, accucTeHT Kadeapsl «HpopMalMOHHBIE CUCTEMBI U CeTH», HallnoHa bHbIA YHH-
BepcuteT «JIbBOBCKas monUTEXHUKA», JIbBOB, YKpauHa.

AHHOTALIUA

AKTyanbHOCTD. [Ipo0iieMa TOCTYITHOCTH BUICOKOHTEHTA SIBJISCTCS OHOM M3 CaMbIX aKTyalbHBIX MPOOJIeM Jyis Jro/IeH ¢
HapylIeHUs MU 3peHus. [l pemeHust 3Toi npobiaeMsl, pa3paboTaHbl METOAbI U CPEACTBA IOCTPOEHMS, PEAAKTUPOBAHUS U
aJIanTalliy BUACOKOHTEHTA JUISl JIUL C HAPYIICHUSIMH 3PEHHSI.

Leas padorsl. Llensio paboTs siBisieTcs: pa3paboTKa METOAa MOUCKA CBOOOAHBIX OT AUAIOTOB YYaCTKOB B 3BYKOPSAC VIS
BCTaBKUA TH(HIOKOMEHTAPHEB M YCOBEPIIEHCTBOBAHUE MOJIYJICH MMOWCKA ITHX YYacTKOB B MPOrPaMMHO-aJITOPUTMHUIECKOM
KOMIUICKCE afarTaliui BUACOKOHTCHTA JIs JIUL] C HAPYUICHUSAMU 3pCHUS.

Metoa. Peann3oBaH MeTO]] MOUCKA MECT, CBOOOIHBIX OT JHAIIOTOB M JIPYTHX BaYKHBIX 3BYKOB B BHJCOKOHTEHTE. DTH MeC-
Ta BUJECOKOHTEHTA UCIIOIb3YIOTCS AL BCTAaBKM TU(GIOKOMMEHTapueB. Pa3paboTaHbl alrOpUTMBI MOAYJIEH CKaHUPOBAHUS U
(GUIBTpAIM MACCHBOB M MOUCKA B HUX yYAaCTKOB, JOCTYITHBIX JJIS HaJOKEHHsI TH(IOKOMMEHTapHeB. DTO MO3BOJMIO IIPO-
BECTH JIOIOJIHUTENILHOE CIIaXKUBAaHUE CIIEKTPA.

BrimosHsIeTes CriTaXrBaHKE B IPSMOM HalpaBJICHUH, Jajblie B 00paTHOM. PaccunTaB KOPPESLHUIO 3THX ABYX CTIIaXKeH-
HBIX MaCCUBOB, Mbl YBUAUM, YTO KOPOTKHUEC CUT'HAJIBI MPAKTUYCCKU BCC YAAIAIOTCA, a AJIs IIOJIE3HOT0 CUI'HaJla, CIUIAXKCHHBIC B
IPSIMOM U OOpaTHOM HAIPaBJICHUH 3HAUCHHE MEPEKPBIBAIOTCS, U IMOITOMY OCTAIOTCS B MaccuBe. Jlanee KOppesus MeXIy
CIJIa)KEHHBIMH MAaCCHBAaMM CPABHHBAETCS C YCTAHOBICHHBIM ITOPOTOM, U €CIIM OH HE COOTBETCTBYET YCTAHOBJICHHOMY 3Haue-
HUIO, TO 9TOT DJIEMEHT MaccuBa paseH 0.

B pesynbrare paboThl adropuTMa MOIy4eHO CIHCOK YYacTKOB Ul BCTaBKU TH(IOKOMEHTapHeB. sl KaXKA0ro J1eMeHTa
CIIMCKA 3aJaeTcs Hadyauo OECIIyMHOIO yJacTKa U ee JUIMHA.

Pe3yabTaThl. Ha ocHOBe pa3paboTaHHOIO METOJa MOMCKa MECT Ul BCTABKH TU(IOKOMEHTApHEB M YCOBEPIICHCTBOBAH-
HBIX MOJyJeH, ObLIO IPOBEJAECHO TECTUPOBAHHE NIPOrPAMMHO-AITOPUTMUIECKOIO KOMIUIEKCA B CTaHAAPTHOM KOMILIEKTAIMY,
1 C MOZyJIEM JIOTIOHUTEIBHOTO CriaKuBaHuA. [IepBast BepcHs IporpaMMHO-aITOPUTMHUUECKOTO KOMIUIEKCA AaJla pe3yJIbTaT B
120 none3usIx nays. Bepcus ¢ nononHurensHbM MoayieM — 140 nosies3HsIx nays.

BriBoabl. Pe3ynbTaTsl 9KCTIEpUMEHTA O3BOJISIOT OLIEHUTH, YTO Pa3padOTaHHBIM METO/ U YCOBEPIICHCTBOBAHHBIC MOIYIIN
CKaHUPOBaHMs, GUIbTPALUKY MACCUBOB U CIJIaXUBAHUS, JAIOT CYLIECTBEHHBIM NPUPOCT pe3ylbTaToB (0Koao 13%) moucka
YYacTKOB /ISl HAJNOXKEHUS! TU(IOKOMEHTAPUEB, YTO B CBOIO OYEPeAb YJIy4YIIaeT CO3JaBaeMbli aJalTUPOBAHHBIH BUICOKOH-
TEHT JUIS1 JIUI] C HApYLICHUSMH 3pEHHUSI.

KJIFOUEBBIE CJIOBA: TH()IOKOMMEHTHPOBaHKE, TH(PIOKOMMEHTApP, BUACOKOHTEHT ISl JIMI C HAPYIICHUSIMU 3PEHHS,
3ByKOps/[, BeliBner-npeobpa3oBaHue CUTHATIOB.
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ABSTRACT

Context. The problem is in the design, development, maintenance and commisioning of interoperable dependable systems using
on the Internet of Things based on von Neumann paradigm of “building reliable systems from unreliable components” for
dependable service-oriented systems and infrastructures.

Objective. The goals of the paper are in the development of concepts and principles and assessment technologies for creation and
maintenance of complex critical systems based on Internet of Things (IoT) as well as implementation of research in various domains.

Method. In the paper the concept of development of dependable systems on the basis of the Internet of things is described. The
multisectoral analysis of methods and models of reliability and cybersecurity (dependability) evaluation of information and control
systems of critical applications using the Internet of things has been performed for different domains: power, healthcare, industrial,
etc. The analysis has shown that some software failures and malfunctions, cyberattacks and consequences of influence of attacks are
identical for all domains, but there are specific features for each domain, which are necessary to consider at working out of method-
ology of maintenance of denepdability of reliability of systems of critical applications using the Internet of things.

Results. The developed conception, methods, tools and technologies for the creation and implementation of dependable informa-
tion & control systems for critical applications based on the Internet of Things.

Conclusions. The paper proposes a conception that includes a set of scientific and applied tasks for the development of methods,
tools and technologies for the creation and implementation of dependable information & analytical and information & control sys-
tems for critical applications based on the Internet of Things. The prospects for further research may include the detailing of the de-
veloped models, methods and technologies to ensure the dependability of complex information & control systems for critical applica-

tions based on the Internet of Things.

KEYWORDS: Information and control systems of critical applications, Internet of Things, dependability, cybersecurity, func-

tional safety.

ABBREVIATIONS

DDoS — Distributed Denial of Services;

ICSIoT — Information & Control Systems based on
Internet of Things;

ICT — Information and Communication Technologies;

IoT — Internet of Things;

LAN — Local Area Network;

USB — Universal Serial Bus.

NOMENCLATURE
Agj is a failure rate or attack rate;
Wij is a recovery rate;
Pi(f) is a probability of finding the ICSIoT system in
each of the states;
AC(?) is an availability function.

INTRODUCTION
One of the promising areas of modern information and
telecommunication technologies development is the IoT.
The infrastructure of interconnected objects, people, sys-
tems and information resources together with intelligent

services allowing them to process information, combine
the physical and virtual world is a paradigm of IoT, which
ensures the integration of any electronic device into the
Internet environment. Areas of application of IoT are in-
formation & analytical and information & control systems
of manufacturing, energy, defense, transport, construc-
tion, healthcare, smart cities and buildings.

IoT-based technologies are implemented both in every-
day life, where they increase comfort and quality of life,
and in the so-called critical systems, which must provide a
high level of reliability, safety for long-term use, and meet
strict national and international standards. Information &
analytical and information & control systems of critical
applications (energy, aerospace and transport complexes,
medical equipment and communications) based on the IC-
SIoT are a separate class of such systems [1].

Failures of such systems are possible due to software
design defects, physical defects of hardware, attacks on
system vulnerabilities. Adverse effects and attacks on
vulnerabilities in ICSIoT components, software, and data-
bases can occur at each of these levels. The target of at-
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tackers can be data, video and audio recordings, disabling
hardware and software components.

It is important for ICSIoT to ensure the protection and
tolerance of systems to failures of various natures, i.e. to
ensure their dependability. Dependability is a complex
property of the system to perform appropriate functions
and provide services that can be justifiably trusted [2].
Dependability combines reliability, functionality and cy-
bersecurity, which is very important in the requirements
regulation, evaluation, creation and use of critical systems
in general as much as systems based on the IoT in particu-
lar. It should be emphasized that systems based on IoT
technologies consist of hardware, software, communica-
tion components of different reliability and security lev-
els. Therefore, there is a contradiction between the re-
quirements for dependability (reliability and safety) of
ICSIoT and the level of characteristics of the dependabil-
ity of their components in an aggressive physical and in-
formation environment, between the capabilities of ap-
propriate technologies and inspiring methods and means
of creating critical systems using IoT. Therefore, it is nec-
essary to consider the concept of ensuring the
dependability of critical systems based on IoT, which
combines the principles, methods and tools of analysis,
evaluation and ensuring the reliability, security and
dependability of these systems as a whole.

1 PROBLEM STATEMENT

The purpose of the paper: development of concepts
and principles, systematization of models and methods to
ensure ICSIoT compliance with reliability and safety re-
quirements, review of assessment technologies, creation
and maintenance of such systems and implementation of
research results of authors in creating ICSIoT in various
domains.

The scientific novelty and applied task, which is
solved in the work, is the development of methods, means
and technologies of creation and introduction of capable
information-analytical and information-control systems of
critical application on the basis of the IoT.

In accordance with the purpose of the work the fol-
lowing tasks are solved:

1. The concept, principles of dependable ICSIoT are
offered.

2. The normative profile of ICSIoT is developed,
which takes into account and harmonizes the list and con-
tent of requirements of international and national stan-
dards for reliability, availability, functional and cyberse-
curity and modernization.

3. Mathematical models and methods for assessing the
performance, availability, functionality and cybersecurity
of ICSIoT, which take into account various types of fail-
ures and cyberattacks on systems, allow to analyze their
functional behavior and formulate recommendations for
the choice of hardware and software components, archi-
tecture, interaction protocols and more.

4. Methods of development of capable ICSIoT for
various complexes (medical, power, industrial, communi-

cation, etc.) and maintenance of their reliability and safety
at creation, modernization and use are offered.

5. Developed and implemented information technolo-
gies to support decision-making in the creation, moderni-
zation and maintenance of ICSIoT.

To solve the set tasks, it is necessary to create models
and methods that will allow assessing the reliability,
availability, and reliability of the system. The apparatus of
Markov models has proven itself well in assessing IC-
SIoT system availability. The following assumptions were
made when creating the models and simulations. Assump-
tions in Markov model development:

— current system hardware failures are subject to Pois-
son distribution;

— the flow of subsystem failures is governed by Pois-
son’s distribution law because the results of monitoring
and diagnostics, antivirus software testing have corrected
a secondary error (the result of the accumulation of pri-
mary errors and defects, software bookmarks) and to cor-
rect software failures or failures, troubleshooting or con-
sequences code, attacks on DoS — and DDoS — the num-
ber of primary software defects constantly. Therefore, it is
true to assume that the flow of software failures is subject
to Poisson propagation, the failure rate is constant;

— the model does not take into account that the elimi-
nation of software vulnerabilities and design errors
change the parameters of the failure flow (and recovery).
Markov’s model theory is used to study the reliability of
ICSIoT, because the failure rate of hardware and software
and the presence of software vulnerabilities are constant.

The main parameters indicated on the graph of
Markov model — the transition rates from one state to an-
other: Aij, pij. Several models are used to create the con-
ception and application of dependable IoT based systems.
The initial data for the models, which are used in concep-
tion, are different for different models. For the model,
described in  this  paper, initial data are:
A1317=5,7-10"* 1/h; A1517=1-10" 1/h; A1617=1-10"° 1/h;
A218=1-10" I/h;  A318=1-10"1/h;  A1320=1-10"° 1/h;
A1520=1-10"° 1/h; A2017=1,14-10" 1/h; 1120=1-10"° 1/h;
n67=60 1/h; n141=0,125 1/h; p111=0,5 1/h; p32=40 1/h;
u42=30 1/h; p52=30 1/h; n1513=50 1/h; p1613=60 1/h;
u71=0,02 1/h; u87=2 1/h; u81=30 1/h; pl01=1 1/h;
pul121=5 1/h; pl81=1 1/h; pl191=0,02 1/h; p91=1 1/h;
pul171=1 1/h; p188=60 1/h; u61=0,02 1/h; u2021=60 1/h;
p221=20 1/h; p211=30 1/h; p1722=60 1/h; n201=40 1/h;
p2113=20 1/h.

2 REVIEW OF THE LITERATURE

The analysis of known proceedings, projects and ex-
perience of such systems operation allows formulating the
purpose and objectives of research conducted by the au-
thors over the past 10 years. Currently, there are publica-
tions of many authors who have conducted research in the
following areas: critical application systems reliability,
IoT systems cybersecurity, Web-services dependability,
critical application systems dependability, IoT systems,
IoT systems dependability.
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The issues of research and development of dependable
systems were considered in the following scientific
proceedings. In [1] the basic methods of modeling, design
and evaluation, as well as providing dependable IoT
systems described, their architecture and the particular
implementation are introduced. In [2] the basic concepts
of dependability are introduced, and it is shown that it
combines the system’s reliability and cybersecurity, the
classification of different types of failures, threats and
their attributes.

In [3] the modified taxonomic scheme of system
dependability taking into account the changes of
functional requirements, dependability requirements,
computer systems environment characteristics, including
an operating cycle and levels of maintenance of fault
tolerance is offered, the taxonomy of multiversion
calculations in dependable systems is generalized.

Study of the design and architecture of IoT systems
and their dependability were considered in next scientific
proceedings: in [4] the analysis and the classification of
technologies, protocols and applications of IoT and their
interaction with big data technologies and cloud and fog
computing is performed. In [5] the depedability
assessment of energy-efficient [oT devices is held.

In [6] Markov model of applications for ICT systems
dependability is provied, taking into account redundancy.

In [7] the problem of applications of the IoT
dependability regardless of their size and area of use is
reseached. In [8] to ensure IoT system dependability it is
adviced to use a simple formal “Mirror model” to transmit
data from sensors in the IoT network, using the assets of
the trust in blockchain.

In [9] a study of dependability of edge computing is
conducted and challenges of deploying IoT systems in
view of failures as hardware (crashing, hanging, and so
on) and software, and vulnerabilities of IoT devices with
decentralized control are included.

In [10] the methods and tools to predict dependability
and improve the reliability of IoT are provided. The
authors of this article propose the concept of creating
dependable critical systems using IoT.

Thus, there is a large number of scientific publications
that present the results of research, including analysis,
evaluation and assurance of the reliability and
cybersecurity of critical infrastructure systems, the
dependability of these systems, as well as individual
components of IoT systems. The known publications do
not include generalized methodological results that would
take into account certain contradictions between IoT
capabilities and certain security deficiencies that may
occur in their implementation in critical systems.

3 MATERIALS AND METHODS
The conception of interoperable systems based on the
IoT is based on the well-known von Neumann paradigm
of “building reliable systems from unreliable compo-
nents” and its developed variants for dependable service-
oriented systems and infrastructures [1].

For ICSIoT, it can be formulated as the construction
of dependable IoT systems from insufficiently dependable
(reliable and secure) nodes (embedded digital media, in-
telligent sensors, etc.), communications and cloud (server)
resources in an aggressive environment with uncertain
characteristics.

The scheme, which reflects the structure and interrela-
tion of methodology elements of dependable systems,
based design on the IoT, namely the concept, principles,
models, methods, tools and technology, is shown in
Fig. 1.

The conception of dependable systems based on the
IoT is grounded on the next principles:

1. The principle of comprehensive consideration and
assessment of various failure types of components,
communications, services due to software defects and
attacks on ICSIoT.

2. The principle of case-oriented formation and
analysis and assessment of compliance with the
requirements of ICSIoT dependability [11].

3. The principle of selection and implementation of
measures to ensure dependability at all the life-cycle stges
by the criterion — “acceptable risk — costs”.

The conception and principles are implemented
through the development of relevant models and methods
of assessment and dependability implementation. In
particular, the following groups of models have been
developed:

1.  Models of ICSIoT functional behavior, which
are divided into:

a. distributed intellectual energy ICSIoT models;

b. dynamic ICSIoT based on cybergraphs model;

c. functional behavior of medical ICSIoT [12]
model.

The use of models allows to get a clear idea of how
the system works (ICSIoT subsystem) in different
situations and under the influence of various factors,
including cyberattacks.

2. Models of dependability which include:

a. theoretical-multiple model of dependability
assessment [13];
b. ICSIoT  dependability  assessment  under

cyberattacks influence [14]-[16];
c. dependability assessment taking into account the

power consumption modes of ICSIoT components [24].

The use of them allows a detailed assessment of the
performance indicators of ICSIoT (availability functions,
etc.) and its subsystems.

The models take into account two properties of
dependability — cybersecurity and reliability of ICSIoT

and its subsystems considering different types of
cyberattacks.

3. ICSIoT reliability and cybersecurity models, in-
cluding:

a. ontological ICSIoT cybersecurity assessment
mo-del;
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Figure 1 — Structure and interrelation of methodology elements of dependable systems, based design on the IoT

b. cyber attack models on medical ICSIoT [17],
medical ICSIoT preparedness model, taking into account
attacks on vulnerabilities of infrastructure components
[18];

c. availability of wireless ICSIoT model taking into
account the coverage factor;

d. ICSIoT wired networks component availability
model [19].

These models allow to assess separately the reliability
(coefficient or availability function) of ICSIoT and its
subsystems, and separately the indicators of cybersecurity
of ICSIoT and its subsystems.

Security models allow to identify the requirements for
cybersecurity and assess the availability of ICSIoT under
the influence of cyber attacks.
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These security models are the basis for a number of
profiling, evaluation and assurance of ICSIoT methods.
The profiling method is based on the construction and
study of models of the requirements profile for the com-
ponent properties of dependability [20]. Evaluation meth-
ods are based on the development and study of models of
all the above types. Methods of ensuring security are
based on the use of models of dependability and models
of reliability and cybersecurity for ICSIoT [21].

On the basis of the profiling and evaluation methods,
software ools for constructing a hierarchical model of re-
quirements in accordance with the normative documents to
ensure the safety of medical ICSIoT [21] are proposed.
Based on security methods and evaluation methods, the
best options for cybersecurity for the entire range of attacks
have been developed [18]. Based on the profiling method
and assessment methods, the software is developed for the
ICSIoT security checklist assessment [20, 21].

Developed software tools have been integrated into in-
formation technology. Based on the best cybersecurity
options for the entire range of attacks and the construction
of a hierarchical model of requirements in accordance
with regulatory documents to ensure the safety of medical
ICSIoT, as well as the above relevant models and meth-
ods, the technology for assessing and ensuring the de-
pendability of medical ICSIoT [21] was obtained.

Basing on the usage of software to form options for
cybersecurity for the entire range of attacks there were
proposed:

a) data processing and analysis technology to ensure
the safe operation of the energy structure of ICSIoT;

b) ICSIoT dependability assessment technology using
cases [20].

In addition, ICSIoT cybersecurity decision support
technology is proposed, which is based on the use of se-
curity methods and software for ICSIoT security assess-
ment checklists to obtain optimal cybersecurity options
for the entire range of attacks [21].

4 EXPERIMENTS

To create the concept of dependable systems of critical
applications based on the IoT, several models for assessing
the reliability of the system, models of the functional be-
havior of the ICSIoT, models of reliability and cybersecu-
rity were developed by authors of this paper. For so many
models, different assumptions apply, and their input to the
simulation. Based on the proposed models, methods for
assessment, functional behavior, reliability and cyber secu-
rity have been developed. Let’s consider several examples
of simulation of the obtained models.

The Markov model (Fig. 2) [14] describes the states of
ICSIoT, which takes into account the reliability of system’s
software and hardware, attacks on the system and different
modes of power consumption of the server and router. The
simulation results are shown in Fig. 3 and Fig. 4.

The Markov model considering DDoS attacks and
server’s and router’s energy modes without patches on
possible vulnerabilities, which has the following states:
good-working state (1); the server is fully used with high

power consumption SO (2); the server is fully used, the
hardware, that are not used, can enter the low-power
mode S1 (3); sleep mode of the server with low power
consumption, a computer can wake up from a keyboard
input, a LAN network or USB device S2 (4); server ap-
pears off, power consumption is reduced to the lowest
level S3 (5); server failure (6); switching to the backup
server device after the server failure (7); restarting of the
server after the software fail (8); successful DDoS attack
on the server after the firewall failure (9); firewall soft-
ware or hardware failure (10); attack on the power supply
system after the firewall failure, that lead the failure of
general power system (11); technical state of switch from
the general power system after its failure on the alterna-
tive energy sources (solar, diesel generator, wind turbine)
(12); router status active — sending packages with high
power consumption (13); successful DDoS attack on the
router (14); good-working state of the router with trans-
mitting packets — normal idle (15); good-working state of
the router without packet transmission low-power idle
(16); router software or hardware failure (17); server
software or hardware fail (18); router hardware or soft-
ware fail (20); switching to the backup router device after
the router failure (21); restarting the router software after
the router software fail (22).

(28

eSS |
S

OF

(Y

Figure 2 — Graph of the Markov model of the ICSIoT system
states [14]

The model takes into account the rates to the states of
the power consumption modes of the server and router
(from state 2 to 3, 4, 5 and from states 14 to 13, 15, 16).
Timely installation of a patch on firewall software vulner-
abilities can reduce or stop the impact of DDoS attacks,
which primarily affects the reliability of the ICSIoT
server, router, and firewall (as a separate network device).
When a DDoS attack affects ICSIoT subsystems, they
cannot go into a state of reduced power consumption. For
the Markov model (different variants of firewall software
patching) the system of Kolmogorov-Chapman differen-
tial linear equations was presented and investigated, the
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value of the availability function 4C(#) ICSIoT with nor-
malization conditions was calculated and analyzed [14]:

AC(t) = PI(t)+ P2(t) + P3(t) + PA(t) + P5(t) + P12(f) +
+P13(t) + P15(t) + P16(t) + P21(t),

where

22
3 Pi(t)=1; PI(0)=1.
i=1

1,0000000
0,9999900

0,9999800

no patches
AC 0,9998700
0,9999600 _ ====-withapatch

0,8999500

0,9999400
0,000 0,0002 0,0004 0,0006 0,0008 0,0010
21317, 1/hour
Figure 3 — Graphical dependences of AC ICSIoT on rate
A1317 for models with patching of firewall software vulnerabili-
ties and without patches, if L1317 =0...1-107 1/h [14]

1,000000:0

no patches

====-with a patch

0000 00005 00010 00015 00020

»2%6, 1/roa

Figure 4 — Graphical dependences of AC ICSIoT on rate 126
with patcherization of vulnerabilities in firewall software
(AC10) and server and router firewalls (4C9_14), if A26
changes values within 0... 2 107 1/h [14]

5 RESULTS

If the transition rate A26 changes from 0 to 0.001 1/h,
the AC value decreases from 1 to 0.99997 for the un-
patched model and to 0.9999925 for the model with the
firewall software patch installed (Fig. 4) [14]. The AC
value is decreased by 0.999945 for the model without
patch. If the values of A1317 change in the range of 0...
102 1/h, the AC value for the model with the firewall
software patch will decrease from 1 to 0.999957 (Fig. 3).
Installing a patch on the firewall (Fig. 3) allows you to
obtain the same AC values (1 ... 0.93) at A1317=0...10"°
1/h, but this value is significantly higher than in the model
without patches: AC=1 ... 0.9999553 (Fig. 3).

If no patches are installed on the firewall software,
then AC decreases from 1 to 0.9999553 at 126 = 10 1/h.
Installing a patch on the server firewall does not signifi-
cantly change the AC value. If you install a patch on the
firewall software, the AC value increases compared to the
case without patches, with the same initial data, from
0.9999553 to 0.9999925. If the transition rate A26

changes from 0 to 0.001 1/h, the AC value decreases from
1 to 0.99997 for the unpatched model and to 0.9999925
for the model with the firewall software patch installed
(Fig. 4).

The AC value is decreased by 0.999945 for the model
without patch. If the values of A1317 change in the range
of 0... 107 1/h, the AC value for the model with the fire-
wall software patch will decrease from 1 to 0.999957
(Fig. 3).

Installing a patch on the firewall allows to obtain the
same AC values (1 ... 0.93) at L1317 =0 ... 10 1/h, but
this value is significantly higher than without patches:
AC=1...0.9999553.

If no patches are installed on the firewall software,
then AC decreases from 1 to 0.9999553 at A26 = 10~ 1/h.
Installing a patch on the server firewall does not signifi-
cantly change the AC value. If you install a patch on the
firewall software, the AC value increases compared to the
model without patches, with the same initial data, from
0.9999553 to 0.9999925.

If the transition rate value A26 is changed from 0 to
0.001 1/h, the AC value decreases from 1 to 0.99997 for
the model without patching and to 0.9999925 for the case
with the patch installed on the firewall.

Decrease in the AC value occurs 0.999945 for a model
without a patch. If the values of A1317 change within the
range 0...107 1/h, value of AC for the case with patch on
firewall decrease from value 1 to 0.999957.

Establishing a patch on the firewall allows to obtain
the same AC values (1...0.999553) at A1317 = 0...10°°
1/h, but this value is significantly higher than in the case
without patch: AC = 1...0.9999553. If patches are not
installed on the firewalls, then the AC decrease from
value 1 to 0.9999553 at 226 = 10 1/h. Patch installation
on server firewall not significantly changes the AC of
ICSIoT value.

Under the influence of DDoS attacks, the server,
which is in one of the energy-saving modes, will switch to
the mode of increased power consumption.

6 DISCUSSION

It was researched and analyzed the function availabil-
ity of ICSIoT, taking into account the reliability of com-
ponents, recovery rates, and different kinds of energy
modes of server and router OS, DDoS attacks on the
router and the server, and setting patches on firewalls
vulnerabilities. Therefore, it is necessary to analysis of
graphical dependences of the AC on the change of values
of transition rates from one ICSIoT state to another
showed that timely introduction of patches on software
vulnerabilities of ICSIoT components significantly in-
creases the value of the AC of the whole system and al-
lows to increase system availability.

Markov models of ICSIoT system operation, in con-
trast to the existing ones, take into account the power re-
gimes of the router and server, the impact of DDoS at-
tacks, failures and failures of software and hardware,
patching vulnerabilities of router software.
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The study results made it possible to develop and im-
plement appropriate principles, methods, models and in-
formation technologies for assessing and ensuring the
viability of ICSIoT in the fields of energy, medicine, me-
chanical engineering, aerospace, transport systems, etc.

The results of research of this proceeding are imple-
mented on the follwoing enterprises (Table 1):

— at the enterprises of energy engineering (nuclear
domain), RPC Radics LLC (Kropyvnytskyi, Ukraine) and
PJSC SRPA Impulse (Severodonetsk, Ukraine);

— on the development of medical equipment, LLC
“XAI-MEDICA” (Kharkiv, Ukraine);

— on the development of transport systems, LLC
“SPC” Railwayautomatics” (Kharkiv);

— at machine-building enterprise, PJSC “FED”
(Kharkiv);

— on the development of aerospace systems, scientific
and technical design bureau “POLISVIT” (Kharkiv);

— on the development of state regulations by the State
Service for Special Communications and Information
Protection of Ukraine (Kyiv);

— on the development of methodological documents
and requirements for the safety of critical infrastructure,
PJSC “Institute of Information Technologies” (Kharkiv);

— in the educational process of the National Aerospace
University “KhAI” (Kharkiv), Pukhov Institute for Mod-
elling in Energy Engineering (Kyiv), Volodymyr Dahl
East Ukrainian National University (Severodonetsk);

Table 1 — Summary of practical implementation of research and development results

Results of research and development
Models of non- | Methods of | Automation
functional working with | technologies
characteristics requirements

Communications and Infor-
mation Protection of Ukraine

5
]
%) =] ©n
£18 |2
Areas, enterprises (organizations), systems g 2 g
-
AR 8
2 |z |2 |£ g
s |28 |2 |2 | i
E 12|z |g |2 |8 E
< | = S | = 8
2 s | g |8 g o 2
s 12|28 |5 |8 :
2 |E|E|5 (¢ |2 E
o] S | = =) = g i
& 1Els |8 |2 |8 |8 |€
a = | | | m -9 = =
Energy RPC Radics LLC ICSIoT components + + +
Regulations + |+
PJSC SRPA Impulse ICSIoT components + |+ —+ —+
Software +
Medicine LLC “XAI-MEDICA” Telemedicine systems + + +
Transport systems LLC “Scientific and | Microprocessor systems +
Production Company” Rail-
wayautomatics”
Engineering PJSC “FED” ICSIoT + +
Aerospace systems EDB “POLISVIT” SSPE | Embedded systems + + +
“Kommunar Corporation”
State regulations State Service for Special | Critical Infrastructure Asset + + + +

PJSC
Information Technologies”

“Institute of | Critical Infrastructure Asset

National Aerospace
University “KhAI”,

Pukhov Institute for
Modelling in Energy
Engineering, Volodymyr
Dahl East Ukrainian
National University

Higher education

Learning process

TEMPUS international
projects

MASTAC,
GREENCO,
CABRIOLET

International projects

SAFEGUARD, | + + + + +

SEREIN,

ERASMUS+ international | ALIOT

project

FP7 scientific project KhAI-ERA

Horizon 2020  scientific

project

ECHO, COST Action Dig- |+ + |+ + + + +
ForAsp, SPEAR
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— in the educational process of the universities of EU
countries: Institute of Informatics and Technology Ales-
sandro Faedo of the National Research Council of Italy
ISTI-CNR (Pisa, Italy), Tallinn Technical University Tal-
Tech (Tallinn, Estonia), Leeds Beckett University LBU
(Leeds, UK);

— within the implementation of international projects
under the European programs TEMPUS MASTAC,
SAFEGUARD, GREENCO, SEREIN, CABRIOLET,
ERASMUS + (ALIOT), FP7 (KhAI-ERA) [22], Horizon
2020 (ECHO) [23], COST Action DigForAsp [24],
SPEAR [25], as well as in the implementation of national
projects commissioned by the Ministry of Education and
Science, the National Academy of Sciences of Ukraine in
2010-2020.The implementation in RPC Radics LLC has
reduced the risks of cybersecurity violations in the devel-
opment and implementation of NPP information and
management systems. The implementation in PJSC SRPA
Impulse allowed increasing the competence of operational
personnel to ensure the protection of components of dis-
tributed intelligent power systems from cyberthreats. The
completeness of cybersecurity increases by 20-30 %. The
implementation of the results in LLC “XAI-MEDICA”
allowed automating the process of the medical device
functional behavior modeling, to reduce the evaluation
time and to provide recommendations for ensuring the
warranty and selection of evaluation tools. The implemen-
tition in LLC “SPCompany” Railwayautomatics” allowed
reducing the risks of cybersecurity violations during the
development and implementation of the software and
hardware set “TEMP”. While using it in PJSC “FED” it
was possible to reduce time costs, automate the process
and increase the credibility of assessing the reliability of
industrial IoT, to provide recommendations for ensuring
the dependability and choice of assessment tools. The
implementation of the research results in scientific and
technical design bureau “POLISVIT” allowed reducing
the time spent on assessing the security of systems, in-
creasing the credibility of the assessment and confirming
compliance with the requirements of technical and regula-
tory documentation. The implementation of the results at
the PJSC “Institute of Information Technologies” has
reduced the risks of cybersecurity violations in the devel-
opment and implementation of cryptographic information
security systems.

The use of research results at enterprises allowed ob-
taining technical and economic indicators that correspond
to the level and exceed the best domestic and world coun-
terparts.

The use of research results in the educational process
and scientific work of the National Aerospace University
“KhAI”, Pukhov Institute for Modelling in Energy Engi-
neering, Volodymyr Dahl East Ukrainian National Uni-
versity, Tallinn Technical University, Institute of Infor-
matics and Technology “Alessandro Faedo” of the Na-
tional Research Council of Italy ISTI-CNR (Pisa, Italy),
Leeds Beckett University (Leeds, UK), as well as in the
implementation of international projects of the European
programmes TEMPUS and ERASMUS+, the seventh

framework program to support research activities FP7, the
framework program of the European Union for Research
and Innovation “Horizon 2020 funded by the EU, as well
as state budget projects allowed to increase the fundamen-
tality, clarity and practical orientation of the educational
process and scientific activity.

Further research of the authors is aimed at detailing
the developed models, methods and technologies to en-
sure the dependability of complex ICSIoT.

Research currently continues withing the ECHO pro-
ject (creation of the European Network of Cyber Security
Centers and the Center of Competence for Innovation and
Operations). The developed methods of ensuring the de-
pendability of complex ICSIoT s form the basis for identi-
fying intersectoral and transversal challenges and oppor-
tunities in cybersecurity in various sectors as health,
transport, manufacturing, telecommunications, energy,
finance, management, space, defense.

The results of the research, presented in this paper,
will be further used and developed in the doctoral disser-
tation on “Methodology for ensuring the dependability of
IIoT systems”, in research projects under the funding pro-
gram Horizon 2020 — ECHO and STARC and in public
research proceedings commissioned by the Ministry of
Education and Science of Ukraine.

CONCLUSIONS

The paper proposes a conception that includes a set of
scientific and applied tasks for the development of meth-
ods, tools and technologies for the creation and imple-
mentation of dependable information & analytical and
information & control systems for critical applications
based on the Internet of Things. The following results
were obtained:

1. The conception principles of ensuring the reliability
of Information and control systems of critical applications
based on Internet of Things, which are based on the de-
velopment of von Neumann’s paradigm of creating reli-
able and secure systems based on insufficiently reliable
and secure components.

2. The normative profile of ICSIoT was developed,
which takes into account and harmonizes the list and con-
tent of requirements of international and national stan-
dards, which allow to make decisions on compliance of
such systems with requirements in terms of reliability,
availability, functional and cybersecurity, as well as to
take them into account during development and moderni-
zation of ICSIoT.

3. Mathematical models and methods for assessing the
performance, availability, functional and cybersecurity of
ICSIoT were developed and researched, taking into ac-
count different types of failures and cyberattacks on sys-
tems that allow to analyze their functional behavior, im-
prove assessment accuracy and formulate recommenda-
tions for selection hardware and software components,
architecture, interaction protocols, etc.

4. Methods of creating dependable I ICSIoT for vari-
ous complexes (medical, energy, industrial, communica-
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tion, etc.) and ensuring their reliability and safety in the
development, modernization and use were developed.

5. Tools and information technologies to support deci-
sion-making in the creation, modernization and mainte-
nance of ICSIoT for medical, energy, industrial, commu-
nication systems and complexes were developed and im-
plemented.

In general, the authors obtained a number of technical
and economic indicators, which are provided by the im-
plementation of the results of scientific proceeding, corre-
spond to the level and exceed the best domestic and world
analogues.

The results of the presented study were implemented
at eight enterprises of Ukraine in the fields of energy,
medicine, mechanical engineering, aerospace industry,
transport systems, as well as in the development of state
regulations in the field of critical infrastructures. The ob-
tained results are used in the educational process of three
universities of Ukraine, two universities of the European
Union (Estonia, Italy) and the University of Great Britain,
as well as in the implementation of eleven international
projects funded by the EU.

Some results of the study were also used in the devel-
opment of draft regulations at the state level on the classi-
fication of critical information infrastructure by criticality
and the criteria and procedure for classifying critical in-
formation infrastructure as critical. The implementation of
the developed documents is an important step in building
the Ukrainian state system of protection of critical infor-
mation infrastructure.
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XapkiB, YkpaiHa.
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aepokocMivHOro yHiBepcutety iM. M. €. KykoBchkoro «XapkiBChbKHi aBialidHui IHCTUTYTY, XapKiB, YKpaiHa.

Komo0a 1. B. — kannuiat TeXHiYHUX HayK, TOJIOBHUII iHXKeHep NpoekTy [HCTUTYTy mpoOieM MOZETIOBaHHS B CHEPreTHI
im. I'.€. TTyxoBa HarionansHoi akanemii Hayk Ykpainu, Kuis, Ykpaina.
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aepokocMiuHOro yHiBepcutery iM. M. €. XXykoBcbkoro «XapkiBChKui aBialliiHuil IHCTUTYT», XapkiB, YKpaiHa.

AHOTANIA

AxTyansHicTb. [IpobieMa MpoeKTyBaHHs, PO3POOKH, 0OCITyroByBaHHS Ta BBEICHHS B €KCIUTYaTaI[ll0 TapaHTO3JATHUX
cucteM, nMoOyIOBaHUX 3 BUKOPUCTAHHSM IHTEPHETY pedell Ha ocHOBI mapaaurmu Gon HelimMaHa mpo «CTBOpEHHS HaAiHHHX
CHCTEM 3 HeHa/1IHHMX KOMITOHEHTIB» JUI Ha/lilHUX CepPBIC-OpiIEHTOBAHUX CHCTEM Ta iH(pacTpyKTyp.

Mertoa. B craTTi 3anponoHOBaHO KOHIICTIIIO MOOYIOBH IapaHTO3[aTHUX CHCTEM Ha OCHOBI IHTEPHETY pedeid, ImpoBese-
HUH MyJIbTHCEKTOPAJbHUN aHami3 METOAIB 1 Mojedeld OLIHKM HajdiiHocTi Ta KibepOe3neku (TapaHTO31aTHOCTI)
iH(pOpMaliHHO-KEPYIOUUX CHCTEMH KPUTHYHOTO 3aCTOCYBAHHS HAa OCHOBI IHTEPHETY pedeil /Ui pi3HUX JOMEHIB: CHEpreTHY-
HOTr0, MEJUYHOI0, 1HIYCTpiaJIbHOrO Ta iH. AHaJli3 IIOKa3aB, 10 JesKi BiIMOBHU 1 3001 TeXHIYHUX 3acO0IB 1 MpOrpamMHOro 3a-
Oe3meueHHs, KibepaTaky 1 MiCIsA/Ais BIUIMBY aTaK OJHAKOBI JJIS BCIX JOMEHIB, ajie iCHYIOTh crieqU(iuHi 0COOIMBOCTI ISt
KOXKHOT'O JJOMEHY, SIKi HEOOXiTHO BpaxoByBaTH IPHU Po3poOli MeToN0J0ril 3a0e3NeueHHs IapaHTO3AaTHOCT] iH(opMaliiHo-
KEPYIOUNX CUCTEMH KPUTHYHOTO 3aCTOCYBaHHS HA OCHOBI iHTEpHETY pedei.

Pe3yabTaTn. Po3pobieHa KoHIEMNIiA, METOAU, 3aCO0U Ta TEXHOJOI1l CTBOPEHHS Ta BIPOBAKEHHS IapaHTO3JaTHUX iH-
(dopManiiHO-KepyIOUNX CUCTEM KPUTHYHOTO 3aCTOCYBaHHS Ha OCHOBI iHTEPHETY pedel.

BucHoBKH. Y CTaTTi 3alIpONOHOBAHO KOHIICIIIiIO, sIKa BKIIOYa€e HaOip HAYKOBUX Ta MPHUKIIAJHUX 3aBJaHb I0A0 pO3poOKU
METOJIiB, 3acO0iB Ta TEXHOJOTiIH JUIsS CTBOPEHHS Ta BIPOBA/DKEHHS TapaHTO3JAaTHHUX I1HGOPMAIIHO-aHANITHYHUX Ta
iHpopMaLifiHO-KEPYIOUHX CUCTEM KPUTUYHOIO 3aCTOCYBAaHHS Ha OCHOBI iHTepHeTy peuel. IlepcHeKTUBH NOJAIbIIMX
JIOCITIDKEHb MOXYTh BKIIFOYATH JETAI3allif0 pOo3pOOICHHX MOJEJeH, METOIIB Ta TEXHOJOTIH /i 3a0e3MeYeHHs] HaJiiHOCTI
CKJIAJIHUX 1H(OpMaLiHHO-KEPYIOUNX CUCTEM KPUTHYHOTO 3aCTOCYBaHHS HAa OCHOBI IHTEPHETY pedeil.

KJIFOUOBI CJIOBA: indopMaiiifHO-KepyUi CUCTEMUA KPUTHYHOTO 3aCTOCYBAHHS, IHTEPHET pedei, rapaHTO31aTHICTD,
kibepOe3neka, QyHKIiliHA Ge3MeuHICTb.
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Hnbsamenko O.A. — KaHIUAT TEXHUIECKUX HAyK, JOLEHT Kadeapbl KOMIBIOTEPHBIX CUCTEM, ceTell U KubepOe3omnacHo-
cru HanmonansHoro aspoxocmudeckoro ynusepcurera uMm. H.E. JKykoBckoro «XapbKOBCKMH aBHALMOHHBIA HHCTUTYT»,
XapbkoB, YKpauHa.

Konecunk M. A. — TOKTOpaHT, KaHINJAT TEXHUIECKUX HAYK, JOIEHT, TOLEHT Kadeaphl KOMIBIOTEPHBIX CHCTEM, CeTeH U
kubepbezonacHocty HannonansHoro aspoxocmudeckoro yuusepcurera uM. H.E. XykoBckoro «XapbKOBCKUH aBHAIIMOHHBIH
HHCTUTYT», XapbKOB, YKpauHa.

CrpesxuHa A. A. — 10KTOp QUIOCOPUHU, ACCUCTEHT KadeApbl KOMIBIOTEPHBIX CUCTEM, ceTell u kubepbesonacHocTu Ha-
LHUOHAJBHOIO aspokocMuyeckoro yHusepcurera uM. H.E. XKykoBckoro «XapbKOBCKHMI aBUAllMOHHBIH HHCTUTYT», XapbKOB,
VYkpauna.

Komro6a 1. B. — kaHauIaT TEXHUIECKUX HayK, TTIABHBIM MHXEHep MpoekTa MHCcTHTyTa mpobieM MOJAeInpOBaHUs B SHEpP-
retuke uM. E. [lyxoBa Hannonansnoit akanemun Hayk Ykpaunsl, Kues, Ykpauna.

Xapuenko B. C. — nokrop TexHudeckux Hayk, npodeccop, Jlaypear I'ocysapcTBeHHOM mpemMun YKpauHbl B 001acTu
HAyKH M TEXHHKH, 3aCIy)KCHHBIH M300peTaTesib YKpanuHbl, 3aBeAyIONINN Kadeapoli KOMIbIOTEPHBIX CUCTEM, CeTel u Kuoep-
6e3onacHocty HarnuonanbHoro aspokocmudeckoro ynusepcutera uM. H. E. JKykoBckoro «XapbKOBCKHI aBUALIMOHHBINA HH-
CTUTYT», XapbKOB, YKpaunHa.

AHHOTALIUSA

AkTyansHocTb. [Ipobiema npoexktupoBaHus, pa3paboTku, 00CITy)KUBAaHHUSA M BBOJA B AKCILTYaTalMIO rapaHTOCIIOCOOHBIX
CHCTEM, TIOCTPOCHHBIX C UCIOJIb30BaHueM VHTepHeTa Belield Ha ocHOBe mapaaurmbl GpoH HeiiMaHna 0 «co3maHum HaJIeKHBIX
CHCTEM M3 HEHAJIS)KHBIX KOMIIOHEHTOBY JUIS Ha/Ie)KHBIX CEPBHC-OPHEHTHPOBAHHBIX CUCTEM U UHPPACTPYKTYP.

Metoa. B crarhe npeanoxeHa KOHIEHIHS MOCTPOCHHUS TapaHTOCIOCOOHBIX CUCTEM Ha OCHOBE MHTepHeTa Beliel, poBe-
JICHHBI MYJIbTUCEKTOPHBIN aHAJIN3 METOJIOB U MOJIENIEH OLICHKH HaJIe)KHOCTH U K1OepOe30nacHOCTH (rapaHTOCIOCOOHOCTH)
MHGOPMALMOHHO-YIIPABISIOINX CUCTEM KPUTHYECKOrO NPUMEHEHHs Ha OocHOBe MHTepHeTa Bemied Ui pasHBIX IOMEHOB!
SHEPreTHYECKOro, MEJUIIMHCKOT0, IPOMBIIIIEHHOr0 U JIp. AHAJIM3 MOKa3all, YTO HEKOTOPbIe OTKa3bl U COOM MPOTPaMMHOIO
obecnieyeHust, KHOepaTaky U MOCIEACHCTBIE BIMSHIS aTak OAWHAKOBBI IJIsl BCEX IOMEHOB, HO CYLIECTBYIOT clielU(pHIECKUe
0COOEHHOCTH AJISI KaXJI0T0O JI0MEHA, KOTOpbIe HEOOXOAUMO YUUTHIBAThH IIPH pa3pabOTKe METOMOIOTUU 00ECIeYeH s rapaHTo-
CHOCOOHOCTH CHCTEM ITPUTHIECKOTO IPUMEHEHHMS Ha OCHOBE IHTepHeTa Beniel.

PesyabTathl. Pa3p360TaHa KOHLEMNIMSA, METOABI, CPENCTBA U TEXHOJIOTMU CO3JaHUS U BHEAPECHUSA FapaHTOCHOCO6HbIX
MHGOPMATMOHHO-YIIPABISTIOIINX CUCTEM KPHTHYECKOro IPUMEHEHHs Ha ocHOBe HTepHeTa Bemei.

BriBoabl. B crathe mpeanokeHa KOHLENIMS, KOTOpash BKJIOYAET HAOOp Hay4HBIX M IIPUKIAAHBIX 3a7ad IO pa3paboTke
METOJIOB, CPEACTB M TEXHOJOTHH IJIsl CO3MAaHUS M BHEIPEHUS TapaHTOCIOCOOHBIX MH(OPMAIIMOHHO-aHATUTHIECKHX U WH-
(hopMaLIMOHHO-YTIPABIISIOIIMX CUCTEM KPUTHYECKOTO MPUMEHEeHUs1 Ha ocHOBe MHTepHeTa Beniel. [lepcniekTuBhI qanpHeHnmx
HCCIIEJOBAaHUI MOTYT BKJIIOYATh IETATU3ALNI0 pa3pabOTaHHBIX MOJENeH, METOMOB U TEXHOJOTHH s obecriedyeHus] Halex-
HOCTU CJI0>KHBIX MH(OPMAIIMOHHO-YIPABILIIONIUX CHCTEM KPUTHYECKOTO IIPUMEHEHNUS HAa OCHOBe MHTepHeTa Bewiell.

KJIFOUEBBIE CJIOBA: uH()OpMaIlMOHHO-YIPABISIONINE CUCTEMbl KPUTHYECKOTO MpUMEHEHHs, MHTepHeT Beulei,
rapaHTOCIIOCOOHOCTH, KHOEpOe30nacHOCTh, (PYHKIIMOHAIbHASL 0€30IaCHOCTb.
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ABSTRACT

Context. Because assessing information security risks is a complex and complete uncertainty process, and non-appearance is a
major factor influencing the effectiveness of the assessment, is advisable use vague methods and models that are adaptive to non-
computed data. The formation of vague assessments of risk factors is subjective, and risk assessment depends on the practical results
obtained in the process of processing the risks of threats that have already arisen during the functioning of the organization and ex-
perience of information security professionals.

Obijective. The object of the study are neural models that combine methods of fuzzy logic and artificial neural net-works and sys-
tems, that is, human-like style considerations of fuzzy systems with training and simulation of mental phi novena of neural networks.

Method. The paper analyzes modern areas of research in the field of information protection in information systems, methods and
technologies of information security risk Assessments, use of vague models to solve problems of information security risk assess-
ment, as well as concept and con-struction of ERP systems and analyze problems of their security and vulnerability.

Results. Identified factors influencing risk assessment suggest the use of linguistic variables to describe them and use fuzzy vari-
ables to assess their qualities, as well as a system of qualitative assessments. The choice of parameters for the development of the
structure of a fuzzy product model of risk assessment and the basis of the rules of fuzzy logical conclusion justified.

Conclusions. A vague risk assessment model of ERP systems is considered. You have selected a list of factors that affect infor-
mation security risk. The methods of assessment of risks of information resources and ERP-systems in general, assessment of finan-
cial losses from the implementation of threats, determination of the type of risk according to its assessment for the formation of rec-
ommendations for their processing in order to maintain the level of protection of the ERP-system are considered. The list of linguistic
variable models is considered. The structure of the database of fuzzy product rules — MISO-structure is selected. Fuzzy variable
models are considered.

KEYWORDS: information security, fuzzy logic, risk assessment, security, ERB-system.

ABBREVIATIONS V — vulnerability level;
ALE — Annualized Loss Expectancy;
ARO — Annualized Rate of Occurrence;
ANFIS — Adaptive Network-based Fuzzy Inference

< a,X,C(a)> fuzzy variable: o.—name of the vari-
able, a.e A; X — universal set (a definition area);

System; C(a)={uny (X):xeX} — indistinct set on X, describing
DB — Database; the limit on the possible values of fuzzy variable a; p—
DSTU - State standard of Ukraine;

o . accessory function;
CVE — Common Vulnerabilities and Exposures; <X T(X),E,G,M > linguistic variable;

CVSS — Common Vulnerability Scoring System;

ERP — Enterprise Resources Planning;

ERP — System-Enterprise Recourses Planning System;
FIS— Fuzzy Inference System;

IES — International Electro-technical Commission;
ISO — International Organization for Standardization;

X — the name of the linguistic variable;

T (X) — a set of values of linguistic variable (termplu-
ral), which imagines the name of fuzzy variables, the area
of definition of each of which is a lot of E;

E — area definition variable (all range of its values);

MIMO — Structure (Multi Inputs — Multi Outputs); G — a syntactic procedure that generates the names of
MISO — Structure (Multi Inputs — Single Output)" a fuzzy variable, allows you to operate elements of the
SISO — Structure (Single Input — Single Output); term set T(X), in particular, to generate new terms;
NVD - National Vulnerability Database; M — a semantic rule, which in accordance with each
RDBMS - relational database management system; fuzzy variable X its value p(x).
SUN TZY — Normative document on technical protec- R — set of actual numbers;

tion of information. B, (le ) — feature affiliations.

NOMENCLATURE M ={y; (le ):i=1,n } —a set of functions of belongings;

A — financial loss from the single threat implementa- | ]

tions; Hj(Xj) — the function of the i-th belonging to the

Fe — the probability of an event; Variable le the i-th segment of the variable Value

R —risk of threat implementation;

P, — probability of threat; area,

i — number of segments area of the variable value.
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INTRODUCTION

Risk implies a combination of the probability of dam-
age by overcoming the system of protection using vulner-
abilities and the severity of such damage. Minimizing the
risks is done by developing a “security policy” (behav-
ioral scheme) and managing it. Thus, the concept of “risk
of information breach” is based on an analysis of “causes
of information security Brea chess “and” consequences of
information security breaches”.

Risk assessment is carried out in the simplest case by
two factors: the probability of accident and the severity of
possible consequences.

Object of research in this paper is the information
security of ERP-systems.

Subject of research — models and methods for asses-
sing information security risks.

The purpose of this work is to improve the quality of
information security and ERP systems risk assessment
with fuzzy neural models.

1 PROBLEM STATEMENT
As part of the business risk of an enterprise, the risk of
information security is defined as a product of loss (finan-
cial) from breach of confidentiality, integrity, authenticity
or availability of information resources (the severity of
consequences) for the likelihood of such infringement
(probability of event):

R=AP,, (1)

Vulnerability:

Pe=R V. 2)

The level of systemic risk is calculated as the sum of
risks for all assets and each threat, taking into account the
vulnerabilities and the effect of the taken countermeasures
as the difference between the amount of planned costs for
countermeasures and the total loss assessment at the de-
termined system risk level.

Security risk assessment is an important element in the
overall security risk management process, which is the
process of ensuring that the organization’s risk position
was within the acceptable limit of the senior management,
and consists of four main steps: Assessment of security
risks, testing and oversight, risk mitigation and opera-
tional security.

Risk managers and decision-making organizers use
risk assessments to determine which risks are reduced
through control and which to take or transmit.

The assessment of information security risks is the
process of identifying the vulnerable situations, threats,
the probability of their occurrence, the level of risks and
consequences related to organizational assets, as well as
the control that can mitigate these threats and their conse-
quences. It offers readers:

1) Assess the probability of threats and vulnerabilities
that are possible; 2) Calculation of an impact that may
that are possible; 3) Calculation of an impact that may
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have a threat to each asset; 4) Determination of quantita-
tive (measurable) or qualitative (described) cost of risk.

Information security risk assessment is divided into
three general stages:

1).Risk identification; 2).Riskanalysis;3).Risk Asses-
sment.

Risk assessment includes seven steps: identification of
system protection facilities; identification of the threat;
identification of vulnerability; control analysis; determi-
nation of probability; analysis of consequences; identifi-
cation of risk.

Complete risk assessment process should also include
two more steps: Recommendations for monitoring and
documentation of results.

According to the results of the risk assessment, it is
decided that the choice of means to influence the risk in
order to minimize the damage from the implementation of
threats in the future. The following methods of exposure
to risk are used.

The following methods of exposure to risk are used.
Risk reduction — reduction of possible damage or prob-
ability of adverse events. This can be achieved as this:
exclusion of risk; reducing the likelihood of risk; reduc-
tion of possible losses.

Preservation of risk (acceptance) — provides for the re-
fusal of actions aimed at compensation (without Fi-
nancing), compensation of it from the sources of the Or-
ganization (Risk fund, self-insurance Fund), or with the
involvement of external sources (subsidies, loans etc.).
The most commonly refers to threats with low damage
and low probability of occurrence.

Risk transfer — transfer of responsibility for it to third
parties (most often for remuneration) while maintaining
the existing level of risk.

2 REVIEW OF THE LITERATURE

There are two main approaches to assessing risk: qua-
litative and quantitative approaches. The third approach,
called mixed or hybrid, combines elements of qualitative
and quantitative approaches.

Quantitative assessments of the risk of information se-
curity use mathematical formulas for determining the ex-
posure factor and the expected loss of one or every threat,
as well as the probability of a threat implementation,
called the annual rate of ARO. These figures are used to
estimate the amount of resources (money) that will be lost
annually to vulnerabilities used, called the annual duration
of ALE loss. By using the received figures, the organiza-
tion can plan to monitor this risk if the countermeasure is
available and cost effective. These numbers allow for the
analysis of costs and benefits for each countermeasure
and the threat to the asset. Countermeasures that reduce
the annual duration of damages more than their annual
costs should be applied if there is sufficient resource to
use the countermeasure.

The advantages of using this approach are the ability
to quantify the consequences of incidents, analyze costs
and benefits when choosing remedies and get a more ac-
curate definition of risk.
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The disadvantages include the dependence of quantita-
tive indicators on their volume and accuracy of the mea-
surement scale, inaccuracy of results, the need to enrich
quality description, a large cost of the analysis, which re-
quires more experience and modern tools.

Qualitative risk assessments of information security
use experience, judgment and intuition, not mathematical
formulas. Qualitative risk assessment may use surveys or
questionnaires, interviews and group sessions to determi-
ne the level of threat and the annual loss duration. This
type of risk assessment is very useful when it is too dif-
ficult to attribute values to a particular risk. Qualitative
assessments of information security risks tend to be well
perceived because they involve many people at different
levels of the organization; they do not require a large nu-
mber of mathematical computing, but the results tend to
be less accurate than the results achieved by quantitative
evaluation.

The disadvantages of approach are the inability to de-
termine the probability and results, using numerical mea-
sures and approximate overall nature of the results.

It is possible to use a mixed approach to information
security risk assessments. This approach combines some
elements of both quantitative and qualitative assessments.

This approach is to assess greater credibility through
presenting difficult facts, but it also engages people inside
the organization to obtain an individual understanding.
The disadvantage of this approach is that its implementa-
tion may take longer. However, a mixed approach can
lead to better data than what these two methods can get
separately.

Information risk assessment involves the use of vario-
us technologies, documents or software tools.

The methodology for assessing information security
risks involves a sequence of actions that are necessary, as
well as a tool (software product) to assess the risks at the
enterprise.

Information risk assessment is carried out using vari-
ous technologies, documents or software. The methodol-
ogy for assessing information security risks is understood
by a systematized sequence of actions (step-by-step in-
structions) that need to be done and a tool (software prod-
uct) for risk assessment at the enterprise.

Currently, the following standards are operating in
Ukraine: ISO 27001, ISO 27002, ISO 27003, ISO 27004
and ISO 27005 [1-5].

Based on the differences in risk analysis approaches,
ways to review risk elements, functionality and other as-
sessment methods, all risks vary as follows:

1. Graphical — methods that involve visualization of
objects of analysis and processes of interaction between
them, while graphs, trees or diagrams are built, allowing
different ways to display information about the objects
studied. In most cases, these methods only allow identifi-
cation of risk elements and methods of interaction bet-
ween them.

2. Mathematical methods, which define the properties
of objects and their interaction with the help of some for-
mal languages describing the laws of functioning, changes
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of properties, etc. These methods allow not only identify-
ing elements, but also to analyze their behavior, changing
their properties and influencing on other elements.

3. Linguistic — Methods that do not involve any tools
and programs, and require only a team of person is re-
sponsible for risk analysis. At the same time, all the stages
of risk assessment, as possible, assume only oral commu-
nication between groups of persons, during which the
elements of risk are identified, the assumptions about
their behavior are made and an approximate assessment of
opportunities and losses is carried out. This class of meth-
ods is most popular and easy to use, but is not always able
to lead to an adequate assessment of the situation.

In recent years, highly intensively developed methods
of analysis and risk assessment, which are based on the
elements of Fuzzy logic. Such methods allow to change
the close tabular methods of rough assessment of risks on
a mathematical method, as well as to significantly expand
the possibilities of mathematical risk analysis methods
[6-8].

The mechanism of risk assessment through fuzzy lo-
gic in general is imagines with itself the expert system.
The knowledge base of such system will make rules that
reflect the logic of the relationship of input values of risk
factors and risk level. In the simplest case, a table des-
cribs this logic in general, which more accurately reflects
the real relationships of factors and consequences. Such
connections are formalized and described by the produ-
ction rules of the “if-something” type. In addition, the
fuzzy logic mechanism provides for the formation of fac-
tor ratings levels and their representation in the form of
fuzzy variables. The process of shaping this type of as-
sessments in general is quite complex, because it requires
a large number of sources of information, consideration of
their quality and the use of experts experience.

To determine the level of risk, it is advisable to use the
theory of fuzzy sets, which allows you to describe vague
concepts and knowledge, operate them and draw vague
conclusions. The theory of fuzzy models used to solve
problems in which inputs are unreliable and poorly forma-
lized, as in the case of the problem solved in this work. To
assess the risk, it is appropriate to use the mechanism of a
vague logical conclusion — obtaining a conclusion in the
form of a fuzzy set corresponding to the current values of
input variables, using a fuzzy knowledge base and fuzzy
operations.

There are developed models of fuzzy conclusion of
Mamdani, Sugeno, Larsen and Tsukamoto [9]. The most
commonly used in practice are Mamdani and Sugeno al-
gorithms. The main difference between them is the me-
thod of specifying the values of the output variable in the
rules constituting the knowledge base. In systems such as
Mamdani, values of input variables are given in fuzzy
volumes, in Sunio-type systems — as linear coexistence of
input variables. For tasks, which are identifications that
are more important, it is advisable to use the algorithm
Sugeno, and for tasks in which more important is the ex-
planation and justification of the decision, the Mamdani
algorithm will have an advantage.
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3 MATERIALS AND METHODS
A fuzzy plural (fuzzy set) is a set of arbitrary elements
that cannot be accurately stated whether these elements
have some distinctive properties used for fuzzy values.
Therefore, the fuzzy set A is defined as many ordered
pairs consisting of elements of X universal set X and rele-
vant degrees of belonging to the

Hat A={(X,pa(X)ixe X},

w o — is the indicator affiliation feature (or just a feature

of belonging) that takes value in the ordered plural
M = [0; 1] and indicates the degree (or level) of the ele-
ment X subset of A.

The degree of belonging 1, is a subjective measure

of , as the xeX; element, corresponds to the notion

whose meaning is formalized by A [10] fuzzy set.

Classical logic cannot work with vague concepts be-
cause all statements in formal logical systems can have
only two mutually exclusive rules: “True” with the mea-
ning of Truth “1” and “not true” with the meaning of truth
“0”.

One of the attempts to escape from the double-digit
binary logic to describe uncertainty was the introduction
of Lukasevich [11] three-digit logic with a third State
“may” with the value Truth “0.5”. By typing fuzzy sets in
the review, Zade [12] suggested summarizing the classical
binary logic based on the consideration of the infinite
number of truth-values.

In the suggested version of vague logic, the meanings
of true statements are summarized to the interval [0; 1],
that is, include both individual cases of classical binary
logic and Lukasevich’s trivial logic. This approach allows
us to consider statements with different values of truth
and to perform reasoning with uncertainty.

“Perhaps true”, “perhaps wrongly”, etc. The higher the
confidence in the truth expression, the closer the value of
the degree of truth to “1”. In the boundary cases “0”, if
there is absolute certainty in the false statement, and “1”,
if there is an absolute sure of the truth statement. The
fuzzy reflection of T: Q — [0, 1] acts on a multitude of
fuzzy statements Q = A, B, C. In this case, the value of the
Q Ae [0, 1] and is an estimate of uncertainty [10].

Like normal logic, fuzzy logic uses operations to con-
struct complex statements.

1. Logical objection — “Not A, “false as A”, the value
of truth of which: T-A=1-TA.

2. Logical Conjunction — “A and B”, who’s meaning is
truth:

TAAB=min(TA;TB). 3)

3. Logical disjunction — “A or B”, whose meaning is
truth:

TAUB=max (TATB). 4)
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4. Fuzzy momentum is “with A should B”, “if A, then
B”, whose truth-values are:

TASB=max(min(TA;TB);1-TA).

“A is equivalent to B”,
are? TA=B=min

5. Indistinct equivalence —
whose truth-values
(max(T—A;TB);max(TA; T=B)) .

In describing objects and phenomena by means of
Fuzzy sets, the concept of fuzzy and linguistic variables
[10, 13, and 14] is used.

Fuzzy variable characterized by the following ex-
pression

<a, X,C(a)>.

Fuzzy plural on X, which describes the limitations on
possible values of a fuzzy variable o, has a drawer:

Cla)={ng (X)X X}

Linguistic variable is a subjective assessment of a per-
son, which is expressed as a natural language, regarding a
specific value of a numerical variable.

Linguistic variable is called set

< X,T(X),E,G,M >. 5)

For example, the expert determines the thickness of
the manufactured product using the concepts of “low
thickness”, “average thickness” and ‘“high thickness”,
with the minimum thickness equal to 10 mm, and the ma-
ximum — 80 mm.

Formalization of this description can be carried out
with the help of the following linguistic variable (5):

We will present: X — thickness of the product; T (X) —
{*“Small thickness”, “average thickness”, ‘“high thick-
ness”’}; E —[10, 80]; G —procedure for the formation of
new term with the help of connections “i”, “or” and modi-
fiers such as “very”, “not™", "“slightly”" etc. For example:
"“Small or medium thickness”, “Very small thickness”,
etc.; M — Task Procedure X = [10, 80] fuzzy subsets,

Al

A = “large thickness”.

= “small thickness”, A, = “average thickness”,

4 EXPERIMENTS

The term-many and extended term set in the condi-
tions of an example can be characterized by the functions
of belonging (see Fig. 1-2).

Fuzzy numbers are fuzzy variables defined in the metric
axis, which is a fuzzy number A defined as fuzzy for a set of
real R numbers with function affiliation R with feature af-
filiations p A, (X) € [0,1], xis areal number, i.e. € A
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The system of Fuzzy logic conclusion is the process of
obtaining fuzzy conclusions in the necessary management
object based on fuzzy conditions or preconditions, repre-
senting information about the current state of the object.

The basis for a fuzzy logical conclusion is the indis-
tinct system, which consists of linguistic rules. Let x and y
are input and output linguistic variable; A and B are some
fuzzy sets (feature affiliations) taken from the term sets of
X and y variables, respectively.

The linguistic rule of vague conclusion “if any” looks
like: R =“xeA , then yeB”, where R “xeA” is a vague
statement, called the rule

F2

Ay Ay

1,0

0,5

0 10 80 x
Figure 1 — The accessories of fuzzy sets: “small thickness”

= A, “average thickness” = A , , “high thickness” = A ,

Condition, “yeB” is a vague statement called the

conclusion rules.

Fuzzy logical conclusion combines all basic concepts
of the theory of fuzzy sets: Functions of belonging, Lin-
guistic variables, methods of fuzzy implication, etc.

The fuzzy output system consists of five functional
blocks [9, 15 and 16].

1. Block of Phazyfication. Phazyfication (introduction
of fuzziness) is the setting of the correspondence between
the numerical value of the input variable of the fuzzy
Output system and the value of the function of belonging
to the corresponding term of the linguistic variable. At the
stage of phazyfication the value of all input variables of
the system fuzzy output, received externally with respect
to the system of fuzzy output method.

1

In case of a clear value of the input variable Xxj the

degree truth fuzzy saying “ X}e Aj le ” is determined by
the.

0 10 80 %
Figure 2 — The function of the fuzzy set “small or average

thickness” = Aj U A,

Value of the p Aj (XE ) function. When the same fuzzy
value is specified, the input variable ijl the degree of truth
of the appropriate fuzzy statement “ 711 eAilj ” in the prem-
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ise is determined based on one of the fuzzy conjunction
operations (3), e.g. operation min — conjunction Al x) =
)

min {u %] (Xj) 1 Aj (Xj) }, or the operation of algebraic
product uAlj (Xj):{uxi (Xj)*”’Aﬂ- (Xj)},VXjE Xj) For an

example of fuzziness, see Fig. 3 [16].

2. The base of the system rules of fuzzy output is in-
tended for the formal presentation of empirical knowledge
of experts in a particular subject area in the form of fuzzy
product rules. Thus, the base of fuzzy product rules of
fuzzy output system is a system of fuzzy product rules;
reflecting expert’s knowledge on methods of management
of the object in different situations, nature of its function-
ing in different conditions, etc. i.e., contains the forma-
lized human knowledge.

Depending on the number of fuzzy statements in the
prerequisites and the conclusions database of the fuzzy
product model, the structure of one of the following types
can be represented [17]:

— SISO-Structure;

— MISO-Structure;

— MIMO Structure.

3. Database. It contains definition of the belonging to
the fuzzy sets function used in fuzzy rules:

M ={p; (x})ii=Ln .

4. Decision-making unit (block of vague logical con-
clusion). Performs withdrawal operations based on exist-
ing rules: aggregation of conditions — the procedure for
determining the level of truthfulness of the rules of the
system of fuzzy conclusion. Activation of conclusions —
the procedure for determining the level of truthfulness of
the conclusions of the product rules. Accumulation — the
procedure for finding the function of belonging for each
of the original linguistic variables specified by the set of
rules [9].

5. Block of Dephazyfication. Dephazyfication in fuzzy
output systems is the process of transition from the fun-
ction of the source linguistic variable to its clear (Nume-
ric) value. The purpose of dephazyfication is to obtain
quantitative values for each output variable used by exter-
nal means in relation to the fuzzy output system using the
results of accumulating all outgoing linguistic variables
[10].

bk
sf

Ay qd & A

/ ! t‘: /
B C

Figure 3 — Examples of entering a fuzzy with the use of clear

=

values of the input variable le (A) and fuzzy value of the input

variable i} operation min-conjunct (B) and algebraic equal (C)
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Neural fuzzy networks have fuzzy values in different
components of traditional neural networks based on the
theory of fuzzy sets and fuzzy logic. Different types of
intelligent systems have their own characteristics, for ex-
ample, regarding the possibilities of learning, gene-
realization and getting results, which makes them the
most suitable for solving some classes of problems and
less suitable for others.

Neural networks are convenient for the problems of
pattern recognition, but are very inconvenient to explain
how they perform recognition. They can automatically
gain knowledge, but the process of their learning is often
slow enough, and the analysis of the trained network is
very complex (trained network is usually “black box™ for
the user). At the same time, some priori information (ex-
pert knowledge) to accelerate the learning process in the
neural network is difficult to enter.

Systems with fuzzy logic, opposite, are easy to explain
obtained with their help of conclusions, but they cannot
automatically gain knowledge for their use in mechanisms
Vive den. The need to break the universal sets into sepa-
rate areas, as a rule, limits the number of input variables
in such systems a small value.

Hayashi and Imura [18] have shown that a direct-
spread neural network can approximated any system
based on vague rules, and any direct-spread neural net-
work can be aproximized by a system based on vague
rules. In theory, systems with fuzzy logic and artificial
neural networks are similar to each other, but in practice,
they have their own advantages and shortcomings.  This
understanding has formed the basis for the creation of the
apparatus of fuzzy neural networks, in which the output is
made based on fuzzy logic, but the relevant affiliation
functions are adjusted using methods of teaching neural
networks, for example, method of reverse propagation
error. Such systems not only use a priori information, but
also can acquire new knowledge, being logically trans-
parent.

Neuro-fuzzy network is the presentation of a fuzzy
output system in the form of a neural network convenient
for learning, analyzing and using. The structure of the
neuro-fuzzy network corresponds to the main blocks of
fuzzy output systems [19, 20].

Fuzzy models and algorithms of fuzzy output on their
basis can be presented in the form of fuzzy products net-
works, in the structure of identical multilayered neural
networks with direct signal distribution (feed forward),
elements of each layer (or combination of layers), imple-
menting a separate stage of fuzzy output in a fuzzy pro-
duction model:

The first layer of neurons performs the function of in-
troducing fuzziness (phazyfication); Hidden layers disp-
lay a combination of fuzzy rules and implement the fuzzy
output algorithm; The last layer performs the function of
bringing to clarity (dephazyfication) of the original vari-
able.

At present, a large number of different architectures of
neuro-fuzzy networks are known [21, 22]:
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— Fuzzy neural systems (fuzzy neural systems): In
neural networks, fuzzy logic principles are applied to
speed up the configuration process or improve the pa-
rameters;

— Fuzzy logic is only an instrument of neural networks
and such a system cannot be interpreted in fuzzy rules,
since it represents the “black box”;

— Competing neuro-fuzzy systems (concurrent neuro-
fuzzy systems): A fuzzy system and a neural network are
working on one task without affecting each other's para-
meters;

— Parallel neuro-Fuzzy systems (cooperative neuro-
fuzzy systems): Settings executed are with the help of
neural networks, after which the fuzzy system functions
in-dependently;

— Integrated (hybrid) neuro-fuzzy systems (Integrated
neuro-fuzzy systems) — systems with close interaction of
fuzzy logic and neural networks.

ERP is understood to be the concept of a coherent so-
lution for accounting, control, planning and management
of industrial and financial resources of the enterprise. Re-
search firm Gartner Group to describe management sys-
tems that provide automation of planning, forecasting and
financial management processes, production, logistics and
marketing, accounting, product design, development of
technological processes, etc. introduced the term. ERP is
a global management standard proposed by the U.S.
Manufacturing and Reserves Management Community.

5 RESULTS

ERP-System is a corporate integrated information sys-
tem that implements the ERP concept, creating a single
information environment for automation of planning, ac-
counting, control, management and analysis of the main
business processes of the enterprise.

The purpose of the ERP-system is to integrate all de-
partments and structures of the company into a single
information and technological computer network to meet
all the needs of individual units.

The most common ERP systems are SAP, Oracle E-
Business Suite, and Microsoft Dynamics.

The term ERP-system used in the following two
meanings as:

1) information system for identification and planning
of all resources of the enterprise, which are necessary for
the sale, production, purchase and accounting in the pro-
cess of fulfillment of client orders;

2) Methodology for effective planning and manage-
ment of all resources of the enterprise, which are neces-
sary for the sale, production, procurement and accounting
when fulfilling customers orders in the spheres of produ-
ction, distribution and service provision.

The typical ERP-system ensures the following tasks:

— financial management;

— Production management;

— Managing inventory formation and distribution;

— Management implementation and marketing;

— Management of customer retention;

— Supply management;
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— Project management;

— Personnel management;

— Service management;

— Quality assurance procedures.

In addition, the ERP-systems can support electronic
data exchange with other software applications, as well as
simulate situations that are related to planning and fore-
casting.

The use of ERP-Systems has the following advantages
for the enterprise:

— Saving business in the long term by optimizing
processes;

— Reducing operating expenses due to simplified busi-
ness processes and best practices;

— Improve user collaboration;

— Reducing risk by increasing data integrity and finan-
cial control;

— Reducing management and operation costs through
single-form and integrated systems;

— Providing a unified system that reduces IT, work-
force and training costs;

— Obtaining real-time information by business;

— Facilitating the reporting and planning process with
improved data and analytics;

— Increase accountability and security by controlling
user rights.

In addition to advantages, the use of ERP-Systems has
its drawbacks:

— deploying and maintaining the ERP-system can be
very expensive;

— System deployment is a long and complicated proc-
ess;

— Deploying a system of significant changes in man-
agement,

— ERP-systems are often less complex than special-
ized software and may not be used or replaced.

The objectives and tasks of information security in
ERP-systems are as follows:

— mitigation of the risks of loss/disclosure;

— Compliance with state and intra corpo-rate standards
of information protection;

— Data integrity protection;

— Guarantee of confidentiality of company’s internal
information.

ERP-systems have a complex architecture that com-
bines various technologies, such as application servers,
databases, inter-platform software, Web server, operating
systems, ID management systems, etc. This complexity
creates additional threats in terms of information security,
which can occur in the design and development stages of
the ERP-system, and during the implementation and ope-
ration stages [24].

The typical ERP-system consists of three components,
connected through the client-server architecture (see
Fig. 4):

— DB level,

— Application level;

— View level ((assigned to the user).
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Data storage is carried out in the database (level DB),
their processing is done on the server application (applica-
tion level), and user interaction occurs through the client
application (presentation layer). The environment, which
unites all the components that are on different architec-
tural levels of the ERP, is the network infrastructure.

Level of Application DB Level
Representation Level
0w
/’ o= [ JERTEEE
. 0w
L .
Client Application DB server
Server

Figure 4 — Three level environment of ERP-systems

The three tiered client-server architecture can be de-
ployed to a multilevel system.

Thus, the main aspects of security to consider when
using the ERP-system, are:

— network security;

— Operating system security;

— DB security;

— application-level security;

— Protection of information on the client computer.

Ensuring security of information is necessary at each
of the selected levels of the ERP-system, with the choice
of information security mechanisms at the above levels
depends on the specifics of a particular project and the
risk level of each threat.

ERP systems are generally developed as large, com-
plex, homo geneous, critical applications, and are usually
developed and marketed as commercial extraordinary
software by large software vendors such as SAP, Oracle,
and Microsoft. ERP application development is theoreti-
cally based on the best industry practices, and they are
designed to meet the broad business requirements cover-
ing a wide range of industries.

The functionality provided by commercial ERP-sys-
tems is designed in such a way that it can be configured to
enable customers to incorporate their own business rules
to meet specific business or industrial requirements. Ho-
wever, even after the configuration is completed, gaps of-
ten remain between the standard functions provided and
specific requirements of the organization. Aiming to im-
prove user adoption, most ERP systems customers com-
plete the development of extensions and settings to make
sure the app better supports business processes.

As ERP systems handle and store confidential per-
sonal and commercial information relating to employees,
customers, suppliers, prospects and projects, further de-
velopment beyond the original scheme exposes the appli-
cation to increased risk of data breaches and non-com-
pliance with the rules.

Custom development tends to constitute a very small
portion of the entire application, but since they are
accessing and processing the same sensitive data as the
un-derlying program, they pose a significant security risk,
which can potentially cost an organization’s loss from a
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security breach. Extension and configuration of ERP ap-
plications is a specialized technical effort that requires,
apart from the necessary development skills, to under-
stand the architectural, functional and security model of
the program, including proposed by the manufacturer best
practices for product expansion. Here are some key as-
pects of security that enterprise developers must take into
account when using ERP-applications:

1) Access Management. ERP application access con-
trol refers to the identification and management of author-
ized users, including giving them the appropriate roles
needed to access processes and data. Access control is
crucial for protecting data against unauthorized disclosure
and change at the same time, maintaining appropriate
availability levels for authorized users for operational
purposes.

2) Database level security. At the heart of the ERP-
system is RDBMS, which manages data entry/output and
storage on the database server. The ability to customize
data objects for different users is the key to any applica-
tion and the basis for the security architecture to control
access to data. Different database platforms provide tools
for creating logical data objects that allow various users to
view and handle common business objects differently.

3) Data encryption/ Data masking. In addition to func-
tional access and data access controls, ERP data can be
encrypted to mitigate exposure risks. Encryption is the
most important tool for protecting sensitive information,
more commonly used to transmit data, ensuring privacy
and data integrity. For static data, encryption is not re-
quired for all security scenarios, but for sensitive personal
data such as credit card numbers or passwords, this is an
important tool. Data masking is a technique that is used to
protect further data when encryption is not necessary.
This allows you to move sensitive information in a way
that will not prevent ordinary operations with a database
such as maintaining reference integrity and limiting data
types. Data values change but meet the schema require-
ments, allowing extracts from a database that usually con-
tain sensitive data used for development purposes and
testing. Data masking can be done using scripts, or special
tools from developers of ERP systems.

Among the most common security problems, ERP-
system can specify the following threats:

— The delay of updates that are necessary mainly to
eliminate the vulnerabilities found in the software, and the
installation of which is vital to prevent the possibility of
using these vulnerabilities;

— Insufficient control of access rights, which, in the
wrong setting, become potential internal risks to the sys-
tem and threaten the integrity and confidentiality of in-
formation;

— Insufficient training of personnel working with the
system, especially for new employees, who do not have
deep knowledge of internal processes and errors, which
may violate the principles of business processes execu-
tion;
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— Insufficient checking of personnel having un-
impeded access to system processes and ability to change
the functionality of the ERP-system software;

— Use of unlicensed programs that can be used to-
gether with the ERP-system to achieve a single goal (for
example, support for sales data in the ERP system, but run
reports using Excel);

— Errors in implementation and configuration of the
platform (customization, incorrect credentials, open ports,
etc.) ERP system, which has many configuration files, can
also potentially compromise the functioning of the proc-
ess and data;

— Failure to comply with the regulatory norms and
regulations intended to protect confidential information
entails financial and reputational consequences.

Here is a list of common vulnerabilities of ERP-sys-
tems:

1) Complexity. ERP systems handle transactions and
implement procedures to ensure that users have different
access privileges. For example, in SAP R/3 system, there
are actually automated object objects that allow to per-
form various actions on systems. In an organization of
medium size can be created about one hundred types of
transactions, each transaction usually requires that the
smallest, two-object authorization. On the example of the
SAP system, if the company has 200 users, there are ap-
proximately 800 000 (100 * 2 * 20 * 200) methods for
configuring the security parameters of ERP-systems [25].

As complexity increases, the possibility of errors and
conflicts of authority also increases [26].

2) Specificity of the software. Software vendors regu-
larly correct the vulnerabilities because hackers track
business applications to find and use security issues: SAP
Monthly releases a hot fix, Oracle issues security fixes to
quarterly, moreover, business applications become in-
creasingly exposed to Internet or migrate to the cloud
[27].

Internal business applications close to prying eyes,
and this leads to the illusion of “safe as classified”, but in
specific business applications find trivial and extremely
dangerous security vulnerabilities that are rare in popular
products.

3) Lack of competent specialists. Most ERP system
training programs are designed to teach how to use sy-
stem capabilities and pay little attention to ERP security
and auditing [25]. The majority of companies understand
the threats of ERP systems by the security service at best
superficially [28]. Many companies do not pay proper at-
tention to the security of the ERP system. The implemen-
tation consultants tend to be concerned only by having to
deploy the system in time and invest in a pre-determined
budget. Safety issues are considered secondary. Because
of this, the security of the system turns out to be weak,
and to identify and fix safety problemsa difficult and
costly measure.

4) Lack of security auditing tools. ERP security Audit
is done manually, as various tools with ERP, packages do
not provide system security auditing tools. Manual audit
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is a complex and laborious process that increases the pos-
sibility of error [26].

5) A large number of settings. In the default, system
settings there are many parameters and subtle settings that
include the differentiation of rights for different Objects,
such as transactions and tables. In all these mass settings,
the task of securing is not easy even for a system. In addi-
tion, the customer somehow sharpens a large part of the
ERP system settings, so that there are no two identical
ERP systems. In addition, they develop their programs,
safety of which should also be taken into account in the
comprehensive assessment of the [29]. For this reason, it
is difficult to develop a consistent approach or methodol-
ogy for security audits.

We provide a list of vulnerabilities of ERP systems,
according to the level of architecture [30].

Network layer:

1. Ability to intercept and modify traffic:

— lack of data encryption — data transfer between the
client and the server client-server requests containing
critical information can be intercepted or modified,;

— password transfer in the open form.

2. Vulnerabilities in the encryption or authentication
protocol:

— ash authentication;

— XOR password encryption;

— Introduction of the use of old authentication proto-
cols;

— Non correct authentication algorithms.

3. Using a network protocol vulnerability would cause
legitimate users to be denied access so that an attack co-
uld be carried out:

— Error in RFC the YSTEM -CREATE INSTANCE
function (exploit the vulnerability allows arbitrary code);

— Error in RFC RFC_START_GUI function (exploit-
ing the vulnerability also allows arbitrary code);

— Error in RFC the RFC_START PROGRAM fu-
nction (exploit the vulnerability could allow arbitrary co-
de or learn about the RFC server configuration);

- Error in RFC the
TRUSTED SYSTEM SECURITY function (exploit the
vulnerabilities allows information about existing users
and groups on the RFC server).

Operating system level:

1) OS software vulnerabilities: Any vulnerability in
the OS used to access applications.

2) Weak OPERATING OS passwords:

— possibility of remote selection of passwords;

— Empty passwords for remote control tools such as
RAdmin and VNC.

3) Unsafe OS settings:

— NFS and SMB (data can be accessed by an
anonymous user via NFS or SMB);

— File permissions;

— The unsafe settings of the hosts (trusted hosts can be
set by servers that can easily be captured by an attacker.

Application vulnerabilities.

— All possible vulnerabilities in web applications;
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— Buffer overflow and format string in web servers
and application servers;
— Dangerous access rights.

6 DISCUSSIONS

Modern scientific directions in the field of information
protection in information systems, methods and technolo-
gies of information security risk assessment, use of fuzzi
models to solve problems of information security risk as-
sessment, as well as concepts and developments of ERP
systems and problems of their security and vulnerability.

According to the results of the survey, the proposed
factors influencing risk assessment use linguistic variables
to qualities, and determine the system of qualitative as-
sessments describe them and use fuzzy variables to assess
their.

CONCLUSIONS

The approach to information security risk assessment
of ERP systems may be further developed and lie the
basis of the development of information risk management
systems.

Ensuring security of information is necessary at each
of the selected levels of the ERP-system, with the choice
of information security mechanisms at the above levels
depends on the specifics of a particular project and the
risk level of each threat. Assessment of information se-
curity risks when using the ERP-system is necessary to
develop recommendations for reducing the level of risks,
as well as taking effective measures to ensure the infor-
mation security of the entire enterprise.
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METOJHU I MOJEJII OHIHKH PU3UKIB ERP-CUCTEMHU
KoxyxiBesknii A. JI. — 1-p TexH. Hayk, npodecop, nmpodecop xadenpu indopmaniiinoi Ta xibepHernanoi 6e3nexu JlepxkaBHOTO
YHIBEpCHTETY TeleKoMyHikanii, Kuis, Ykpaina.
KoxyxiBcbka O. A. — 1-p TexH. HayK, JOLEHT kadeapu iHpopmariifHoi Ta KibepHeTHYHOT Oe3mexu Jep)kaBHOrO yHIBEPCUTETY
TenekomyHikauii, Kuis, Ykpaina.

AHOTALIA

AKTyaiabHicTb. OCKINBKA OL[iHKA PU3HKIB iH(OPMAIiifHOT O€3MeKH € CKIaJHUM 1 MOBHUM HEBHU3HAYCHOCTI MPOLIECOM, a HEBH-
3HA4YEHOCTI € OCHOBHUM (pakTOpOM, IO BIUTMBAE HAa €PEKTUBHICTH OIIHKH, JOUITGHO BUKOPHCTOBYBATH HEUITKI METOAM Ta MOJENI,
IO € aJaNTUBHUMHU IO HEYHCIOBUX AaHWX. DOpMyBaHHS HEUITKHX OLIHOK (paKTOpIB PU3HKIB HOCATH Cy0’€KTHBHHII Xapakrtep, a
OIIIHKA PU3UKY 3aJISKUTH BiJl IPAKTUYHHUX PE3yJIbTATIB, OTPIMAHUX Yy Hporieci 00poOKY PU3HKIB 3arpo3, 0 BX€ BUHUKAIN Y IIPOIie-
ci pyHKIioHyBaHHS opraHi3auii Ta JocBigy ¢axiBiiB 3 iHGopmariiHOT Ge3meKH.

MeTta po60TH — 1OCITIIKCHHS HEHPOHEUITKIX MOJEINeH, 1110 KOMOIHYIOTh METOAN HEYiTKOI JIOTIKM Ta IITYYHUX HEHPOHHHX Me-
pex i cucteM, TOOTO JIOJMHONOAIOHOTO CTUIII0 MipKyBaHb HEUITKUX CUCTEM 3 HABYAHHSM Ta MOJICIIIOBAHHSM PO3YMOBHUX SIBUII HEH-
POHHHX MEPEK.
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MeToa. Y poOOTi OIISIHYTO CydacHi HaIPsIMKH JOCIIJDKEHb B cdepi 3axucty iHdopmaii B iHpopmaniiiHux cucremax, METOIH Ta
TEXHOJIOTI] OLIIHIOBaHHS PU3HKIB iH(pOpMaIiiHOT 6e3neKkr, BAKOPUCTAHH HEUiTKHX MOJeNel IJIsl BUPILICHHS 3a1a4 OLiHKH PU3HKIB
indopmariiiHoi Ge3rexy, a TakoXK KoHLemnLiro Ta 1o0ynoBy ERP-cucrem Ta npoananizoBano npo6iaemu ix 6e3neku Ta Bpa3IMBOCTI.

PesynbraT. BuzHaueHo ¢akTopy, 110 BIUTHBAIOTh HA OLIHKY PU3HUKIB, 3alIPOIIOHOBAHO BUKOPHCTAHHS JIIHIBICTHIHUX 3MIHHUX
JUTsL 1X OIKCY Ta BUKOPUCTAHHS HEYITKHX 3MIHHHX JUISl OLIHKH iX SIKOCTEH, a TAKOXK CHCTEMH SIKICHUX ouiHOK. OOrpyHTOBaHO BHOIp
mapaMeTpiB Ui PO3POOKH CTPYKTYpU HEUITKOI MPOMYKIIHHOI MOJETi OLIHIOBaHHS PU3WKIB Ta 0a3u MpaBHI HEYITKOTO JIOTIYHOTO
BHCHOBKY.

BucnoBku. PosrisnyTo HewiTky Mojenb omiHkd pm3uky ERP-cucrem. Bubpano crmcok ¢akTopis, 10 BIUIMBAIOTH Ha PU3HUK
indopmariiiHoi Oe3nekn. Po3rmssHyTO MeToam OIHKM pHU3HKIB iHpoOpMamiiiHuX pecypciB Ta ERP-cucrem 3aranom, omiHKm
(iHaHCOBHX BTpaT BiX peaiizamii 3arpo3, BU3HAUCHHS BHY PH3UKY 3a HOr0o OLIHKOO Ul opMyBaHHS peKOMeHIalii mono ix o6-
poOku 3 Meroro miATpuMaHHs piBHS 3axucty EPII-cuctemu. PosrisiHyTHil mepelnik JIHMBICTHYHMX 3MIHHHX Mojened. BuGpano
CTPYKTYpy 0a3u JaHux HewiTkux npasui npoaykry — MICO-ctpykrypa. Po3riisiaroTecst HEUiTKi 3MiHHI MOJIEITI.

KJIFOYOBI CJIOBA: indopmariiiina O6e3reka, HedyiTka JIOrika, OLiHKa PU3HKIB, 3axuIleHHIcTh, ERB-cucTema.

YK 004.94
METOAbI U MOJAEJN OEHKH PUCKOB ERP-CUCTEMbI
KoxyxoBckmnii A. Jl. — 1-p TexH. Hayk, mpodeccop, npopeccop kadeaps! HHPOPMAIIMOHHOH Ta KHOSPHETHIECKOH 0€30ITaCHOCTH
lNocynapcrBenHoro yHusepcurera tenekommyHukanuii, Kues, Yxpauna.
KoxyxoBckast O. A. — 1-p TeXH. HayK, JIOLEHT Kadeapsl HHPOPMALMOHHON Ta KnbepHeTH4IecKoit Oe3omacHocTu ['ocy1apcTBeH-
HOT'O YHHBEpCUTETa TeleKoMMYyHHUKaluii, Kues, Ykpauna.

AHHOTAIUA

AKTyalbHOCTb. [I0CKOTBKY OIlEHKA PUCKOB MH()OPMAIMOHHOW 0€30MAaCHOCTH €CTh CIOKHBIM H ITIOJHBIM HEONPEICICHHOCTH
IIPOLIECCOM, A HEOIPEJETIEHHOCTH €CTh OCHOBHBIM (h)aKTOPOM, YTO BIHsCT Ha 3(P(EKTUBHOCTH OLICHKH, LIeJIECO00pa3HO UCIIONH30BATh
HEYEeTKUE METO/bI U MOJENH, YTO €CTh aJallTHBHBIMH JI0 HEUHCIIOBBIX JaHHBIX. DOpMUpPOBaHNE HEUSTKUX OLCHOK (DAKTOPOB PUCKOB
HMEIOT CyOBEKTHBHBIN XapakTep, a OLIEHKa PHCKOB 3aBHCUT OT NMPAKTHYECKHX PE3yJIbTaTOB, NMOJYYEHHBIX B Ipolecce 00paboTKu
PHCKOB IIOTPO3, YTO yXKE€ BOZHHUKAIHM y Hporecce (GyHKIMOHUPOBAHUS OPTraHU3aLlUH U OIBITa CHELUAINCTOB C MH(POPMAIIMOHHOM
6€30MacHOCTH.

Ilean paboThl — HcCeIOBaHNU HEMPOHEUETKUX MOJIENEH, YTO KOMOMHUPYIOT METO/IbI HEUETKOH JIOTUKH U UCKYCCTBEHHBIX HEH-
POHHBIX CeTell U CHCTEM, TO €CTh YeJIOBEKONOZOOHOTO CTHIIS MBIIUICHNI HEYETKUX CHCTEM C 00ydEeHHEM M MOIEIHPOBAHUEM YMCT-
BEHHBIX CBOMCTB HEMPOHHBIX CETEH.

Metoa. B pabote paccMOTpeHBI COBpEMEHHBIE HAIPABJICHUS NCCIENOBAaHUN B cepe 3amuTel HMHGOpPMANUH B HH(HOPMAINOH-
HBIX CHCTEMax, METOABI U TEXHOJIOTHU OIIEHHBAHMS PHCKOB MH(OPMAIMOHHONW 0€3011acCHOCTH, NCIIOIH30BAHHUS HEUETKUX Mojeleit
JUISL pEIIeHNs 3314 OIIEHKH PHCKOB MH(POPMAIMOHHON 0E30IIacHOCTH, a Takke KOHIEeNnuro 1 nocrpoenus ERP-cuctem n mpoana-
JIM3MPOBAHO NMPOOIEMbI X 0€30IaCHOCTH U ySI3BUMOCTH.

PesyabTatsl. OnpeneneHsl (HakTopbl, YTO BIUSIOT Ha OLIEHKY PUCKOB, NPEAJIOKCHO HCIOJIb30BAHUE JIMHIBUCTUYECKUX Iepe-
MEHHBIX A7 X OMHCAHUS M UCIIOIb30BAHHS HEUETKUX MEPEMEHHBIX JUIS OLIEHKH MX KauecTB, a TAKXKE CHCTEMBI KAUECTBEHHBIX OIle-
HOK. O00CHOBaH BBIOOp MapaMeTpoB Uil Pa3paboTKU CTPYKTYPHI HEUETKON NMPOAYKIHOHHOW MOZIEIH OLEHUBAHHS PUCKOB U 0a3bl
MIPaBHJI HEYETKOTO JIOTHYECKOTO 3aKIFOUCHUSL.

BsiBoasbl. PaccMoTpeHo HeueTkyro Moaens oueHkn piuckoB ERP-cucrem. BriOpano ciimcok GpakTopoB, 4TO BIUSIOT HA PUCK HH-
(opmanmoHHON 6e30macHOCTH. PaccMOTpEHbI METO/BI OLIEHKH PHCKY MH(OpMaIMoHHBIX pecypcoB U ERP-cuctem BooO1e, oreHKH
(DMHAHCOBBIX BTpPAT OT peajH3al IOTPpo3, ONPEAEIICHNE THIIA PUCKY 33 €r0 OLEHKOO IS (JOPMHUPOBAHHS PEKOMEHIAINI OTHOCUTE-
JIBHO MX 00pabOTKH JUIsl MOJIepKaHusl ypoBHs 3amuiieHHoctd ERP-cucrembr. OnperenieH CIMCOK JIMHTBUCTHYECKUX MEPEMEHHBIX
MOJIEJIH; BBIOPAHO CTPYKTYpY 0a3bl HEUSTKUX MPOAYKIMOHHBIX npaBui — MISO-cTpykTypa. PaccMoTpeHo cTpyKTypy HE4eTKO#H Mo-
nemu. OnpeeneHbl HEUETKUE EPEMEHHBIE MOEIH.

KJUIIOYEBBIE CJIOBA: undopmMannoHHas 6€30mMacHOCTb, HEUETKast JIOTMKa, OL[CHKA PUCKOB, 3aIluIieHHOCTh, ERB-cucTema.

JITEPATYPA / JUTEPATYPA 5. Indopmarmiiiai texHomorii. MeTomu 3axucTy. YIIpaBIiHHSA

1. Meromu 3aXHCTy CHCTEMH YHPaBIiHHS iH(QOpPMAIIHHOIO pm3ukamu iHpopmaniitnoi 6e3nexu [Texcer]: JICTY ISO/IEC
oesnexoro [Texer]: ICTY ISO/IEC  27001:2015. -2016. — 27005:2015. — 2015. — Ywmn. 2017.10.01. — K. : AII
Uun. 2017.01.01. K. : AT «YkpHAHL», 2016. — 22 c. «YxpHIHI», 2016.

2. Indopmaniitai TexHosorii. Meroan 3axucrty. 3Bit mpaktuk 6. Exumakos lO. I1. Heuerkas Moaenb OIEHKH PUCKOB MPOJBH-
monao 3axoniB indopmauiiinoi Oesneku [Texcr]: JACTY xeHus nporpaMmubiX mpoaykroB / 0. I1. ExnakoB // bu3s-
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JCTY ISO/IEC 27003: 2018. — 2018. — Yun. 2018.10.01. — C. B. I'mapgpnr // Mi>kHapogHuii HayKOBO-TEXHIUYHHI XKyp-
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ABSTRACT

Context. One of the most essential properties of technical systems is their reliability, i.e. the ability of the system to perform in-
tended functions, preserving with time the values of operation indicators within the predefined boundaries. The failure cost for mod-
ern complex technical system can be very high, which can result in events of different severity ranging from economic losses to harm
to human life and health. Hence, the requirements for their reliability constantly increase. The reliability assessment of complex
technical systems can be simplified by the combination of analytical research methods with computational capabilities of modern
computers. The most widely used analytical methods are based on the theory of Markov processes which in turn provide the possibil-
ity to determine the time dependencies of probabilities of the system to be in defined states (operating, recovering, failure etc.), and
thus the values and time dependencies of the reliability indices needed. These methods can be successfully used for the reliability
analysis of different kinds of technical systems: both non-recovered and recovered; non-redundant and redundant of different redun-
dancy types, maintenance priorities etc. However, the application of these methods for complex technical systems containing large
number of elements meets the high dimensional calculation problem, which makes it impossible to perform these tasks manually.
Hence the problem of automation of complex technical system reliability modeling using modern computational systems is very
relevant research topic. To solve this problem, one can use specific algorithmic and software techniques described in this paper.

Objective. The goal of this article is to develop the algorithms for automated RBD processing and reliability indices assessment
of complex technical systems along with the software suite for automated reliability assessment.

Method. To perform the reliability analysis the RBD approach is used which allows one to represent and visualize each element
of the system in the form of a rectangle, joined by the lines in parallel or in series with other elements of the system. To obtain the
reliability indices values the mathematical model of technical system reliability behavior using Markovian random process was sug-
gested. The algorithm of RBD processing and automatic determination of operability conditions of a technical system was further
considered. To calculate the minimum and maximum number of operational and failure states for the system of n elements and r
recoveries the paper introduces a mathematical model based on combinatorial approach. To develop the software suite the object-
oriented approach was used.

Results. The algorithms and software suite allows us to easily construct RBD for a technical system, to automatically determine
the operability condition with execution time of about 10 sec for 1,000 elements with mixed type of connection, to form automati-
cally a state-and-transition matrix along with the corresponding differential equation system and solve it with total execution time of
about 35 sec for 109 states and, thus to obtain the numerical values of reliability indices for the technical system studied. A case
study of the reliability assessment for the system consisting of 22 elements using RBD shows that the total time of software
execution is 36.712 sec. During executing of this test case the most time (35.168 sec) was spent for execution of the algorithm for
construction of a state-and-transition graph consisting of 52,694 states.

Conclusions. The algorithms and methods for automated reliability indices assessment of complex technical systems based on
RBD approach, as well as model for estimating the number of total and working system states are presented. The modular structure
of the developed software suite makes it flexible and gives an opportunity to add and make modifications of modules fast and with-
out significant program changes.

KEYWORDS: software, reliability, RBD, states and transitions graph.

ABBREVIATIONS
RBD is a reliability block diagram.

NOMENCLATURE

P(?) is the probability of a system being at time ¢ in
the state x;;

t 1s time;

X; is a system state;

A;(?) is an intensity of transition from state x; to state
X3

N is the number of possible states of a system;

n is the number of elements (modules) in a system;
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r is the number of recoveries for each element in a
system.

INTRODUCTION

Development of complex technical systems sets new
and still more complicated issues before design engineers.
The majority of modern technical systems are hardware-
software, multicomponent and thus difficult in engineer-
ing and development. Besides they are classified as re-
storable and unrestorable, of long and short operation
time, standby and simplex, which also complicates the
process of their design. One of the most important devel-
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opment tasks especially in designing of such systems is
the calculation of their reliability because the lives of
dozens or even thousands of people depend on the opera-
tional activity of the above mentioned systems, their
breakdown can lead to millions of losses and numerous
deaths of people [1, 2]. Therefore, reliable design is one
of the most important stages of technical system devel-
opment in general and complex high-duty technical sys-
tems in particular.

The object of the study is the process of reliability
assessment of complex technical systems.

The subject of the study is algorithms and software
tools for automated reliability assessment using reliability
block diagram.

The purpose of the work is to develop the algorithms
and software suite for automated reliability assessment of
complex technical systems using the RBD approach and
Markov processes formalism.

1 PROBLEM STATEMENT

The main problem of designing of reliability models
of complex technical systems based on Markovian proc-
esses is their large dimension, which reach hundreds of
thousands of states even for a system consisting of rela-
tively small number of elements, in particular if one or
more of the following conditions are satisfied: (i) the ele-
ments are of different types; (ii) the elements can be re-
covered with a limited number of times; (iii) there are
different maintenance teams and the teams are not univer-
sal (i.e. a particular team can repair only particular ele-
ment types)[3].

Reliability behavior of a system in time can be inter-
preted as a random process with a discrete range of values
(states) and continuous change of parameter (time), i.e. as
a discrete-continuous stochastic process. Time depend-
ences of the probabilities of random process can be de-
scribed by the system of Kolmogorov — Chapman differ-
ential equations of the following type [4]:

N N
==Y L (OB@O+ Yk (OP; (1),
i=1 j=l @)

ij=12,.,N.

A set of states and system transitions as well as the
values of transition intensities (i.e. the failure and recov-
ery intensities) are the input data for Kolmogorov—
Chapman differential equations (1). These values are par-
tially obtained directly from the user’s input (failure and
recovery intensities) and partially are formed automati-
cally by the developed software suite based on a RBD
provided by user [5].

The solution of equation system (1) allows us to de-
termine the following reliability indices: probability of
failure-free operation, the availability coefficient and
availability function, the average failure-free operating
time (Time-To-Failure), the average recovery time, etc.
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Thus, these values and theirs time dependencies are the
output of the discussed software suite.

2 REVIEW OF THE LITERATURE

Reliability assessment of complex technical systems,
including both purely hardware and with a software com-
ponent, is often carried out using Markovian models. The
essence of these models is in considering the system reli-
ability behavior as a random process which can be de-
scribed as a set of discrete states changing in time [6]. The
time can be considered both discrete and continuous. The
mentioned models can be characterized by relevant state
vectors of system elements.

The reliability model of a modern complex technical
system can contain up to several thousands of elements
being in turn in different states (e.g. operating, failure,
recovering) [7]. This results in large space of possible
states in the corresponding Markov model [8]. It is con-
venient to describe the system reliability behavior by a
graph, the nodes of which are attributed to the states of
the system, and the edges to possible transitions from one
state to another [9].

One of the classical approaches to the reliability calcu-
lations is a structurally logical analysis of technical sys-
tems. This approach for calculation of reliability parame-
ters implies the use of structurally logical RBD [10] of
technical systems, which graphically display the intercon-
nection of elements and their influence on the system op-
erability on the whole. Structurally logical diagram is a
collection of previously allocated elements, connected
between each other in series or in parallel. The criterion
for the determination of the joint kind of the elements is
the influence of their failure on the system operability.
Under this approach the condition of the system operabil-
ity can be defined with the help of the algebraic function
of logics, i.e. in analyzing of the diagram topology it is
first needed to determine such segments, which form the
serial connection of elements and thus the joint method of
the allocated segments between each other is being con-
sidered. In serial connection the elements are connected
by the logical operation AND, in parallel connection — by
the logical operation OR [11].

From the first sight it might seem that the execution of
the above described operations is a quite simple task,
which does not require special skills and knowledge and
is of polynomial complexity. In reality it is not so, be-
cause even the construction of the operability condition
for the technical system is not a simple task, especially in
case of the availability of a collection of elements with
diversified joints between them, while solving which
manually there is a very high probability of a human er-
ror, particularly among designers with insufficient work
experience. In its turn the construction and visualization
of a state and transition graph is a sophisticated problem,
because the number of possible states of the system de-
pending on the number of elements, the number of ele-
ment recoveries is growing exponentially which is in its
turn reflected upon the complexity of the differential
equation system.
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By reference to the abovementioned the process of the
reliable designing of complicated technical systems re-
quires the automation of all its stages, starting from the
construction of the RBD and ending with the visualization
of the obtained results respectively and the task of auto-
mated calculation of the reliability indexes of the techni-
cal systems is currently central.

The next step, after the analysis of RDB and definition
of a condition of the system operability of system, is a
construction of a state matrix of a technical system. It
contains the information on the operation of the system
from the viewpoint of reliability [12]. Every matrix line is
a vector, the components of which are the indicators of
the state, in which each element remains, when the system
itself is in state n. The element can be present only in two
states: operating or restoring, it can also be found in a
standby state, which can be caused by different rea-
sons [13].

With reference to the availability of failures and re-
coveries the system randomly transits from one state to
another and as such in the process of a long-term use it
can be found in each of the possible states not once. In
this case the process of its operation can be easily defined
with the help of graphs, where the states of the system
correspond to the graph nodes, and possible transitions
from state to state (to the graph edges) [14, 15]. The use
of Kolmogorov—Chaman differential equation system, see
Eq. (1) allows to explain the reliability behavior of the
system with time as a random process with the finite
number of values and continuous replacement of the ar-
gument (time), i.e. the discrete-continuous stochastic
process [16]. The solution of this equation system allows
us to determine the reliability indices mentioned in the
Sec. 1.

RBD

3 MATERIALS AND METHODS

Besides, for the solving of the problem for automation
of reliability indexes calculation we have developed the
method of automated formulation of operability condition
of the technical systems based upon the RBD [17]. This
method is based on three algorithms, each of them per-
forms a specific functional role in the method operation
and on the whole they allow to obtain the operability con-
dition, based on the RBD for systems with undefined con-
figuration of joints between the elements of the system
(Fig. 1)

As detailed above a state and transition graph is a
convenient method for visual analysis of the system oper-
ating process, which allows to obtain the information on
all possible states, the system can be found in (operating,
standby, failure) as well as particular joints between the
elements [18].

Thus, the algorithm of constructing a state and transi-
tion graph [18] was developed, which uses the operability
condition of the system as an input parameter for the
processing and determination of all possible states and
joints between them based upon successive failures and
recoveries of the system elements (Fig. 2).

We have also developed the algorithm [19] for the
automation of the process for the workup of the Kolmo-
gorov-Chapman differential equation system, which being
based on the set of all system states and transitions allows
to automatically generate and solve such equation systems
without involvement of specialized software products
(Matlab, Mathcad) for the analysis of structural RBD and
automated determination of reliability indexes of complex
technical systems (Fig. 3).

Method Working capacity condition

((M1 OR M2) AND M3 AND
(M4 OR M5)) OR M6

Figure 1 — The diagram of the operating method for the automated formulation of the operability condition of technical systems
based on RBD

RBD

M2
e P
M3

Method

Working capacity g Igorithm
condition Fy

M1 AND (M2 OR M3) >

Graph

 s1am)

=i \

( s2(101) _ s3(110)

L 54 (Refusal) _

Figure 2 — Operating algorithm diagram [18]
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Systems of differential equations
of Kolmogorov-Chapman

dPs(t) /dt= - (Ae+As +/\) *Pyt)
dP:(t) /dt= - (v As) *Pi(t)+ (Ae)”Puft)
dPs(t) /dt= - (As+A:) *Ps(t)+ (As)*Pult)
dPs(t) / dt = As( Pa(t) + Pa(t) + Ps(t) ) + AeP=(t) + AsP=(t)

Figure 3 — Operating algorithm diagram

Thus it has become necessary to develop a number of
algorithms and methods, that provide opportunities to
automate the process for calculation of reliability indexes
of complicated technical systems based upon RBD [17—
19], as well as for the integration of already developed
program modules [20] into the holistic software suite,
which would allow to build RBD in an automated way for
the description of operation of technical systems with
different configuration and level of complexity and to
formulate the operability conditions of such systems
based upon them.

The software suite must provide the opportunity to
construct a state and transition graph in an automated way
as well as the differential equation system for the descrip-
tion of technical system operation. It also has to be able to
make the calculations of reliability indexes of complex
technical systems automatically as well as to visualize the
obtained results.

As a result of analysis (RBD and Graph states and
transitions) the formulas for the calculation of the mini-
mum and maximum number of acceptable states for the
system of n elements and » recoveries were derived:

— minimum number of acceptable states for the
system of n elements and n recoveries — the number of
states for serial connection of each of n elements and r
recoveries, Eq. (2);

— maximum number of acceptable states for the
system of n elements and r recoveries — the number of
states for parallel connection of each of n elements and r
recoveries, Eq. (3);

— the number of acceptable states for the system of
n elements for the mixed type of connection between
the system elements — this value is variable between the
maximum and minimum permissible values depending on
the configuration of joints between the elements in the
system,;

Q@+ - 1)"+1 2)
@@y G)

Let us consider the derivation of equations 2 and 3 in
detail.

We have got a system of n elements (modules), which
are arranged in parallel and each of the elements can be
recovered r times (7 is the same for each module).

The operation of this system can be represented with

the help of a numeral, where 7 is the digit capacity, and r
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is an index — for each digit position order of module re-
covery (how many times it was already recovered).

So the operating state of the module corresponds to
numeral 1 and the failure state to 0, but we should also
take into account the index of the current recovery (1, 1,
1,000, 0, ... 1,0,), when increasing the number of recov-
ery for the system by 1 (r = r+1), the set of elements for
placement increases by 2, because the values 1, ;1 0, 41,
therefore to determine the set of all possible states for
parallel connection (consider — operating states — one of
the elements in the system is operating, standby states —
one or more elements are in the standby state and the oth-
ers are in the state of failure or critical failure — all ele-
ments of the system are failed and cannot be recovered
any more) we can use a specially adapted to this case
combinatorial formula of arrangement with repetition:

A4y =n". 4

n

Therefore, Eq. (3) takes the following form:

Ay =n"=Q2-(r+1)"
states, critical failure.

Eq. (3) also gives the opportunity to derive the equa-
tions for particular subsets of operating states and standby
states, critical failure (this is always one state out of the
overall set).

The state of critical failure for the system with n par-
allel arrangement of elements and with » recovery is as
follows: 0,.0,.0,...0,.

As mentioned above — the states of standby — when
one or more elements are in the standby state, and others
are in the state of failure. Then out of the set {0y 0, 0, ...
0,}we can perform the repeated arrangement, which will
include all standby states and one state of critical failure,
therefore the formula for the determination of the number
of standby states for the system with n parallel arrange-
ment of elements and with r recovery is as follows (5):

— operating states, standby

(r+1)" -1. 5)

Then we need to subtract the number of operating
states from the overall number of states to determine the
number of operating states (6).

Q-+ =((+1)" D)1=

n n n n n (6)
=27 (r+1) (41" +1-1=2" =1)-(r+1)".
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Let us consider the example. We have got a system of
3 (n =3) elements, which are arranged in parallel with the
recovery value 1 (r=1).

Then the set {151, 0,0, } — of all possible elements for
arrangement, and as far as in the system » = 3 — the num-
ber of elements that need to be arranged, that is why the
number of states for this system is equal to:

A" =0 =2-(r+1))" = (2-(1+1))° = 64.

This value is the maximum value of all possible states
for the system with n = 3 and » = 1, for systems with the
same n and r values, but with serial or mixed element
connection — the set of states will be less because this
value is maximum for parallel connection between all
elements of the system.

Q- (r+1))'-=(r+1)" —2=(2~2)3—2" —-2=64-8-2=54
— operating states out of 64 states

(r+1)"-1=(1+1’-1=8-1=7 — standby states out
of 64 states

For the system with serial arrangement of elements the
formula for the determination of the set of states is calcu-
lated as follows.

We have a system with n elements (modules), which
are arranged in serial and each of the elements can be
recovered 7 times (7 is the same for each module).

An important condition for a system with serial ar-
rangement of elements is that we consider the operating
states (all elements of the system are operating), standby
states (one or more elements are in standby state and the
others are operating), critical failure state (one element of
the system is failed and cannot be recovered). It means
that for the arrangement with repetition, which will also
be used to derive the formula for the determination of the
set of states for serial connection of elements in the sys-
tem, the set of all possible elements for arrangement {1,
1;1,000;0, ... 1,0, }will be less by one, because we do
not take into account {0, jngex = rmax}- {10 111200005 ... 1,
}; out of this set we can define the arrangement for all
operating and downtime states and the system will have 1
critical failure state, so the Eq. (2) will look as follows:

A =n"=2-(r+1)-1)" +1.

Eq. (2) also gives the opportunity to derive the formu-
las for particular subsets of operating states and downtime
states, critical failure (this is always one state out of the
overall set).

Operating states for a system with » serial arrange-
ment of elements and with r recoveries will consist of the
arrangement with repetition out of the set of values {1, 1;
1, ... 1,}, therefore the formula for the determination of
the number of operating states for a system with serial
arrangement of elements will look as follows

(r+1)". @)
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The equation (2-(»+1)—1)" allows to determine the

total sum of operating and standby states for the system
therefore the formula for the determination of the number
of standby states with serial arrangement of elements will
look like:

Q-r+)-1)"-+)"=Q2r+1)" - (r+1". ()

Let us consider an example. We have got a system of
3 (n = 3) elements, arranged in parallel with the recovery
value 1 (r=1).

Then the set {10 11 00 } — of all possible elements for
arrangement (as far as 01 in arrangement for a serial sys-
tem is not taken into account), and n = 3 is the number of
elements that need to be arranged, therefore the number of
states for this system is equal to:
Al =n"=Q2-(r+1)-1)" +1 :(2-(1+1)—1)3 +1=28.

This value is the minimum value of possible states for
a system with n =3 and r = 1, for a system with the same
n and r values but with parallel or mixed connection of
elements — the set of states will be greater.

(r+ 1)" =2 = 8 — operating states out of 28 states

Q2r+1)" —(r+1)" =3%-2% =19 — standby states out
of 28 states

The equations (2) and (3) as well as the corresponding
equations (5)—(8) are suitable for fast estimation of the
system for the maximum and minimum permissible num-
ber of states of the system with the determinate n and r
values as far as we do not need any special methods,
complicated calculations, etc. These equations were also
tested in software via the software system, described in
this article.

4 EXPERIMENTS

It has been decided that the developed software suite
must have a modular architecture, where each of the
modules allows to make calculations of particular features
of a technical system (operability condition, state and
transition graph, equation system, diagrams) independ-
ently of each other. A modular structure of the complex
makes it flexible and allows to update or make modifica-
tions of necessary modules fast and without significant
program changes (Fig. 4).

The suite contains one basic module, which is respon-
sible for the interconnection and transfer of data between
all other elements of the system. These modules can be
divided into two groups:

1. Modules, responsible for the processing of particu-
lar features determination:

— Operability condition;

— State and transition graph;

— Differential equation system;

— Diagrams of numeric values of reliability indexes.

2. Modules, responsible for the visualization of in-
formation and configurations of graphic components.

For the implementation of functional capabilities of
the software suite a flexible hierarchy of classes was de-
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veloped. It allows making modifications easily by adding
new functionality and modules.

The main class of the software suite is the class Reli-
ability Schema. It allows us to make manipulations in the
working space and in the space of system configurations.
This is the basic class responsible for the entire operating
of the system and its certain modules, included into it.

WorkabilityCondition — is the class, responsible for
the construction of operability condition, it uses the algo-
rithm of the reliability diagram bypass, the algorithms of
successive and parallel joints of segments for the determi-
nation of an operability condition.

NodePath — is the class for the description of reliabil-
ity diagram segments: the start and the end segment node,
partial operability condition, segment modules, succes-
sion of a segment

SystemState — is the class for the determination of all
possible states and transitions, in which the technical sys-
tem under study might be present.

State — is the class for the description of the system
state. It contains information on the type, order number,
elements, which lead to failure.

SystemConfiguration — is a static class, that contains

RBDconstruction module

system recovery; number of modules; deleted elements;
construction of a state and transition graph; equation sys-
tem composition; construction of diagrams and values of
their definition.

We have processed the software with the help of Mi-
crosoft Visual Studio 2017 using the programming lan-
guage C# and WPF technology for Windows platform
(the software product works on the operating system
Windows XP and higher). The initial stage of the software
work is the creation and configuration of a structural
scheme which describes the operation process of a techni-
cal system. The main window (Fig. 5) consists of a work-
ing space (Fig. 6) and configuration space.

The working space is intended for the RBD formula-
tion. There are initialization nodes at the start and at the
end of the window; the scheme must start and end at these
points. The joint of elements in the scheme must be ar-
ranged from left to right.

The working space is represented by RBD for 12 ele-
ments with different joint types, which corresponds to the
real technical system of a low complexity level. The con-
figuration space is indented for the tracking and control of
the RBD constructing process.

Module for determination of
system operability condition

State and transition graph
visualization module

State and transition
determination module

Differential equation system
visualization module

<«—— Control module J\

Differential equation system
determination module

Differential equation system
solution module

Figure 4 — The diagram of software package modules

N Reliability determination system

@_C)_@ Element count
| 1
| C

|

@

Log table

Pasition
Harizontal Lé
Clear Form
|| Delete Selected
Save scheme as...

| Open scheme

[ Get reliability rating
] Use modules repair

| Show Graph

| Calculate equations

Get Condition

/| Show Charts of reliability

Step |10
Max 210

Figure 5 — The main window of the software suite
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Figure 6 — Working space of the software suite

It includes the chronological chart of RBD graphic
components creation (Fig. 7). This is a convenient
method, which allows to track the process of adding com-
ponents, the RBD consists of as well as it displays the
time of their adding.

Log table
(18:58:39) Added module: M;.
(18:58:40) Added module: M.
(18:58:41) Added module: M.
(18:58:42) Added module: My.
(18:58:42) Added module: Ms.

FACLCO ATV A AAdAdd mmAdualne KA

Figure 7 — The chronological chart of the diagram graphic com-
ponents creation

Besides, the configuration space allows to select the
graphic element which is needed at a particular moment
of time by clicking the mouse (1 — Module, 2 — Node, 3 —
Line) (Fig. 8).

Figure 8 — Selection of a current graphic element for the RBD
construction

As a matter of convenience, it is also possible to select
the number of elements, which must be added simultane-
ously, the direction of their composition, clearing of the
diagram completely or deleting of its particular elements
(Fig. 9): element count — determines how many elements
are built on the working frame by one click (refers to the
module nodes); position — the direction of element com-
position: vertical or horizontal; clear form — complete
clearing of the working window and all elements in it;
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delete selected — if a tick is put opposite this mark, then
after clicking the right mouse button pointed at a particu-
lar element of the working window, it will be deleted;
save schema as an open schema — allows to save and open
a file with the saved RBD.

Element count

1 ~
Position
Horizontal v
| Clear Form |

| [ | Delete Selected

Save scheme as... |

| Open scheme |

Figure 9 — Configurations of a diagram construction

The option of saving the RBD configuration is a con-
venient functionality while working with large systems,
which allows to accelerate and improve the analysis proc-
ess, because it makes it possible to get back to work over
the analysis of a particular diagram fast at any convenient
time.

The basic RBD component is a module. By default,
each module has the following feature values (Fig. 10):
probability of failure = 0.005; intensity of recovery =0.05;
the number of recoveries = 1.

The user can change them by selecting a suitable
module. To select the module, you need to click on it by
the right mouse button (you should consider if the flag
indicator next to Delete select is not selected).

NAME
A 0.005
M 0.05
repairs 1
type Typea_1

Figure 10 — Module features
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After constructing the RBD for a particular system
you can review the operability condition for this system
(Fig. 11). To do this you need to click the button “Get
Condition” in the configuration space and the result of the
diagram analysis will appear in the window.

((((M4 OR M) AND Ms) AND ((Ms AND M1o) OR
(M31 AND M;5))) OR (((M3 OR M4) AND (M7 OR Mg))
AND Ma))

Figure 11 — Operability condition for RBD

For further work with the saved RBD in a separate
configuration window you can select the following op-
tions (Fig. 12):

— Use modules repair — use modules repair: if selected
the modules repair is considered;

— Show graph — display state and transition graph;

— Calculate equations — build and solve the Kolmo-
gorov-Chapman equation system;

— Show chart of reliability — construct the charts of re-
liability index number changes with the specification of
tab spacing and timeline.

| Get reliability rating
Use modules repair

Show Graph
Calculate equations

Show Charts of reliability

Step
Max

10
210

Figure 12 — Configuration window of reliability analysis pa-
rameters

After construction of RBD and selection of suitable
calculation parameters you need to click “Get reliability
rating” button. After a certain period the calculations will
be made, the time of execution will be displayed in the
logging window. Then the window with an open tab
“Graph of states” will appear — this tab allows to display
all existing states, the system can be found in as well as to
view the general and detailed state and transition graph
(Fig. 13).

This window is divided into three sections: state re-
view section (1) — you can view the exact number of
states, the system can be found in, and their description
with the specified type; state details section (2) — allows
to view each state in a more detailed interpretation with
the description of states, which enter and leave it, as well
as the states, which lead to a critical failure; state and
transition graph review section (3) — this section allows
you to see all possible states and transitions between them
in a graphic representation, zoom in and scale down using
the mouse wheel.

© Yakovyna V. S., Seniv M. M., Symets I. I., Sambir N. B., 2020
DOI 10.15588/1607-3274-2020-4-16

170

The software suite also provides the possibility to
transit to a window, which allows to review the differen-
tial equation system and the chart of reliability index val-
ues of the system under study (Fig. 14). This window
consists of two sections:

1. Section of the equation system view;

2. Section of the chart view:

— probabilities of failure-free operation;

— standby function;

— probability of failure.

For the detailed review and analysis of solutions for
the differential equation system you can transit to the tab
“Runge-Kutta method”. Here you can review the informa-
tion on the dependence of probability of system operation
for the states at a particular moment of time (this chart is a
detailed description of the equation system solutions).
There is also an option of saving the chart data to a file or
clipboard.

The program suite also provides an option to select the
interface language from two possible variants: English
and Ukrainian. To set the interface language you need to
indicate which language you want to select in the
App.config file (en-US or uk-Ua).

5 RESULTS

For verification of correct operation and validation of
the developer software suite an integrated testing of all
complex components and modules was carried out as well
as the analysis of the developed algorithms operation was
conducted [17-19] for a different set of input data with
the estimation of the operation highspeed response. As far
as the estimation of the highspeed response is one of the
basic features of this kind of software which works with
schemes, consisting of hundreds or thousands of ele-
ments.

The main parameters that influence the highspeed re-
sponse of the algorithms were determined as well as the
analysis with different configuration and combination of
these parameters was carried out. These parameters in-
clude the number of modules in the system, the number of
joints between the modules in the system and the number
of recoveries for one module. Testing of the system was
carried out on a local machine with the following fea-
tures: OS Windows 10, Intel Core 17, max 2.7 GHz, RAM
8 Gb DDR4 2133 MHz, 256 Gb SATA SSD, NVIDIA
GeForce 940MX 2 Gb.

The analysis of the dependence of the highspeed re-
sponse of method operation on the number of modules in
the system for serial, parallel and mixed joints was carried
out on three different system configurations:

— serial connection — all elements in the system are ar-
ranged in series one after another;

— parallel connection — all elements in the system are
arranged in parallel,

— mixed connection — all elements in the system are
arranged in different combinations of serial and parallel
joints.
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Figure 14 — The view window of the differential equation system and the chart of reliability index values

For program implementation of the method for auto-
mated formulation of operability condition of technical
systems based upon the RBD the analysis with different
number of modules in the system and different configura-
tion of joints between the modules (parallel and serial)
was carried out. The results of the measurement of the
operating time are represented in the Table 1 and Fig. 15.
The number of recoveries for this method is not a deter-
mining factor that influences the operation highspeed re-
sponse, as it is not taken into account at this step.

In its turn the operation analysis of the program im-
plementation for the algorithm of construction a state and

© Yakovyna V. S., Seniv M. M., Symets I. I., Sambir N. B., 2020
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transition graph was carried out for the schemes of differ-
ent configurations, but this kind of analysis implies that
the number of system module recoveries should be con-
sidered, because this factor has a strong effect on the
number of states and transitions between them. The Table
2 and Fig. 16 displays the effect of the number of recover-
ies for the system of 5 modules with serial and parallel
connection on the number of states in a graph (operating
state, standby and critical failure are considered).
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Table 1 — Operation time analysis of the method for automated formulation of technical systems working condition implementation.

Ne | Number of modules | Time (serial connection), sec | Time (mixed connection), secc | Time (parallel connection), sec
1 1 0.0000308 0.0000321 0.0000330
2 2 0.0000474 0.0000484 0.0000488
3 5 0.0000791 0.0000821 0.0000922
4 10 0.0001703 0.0002093 0.0002418
5 20 0.0002004 0.0004931 0.0007001
6 50 0.0003784 0.0058938 0.0037932
7 100 0.0004165 0.0486683 0.0571824
8 150 0.0004484 0.1509184 0.2522243
9 200 0.0005171 0.3154700 0.4550050
10 250 0.0060551 0.6377826 1.1881978
11 500 0.0106783 2.1342265 4.4533016
12 750 0.9105432 5.2297644 11.6021298
13 1000 1.4004321 10.5671256 18.8623663

Table 2 — The number of states in a graph upon the recoveries number of each element for the system of 5 modules

Ne Number of recoveries Number of states in serial connection Number of states in parallel connection
1 0 2 32

2 1 244 1024

3 2 3126 7776

4 3 16 808 32768
5 4 59 050 100 000
6 5 161 052 248 832
7 6 371294 537824
8 7 759 376 1 048 576
9 8 1419 858 1 889 568
10 9 2476 100 3200 000
11 10 4084 102 5153 632
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Figure 17 — The reliability block diagram for the unrecoverable system of 22 elements

The analysis of the operation time of software imple-
mentation of the algorithm for the construction of a state
and transition graph was carried out for a system with
parallel connection of modules without the recovery of
the module states with the increase of the number of
modules in the system (Table 3).

Table 3 — The operation time of software implementation of the
algorithm for construction of state and transition graph
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In its turn the operation of the algorithm for process-
ing of the Kolmogorov—Chapman differential equation
system consists of two parts:

— determination of equations — this process consists of
the determination of equations based on the Eq. (1) — for
each state of the system.

— solving the equation system using the Runge-Kutta
method.

The operation time of software implementation of the

Ne N“g‘bler of I\I“tmber of Algi’,mhm operat- algorithm for processing of the Kolmogorov-Chapman
1 Ilno = ;a = ;)r_l(gmgnllle’ziec differential' equation system is presenteq in the Table 4 for
2 B 4 0.0119204 systems with the number of states varying from 1,000 up
3 5 32 0.3929208 to 1,000,000. It is easy to notice that the developed soft-
4 10 1024 3.3207597 ware suite can solve the differential equation system for
> 15 32768 8.6198466 106 states in a quite short time (near 35 sec).

6 20 1048576 58.1923007

7 25 33554432 > 6 min
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Table 4 — The operation time of the equation workup process

Ne Number of states Processing time, sec.
1 1,000 0.023

2 10,000 0.586

3 50,000 1.127

4 100,000 2.012

5 250,000 4.827

6 500,000 10.142

7 750,000 18.721

8 1,000,000 35.299

6 DISCUSSION

As seen from the Table 1 of the dependence of the
method’s operation time on the number of modules in the
system for serial, parallel and mixed connections the de-
veloped software suite provides the opportunity to formu-
late the working condition for the system of 1000 ele-
ments (modules) with a mixed type of connection (Fig.
15) during the short time, which corresponds to a rather
complex technical system with the most widely used type
of connection between the system elements (mixed).

The obtained data (see Table 2 and Table 3) allow us
to conclude that the visualization of a state and transition
graph for technical systems with a large number of mod-
ules is a sophisticated task (depending on the configura-
tion of the system; for example the number of possible
states for a system of 30 elements, arranged in parallel is
about 1.07 10°). The time of operation of the software
suite is growing, and thus there is a need of decomposi-
tion of such technical systems into smaller subsystems.

For example, Fig. 17 displays the RBD for an unre-
coverable system of 22 elements. Time for determination
of working condition for this technical system is about
0.0004 sec. Time for execution of the algorithm for con-
struction of a state and transition graph (the number of
determined states is 52 694) is 35.168 sec. Time for proc-
essing of the Kolmogorov-Chapman differential equation
system for this system is 1.544 sec.

Total time for execution of a particular task for the re-
liability assessment of technical system consisting of 22
elements using RBD is 36.712 sec. The most time was
given to the construction of a state and transition graph
and this should be improved to increase the operation
time of the developed software suite.

CONCLUSIONS

This paper presents algorithms and methods, that pro-
vide opportunities to automate the process for calculation
of reliability indexes of complicated technical systems
based upon RBD , as well as formulas for estimating the
total and working number of system states based on input
indicators about the system » and r.

According to the mathematical apparatus, a software
was developed for the calculation of reliability indexes of
complicated technical systems, which provides opportuni-
ties to automate the process of their reliability analysis,
reduces the influence of a human factor and thus reduces
the probability of making errors on early stages of reli-
ability indexes calculation.
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The developed software package has a modular archi-
tecture, where each of the modules makes it possible to
carry out the calculation of particular reliability features
of a technical system (operability condition, a state and
transition graph, equation system, graphs of results visu-
alization) independently of each other. Modular structure
of the software suite makes it flexible and gives an oppor-
tunity to add and make modifications of modules fast and
without significant program changes.

This software suite allows us to easily construct RBD
for a technical system, to determine the operability condi-
tion automatically (execution time ~ 10 sec for 1,000
elements with mixed type of connection), to form a
state/transition matrix (up to 10° states), to form the dif-
ferential equation system automatically and solve it (exe-
cution time = 35 sec for 10 states) and, thus to obtain the
numerical values of reliability indexes (probabilities of
failure-free operation and probabilities of failure and
standby).

Besides, the developed software suite is cross-
platform, it has a convenient and ergonomic interface,
Ukrainian and English localization, and other additional
functions for the convenience of a design engineer.

The scientific novelty of the results presented in the
paper lies in the further development of Markov reliability
modelling and in firstly obtained model for the number of
operational and failure states for the system of »n elements
and r recoveries using RBD approach.

The practical significance of the described study lies
in the developed algorithms and software suite which
makes it possible the automated reliability assessment of
complex technical systems with up to 1,000 elements
forming up to 1,000,000 states during the time less than
one minute.

The future research will be focused on improvement
the calculational speed of the developed software suite by
developing appropriate methods and algorithms.
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Vkpaina.

AHOTAIIA

AKTyaJdbHicTb. OJIHIE0 3 HAWBAXKIIMBIIINX BIACTUBOCTCH TEXHIYHHUX CHCTEM € iX HaIiiiHiCTh, TOOTO 3[aTHICTh CHCTEMH BHKO-
HyBaTy 3ajaHi QyHKUil, 30epiratoun B 4aci 3HaUCHHs eKCILTyaTallilHuX MOKa3HUKIB B 33JaHMX Mexax. BapTicTh BiIMOBH mist Cy-
YaCHHUX CKJIAJHUX TEXHIYHUX CHCTEM MO)Ke OYTH Jy’Ke BUCOKOIO, 1[0 MOXKE IPU3BECTH /10 MOAIl Pi3HOrO CTYINEHs TSKKOCTI, MOYH-
HAIOYH BiJ] eKOHOMIYHUX 30MTKIB i 3aKiHUYIOUH IIKOJOIO IS 3J0POB’I0 1 KUTTS Jitozieit. OTiKe, BUMOTH /10 1X HaJiHOCTI MOCTiHHO
3pocTaroTh. [Iponec OmMiHKA HATIHHOCTI CKIaJHUX TEXHIYHHX CHCTEM MOJYKHA CIIPOCTHTH MOEIHAHHSAM aHATITHYHHX METOJIB JOCHTi-
JDKEHHS 3 OOYHCITIOBaJIbHUMH MOKJIMBOCTSIMH CyYaCHHX KOMIT I0TepiB. Halimommpenin aHamiTHaHi MeToau 0a3yloThCs Ha Teopii
MapKOBCBHKHX IIPOIIECIB, sSIKa B CBOIO YEPTy JNAIOTh MOXIIMBICTh BU3HAYUTH YacOBI 3aJIe)KHOCTI HMOBIpHOCTEH HepeOyBaHHs CUCTEMHU
Yy BH3HAUEHHX CTaHaX (Tpale3JaTHOCTI, BIJIHOBJICHHS, BIJIMOBH), a OT)KE, 3HAUCHHS 1 YacOBI 3aJIGKHOCTI HECOOXIIHUX MOKAa3HUKIB
HaziiHoCTi. L{i MeToan MOXyTh OyTH BUKOPUCTaHI JUIS aHANI3y HAAIHHOCTI TEXHIYHUX CHCTEM PI3HOTO THITY: HEBITHOBIIOBAHUX Ta
BiZIHOBJIIOBAHMX; PE3€PBOBAHMX Ta HEPE3EPBOBAHUX 3 PI3HUM BHIOM PE3€PBYBaHHS UM THIIOM OOCIyroByBaHHs Ta iH. OJHaK 3acTo-
CYBaHHS INX METO/IB JUIS CKJIAJHAX TEXHIYHUX CUCTEM, III0 MICTATh BEJIIUKY KUIBKICTh €JIEMEHTIB BUMarac BUKOHAHHS BEJIMKOT KiJlb-
KOCTI PO3paxyHKiB, 1110 YHEMOXJIMBIIIOE BUKOHAHHS LIUX 3aB/aHb BpyuHy. OTxe, npobiieMa aBTOMaTH3allii MOJEIIOBAHHS HalIHHOC-
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Ti CKJIAIHOI TEXHIYHOI CHCTEMH 3 BHKOPHCTAHHSM CyYacHHX OOUMCIIOBANBEHHX CHCTEM € Jy’Ke aKTyaJbHOIO TEMOIO JIOCIIKEHHS.
Jnst BupiteHHs i€l npo0ieMy MO>KHAa BUKOPHCTOBYBAaTH KOHKPETHI aJITOPUTMIYHI Ta IPOrpaMHi NMpUiloMH, onucaHi B il poOoTi.

Meta. MeToro 1aHoi cTarTi € po3podKa alnropuTMiB aBTOMaTH30BaHOT 00poOKH cTpykTypHHX cxeM HaxiiHocTi (CCH) Ta ouinku
MOKa3HUKIB HAAIHHOCTI CKJIQJHUX TEXHIYHUX CUCTEM IOPsA i3 HabOpOM MPOrpam Jisi aBTOMAaTH30BaHOT OLIHKH HaJiIHHOCTI.

Mertopn. [Ins mpoBeaeHHs aHammi3y HajaiiHOCTI BUKOpucTOBYeThes miaxing CCH, sikuii 103BosIsie IPEACTABIATH Ta Bi3yalliyBaTu
KOXKEH €JIeMEHT CHCTEMH Y BHTJISAI NPSMOKYTHHUKA, 3’ €JHAHOTO JIHIsIMU TMapajelbHO a0o MOCTIJOBHO 3 iHIIMMHU €JIeMEHTaMH CHC-
Temu. J{7s OTpEMaHHS 3HAYCHb NMOKA3HUKIB HAIIMHOCTI 3alPONOHOBAHO MaTEeMaTHYHY MOJCTH HMOBEAIHKMA HATIHHOCTI TEXHIYHOL
CHCTEMH 3 BUKOPHCTAHHSIM BHIIAJKOBOTO MapKOBCHKOTrO Iporecy. Jdami posriasHyto anroputMm obpodku CCH ta aBTOMaTH4HOTO
BH3HAYEHHS yMOBH IIPaNe3aTHOCTI TeXHIYHOI cucteMu. [ist po3paxyHKy MiHIMaIbHOI Ta MAaKCHMAJIBHOI KUTBKOCTI pOOOYHX CTaHIB
Ta CTaHIB BIMOB JUIsi CUCTEMH 3 N EJIEMEHTIB Ta I BiIHOBJICHHS B POOOTI BBOJWTHCS MaTeMaTHYHAa MOJENb, 3aCHOBaHA Ha
KOoMOiHaTopHOMY Tiaxomi. s po3poOKH NpOorpaMHOro KOMILIEKCY OyB BUKOPUCTaHUH 00’ €KTHO-OPIEHTOBAHUM ITiXiJI.

Pe3yabraTn. HaGip anroput™Mis Ta nmporpamMHoro 3abe3nedeHHs 103Boiisie HaM Jierko no0yayBaru CCH ajist TeXHIYHOI cCHCTEMH,
aBTOMaTHYHO BU3HAYMTH CTaH Mpale3faTHOCTI 3 yacoM BUKOHaHH: 0nu3bko 10 cek. mast 1000 eeMeHTIB i3 3MilIaHUM THIIOM 3 €/1-
HaHHA, aBTOMaTHYHO c(hopMyBaTH MATPHILIO CTAaHIB Ta MEPEXOIIB pa3oM i3 BiAMOBIOHOIO CHCTEMOO AH(epeHIiadbHUX PIBHAHB Ta
BHPIIMNTH ii 13 3arallbHUM Y9acOM BHKOHAHHA Onu3bko 35 cek. mig 109 cTaHiB i, TAKMM YHHOM, OTPHUMATH YMCIIOBI 3HAYCHHS MOKAa3-
HUKIB HaJIHHOCTI TS TOCTIJDKYBaHO! TEXHIYHOI cucTeMH. JIOCHiKEHHsS! OLIHKKA HAMIHHOCTI JUIS CHCTEMH, IO CKIAaTaeThes 3 22
eneMeHTiB i3 BukopucranusiM CCH, mokasye, 110 3araipHuil 9ac BUKOHAHHS IIPOrpaMHoi peanizamii cranoButs 36,712 cek. Iix gac
BHUKOHAHHSI I[bOI'0 TECTOBOTO BHUIMAJKY HaiiOinbiie yacy (35,168 cek.) Oyyio BUTpaueHO Ha poOOTYy alropuTMmy nodymoBu rpada cra-
HIB Ta IEPEXO/iB, IO CKJIAAEThes 3 52 694 craHiB.

BucHoBku. [IpencraBieHi anropuTMy Ta METOIM aBTOMaTH30BaHOT OLIIHKY [TOKAa3HHUKIB HAaIHHOCTI CKJIaJHUX TEXHIYHUX CHCTEM
Ha ocHoBI migxony CCH, a Takok Mozenb [Jisi BU3HAUYSHHS KUJIBKOCTI CTaHIB CHCTEMHU(TaKOXK BKJIFOYA€ BU3HAYCHHS MPALE3IaTHHX
CTaHiB 1 CTaHiB BiIMOBH). MomyJibHa CTPYKTypa po3podiaeHoro Habopy mporpaM poOUTh HOTO THYYKHM Ta Ja€ MOKJIMBICTh 10JaBa-
TH Ta BHOCHTH MOJU]iKamii MOAYJIiB MBUAKO Ta 0€3 3HAYHUX 3MiH IPOTPaAMH.

KJIIOYOBI CJIOBA: nporpaMHe 3a0e3ne4eHHs, HaJiifHICTh, CTPYKTypHa CXeMa HaJiiHOCTI, rpad) CTaHIB Ta IEPEXOIiB.

YJIK 004.93
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AHHOTALUA

AKTyanbHOCTb. OHUM 13 BOXHEHIINX CBOMCTB TEXHUYECKHUX CHCTEM SBISIETCS HX HAaJEKHOCTD, TO €CTh CHOCOOHOCTH CHCTEMBI
BBITIOJTHATD 33/laHHBIE (DYHKIHN, COXpaHAsS BO BPEMEHU 3HAUEHMs SKCILTYyaTAal[MOHHBIX ITOKa3aTelel B 3aJaHHBIX mpenenax. Crou-
MOCTbB OTKa3a JUIl COBPEMEHHBIX CJIOXKHBIX TEXHHYECKHUX CHCTEM MOXKET OBITh OUCHB BBICOKOI, YTO MOXET IPUBECTH K COOBITHIM
Pa3IMYHON CTENEeHHU TSHKECTH, HAUWHAsL OT YKOHOMHYECKHX YOBITKOB M 3aKaHUMBAs YIIEpOOM JUIS 3MOPOBBS M >KU3HU monel. MTaxk,
TpeOOoBaHMs K UX HaJEKHOCTHU IIOCTOSHHO pacTyT. [Iponecc OLeHKN HaJe)KHOCTH CIOKHBIX TEXHHYECKUX CHCTEM MOXKHO YIPOCTHTH
COYETaHHEM AHAJMTHYECKUX METOIOB HCCIEIOBAHMS C BBIYUCIMTEIBHBIMH BO3MOXKHOCTSIMU COBPEMEHHBIX KOMIbIOTEpOB. Camble
pacipoCTpaHEHHbIE aHAIUTUYECKHE METOJbl 0a3UPYIOTCS Ha TEOPUH MApKOBCKHUX MPOIIECCOB, KOTOPAask B CBOIO OYEPEe/b JAET BO3-
MO>KHOCTb ONpPEJEIUTh BPEMEHHbIE 3aBUCHMOCTH BEPOSITHOCTEH HAXOXKAEHMS CUCTEMBI B OMPEJEIEHHBIX COCTOSHUAX (paboTocrmo-
COOHOCTH, BOCCTAaHOBIICHHS, OTKa3a), a CICIOBATEIbHO, 3HAUCHNE W BPEMEHHBIC 3aBUCHMOCTH HEOOXOIMMBIX MOKa3aTeNnel Hamex-
HOCTH. DTH METOJBI MOTYT OBITh YCIEIIHO MCIIOIb30BAaHBI JUIS aHATHW3a HAJIEKHOCTH PA3INIHBIX TEXHUIECKHX CHCTEM: KaK HEBOC-
CTaHABJIMBAEMBbIX, TaK ¥ BOCCTAHABIMBAEMBIX; 0€3 PEe3epBUPOBAHNS U C PE3CPBUPOBAHUEM PA3IMYHBIX THIIOB, IPUOPUTETOB 00CIIY-
*uBaHUA U T. 1. OJJHAKO NIPUMEHEHUE 3THX METOMOB JUIS CIOXKHBIX TEXHUUECKHX CHUCTEM, COAEPXKAIMMX OOJBIIOe KOIMIECTBO dIe-
MEHTOB TpeOyeT BBIIOIHEHUs OOJBIIOr0 KOJMYECTBAa PacyeToB, JeJIacT HEBO3MOXKHBIM BBIIIOJIHEHHE ITHX 33/a4 BpyuHyro. Urak,
npobieMa aBTOMATH3AIMH MOJICIIMPOBAHUS HA/IS)KHOCTH CIIOXKHOH TEXHUYECKOH CHCTEMBI C HCIIOJIb30BAaHUEM COBPEMEHHBIX BBIUHC-
JIUTENBHBIX CHCTEM SBJIAETCS OUCHb aKTyallbHOW TeMOH ncciemoBaHus. [ist perieHns 3Toif mpobaeMbl MOXKHO HCIIOIb30BaTh KOH-
KpETHbIE allTOPUTMUUECKUE U TPOTrpaMMHBIE TIPHEMBI, ONIMCaHHbBIE B 3TOH pabdore.

Heas. Llenpto gaHHO# cTaThU ABISAETCS pa3paboTKa alrOPUTMOB aBTOMATH3UPOBAHHOW 00pabOTKM CTPYKTYPHBIX CXEM HaJekK-
Hoctd (CCH) ¥ oueHKH MoKa3aTeneil Hale)KHOCTH CIIOKHBIX TEXHUYECKUX CHCTEM Hapsay ¢ HaOOpOM MporpaMM Ui aBTOMAaTH3H-
POBaHHO OLICHKH HA/ICKHOCTH.

Metona. {1 IpoBeieHNs aHAIHM3a HaAXKHOCTH Henoib3yercs moaxon CCH, KoTopbIi MO3BOJISIET NPEACTABISTE U BU3YaIn3Npo-
BaTh KQ)XIbIH JIEMEHT CHCTEMbI B BHJIE NPSIMOYTOJIbHUKA, COSANHEHHOTO JTMHHUSAMH IapauieNIbHO WM HOCIEJOBATENILHO C IPYTHMH
9JIEMEHTAaMH cUCTeMBL. [I1s oyTydeHHs 3Ha4eHHH MoKa3aTesell Hae)KHOCTH MPEeIIoKeHa MaTeMaTHYecKas: MOJIelIb IOBEICHUS Ha-
JEXKHOCTH TEXHUUECKOH CHCTEMBI C UCIIOIb30BAHUEM CIIy4aifHOro MapKOBCKOro mporecca. Jlanee paccMOTpeH alroput™M o0paboTKu
CCH 1 aBTOMaTH4eCcKOro ONpeAeieHus yCIOBUS pabOTOCIOCOOHOCTH TEXHUUECKON cucTeMbl. [l pacyeTa MUHHMAIBHOTO U MaK-
CHMAaJIbHOTO KOJIMYECTBA pab0UMX COCTOSHHUI M COCTOSHHN OTKa30B JUIS CHCTEMBI C N DJIEMEHTOB H I BOCCTAHOBIICHHUIT B paboTe BBO-
JUTCS MaTeMaTH4YecKas MOJelb, OCHOBaHHAas HA KOMOMHATOpHOM moaxoze. s pa3paboTku MporpaMMHOrO KOMILIEKCA OBUT HC-
T10J1630BaH 00bEKTHO-OPUEHTHPOBAHHBIA OAXOI.
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Pe3yasTaTsl. Habop alroputMoB 1 mporpaMMHOTO 00ecIedeH s T03BOosIeT HaM Jierko noctpouts CCH st TexHHYIecKo# cuc-
TEMBbI, aBTOMAaTHYECKH OIIPE/ICNIUTh COCTOSIHIE PAabOTOCIIOCOOHOCTH CO BpeMeHeM BhinosiHeHust okouto 10 cex Ha 1000 snmeMeHTOB co
CMEUIaHHBIM THIIOM COCIMHEHUs], aBTOMaTHYeCKH C()OPMUPOBATH MATPHUIy COCTOSHHH M IEPEXOJOB BMECTE C COOTBETCTBYOLICH
cucreMoil auddepeHunanbHbIX YpaBHEHUI U PELIUTh €€ ¢ OOLIMM BPEMEHEM BBIMOIHEHUs 0Koj0 35 cek st 109 cocrosiamit u, Ta-
KUM 00pa3oM, TMOMy4IHUTh YHCIOBBIE 3HAUCHUS MOKa3aTesied HaJeXHOCTH Ul HCClielyeMol TexHnueckoi cuctemsl. MccnenoBanue
OIIEHKH HAJICKHOCTH UL CUCTEMBI, COCTOAIIEH U3 22 31eMeHTOB ¢ ucroib3oBanrneM CCH, moka3siBaeT, uTo olliee BpeMst BBIION-
HEHHS IPOTPaMMHON pean3aliy COCTaBIsieT 36,712 cex. Bo BpeMs BRIIOHEHHS 3TOTO TECTOBOTO Cirydas Ooipuie Bpemenn (35,168
CeK) OBUIO MOTPavYeHO Ha PadOTy aJiTOPUTMA ITOCTPOCHUS rpada COCTOSIHUIT U TIEPEX0I0B, COCTOAMIETO U3 52 694 cOCTOSHUIA.

BriBoasl. [IpeacTaBineHHbIe aITOPUTMBI M METO/IBI aBTOMaTH3MPOBAHHOHN OIIEHKH ITOKA3aTeNIeH HaJIeKHOCTH CIIOXKHBIX TeXHHUYe-
ckux cucteM Ha ocHoBe nogxona CCH, a Takxke MoJeib Uil ONPEAENICHNs] KOJMYEeCTBa COCTOSIHUM CUCTEMBI (TakyKe BKIIIOYAET OIl-
pelenieHre TPYAOCIOCOOHBIX COCTOSHUI M COCTOSIHMM OTKaza). MoJynpHast CTpyKTypa pa3zpaboTaHHOro Habopa Mporpamm Aenaer
ero ruOKMUM M NO3BOJISET J0OABIATh M BHOCUTDh MOAM(MUKAIIMU MOAYJIEH OBICTPO U 6€3 3HAUUTEeNbHBIX H3MEHEHUI IPOrpaMMBl.

KJIFOUEBBIE CJIOBA: nporpamMmMmHoe obecriedeHue, HaaeKHOCTb, CTPYKTYPHast CXeMa HaJeKHOCTH, rpad) COCTOSIHUI U mepe-
XOJIOB.
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TH®OPMAIIMHO-EKCTPEMAJIBHE IEPAPXIYHE HABUAHHSI CHUC-
TEMU KEPYBAHHA IPOTE30OM KICTI PYKH 3 HEIHBA3ZUBHOIO CH-
CTEMOIO 3YUTYBAHHS BIOCUT'HAJIIB

JoBoum A. C. — 1-p TexH. HayK, podecop, 3aBixyBad kadeapu KoM 1oTepHuX Hayk CyMCBKOTO JIE€pKaBHOTO YHIBEPCHTETY,
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IP’srauenko B. 0. — acnipanT xadenpu komn 1orepHIX Hayk CyMCBKOTO IepxaBHOTo yHiBepcutery, Cymu, YkpaiHa.

CumonoBcnknii 0. B. — acucrent xadenpu koM’ 1otepanx Hayk CyMcBKoro JiepskaBHOTO yHiBepeutety, Cymu, YkpaiHa.

Hlxyponar O. A. — acniipasT Kadenpu koMt 1oTepHnx Hayk CyMCBKOTo Jiep>kaBHOTO yHiBepeutety, Cymu, Ykpaina.

AHOTAIIA

AKTyanbHicTh. Po3B’s13aHa akTyanbHa 3aj1a4a iHpOpManifHOTO CHHTE3y 3/[aTHOT HABYATHCSI CUCTEMH KepyBaHHs MPOTE30M Kic-
Ti pyKH 3 HEIHBa3UBHOIO CHCTEMOIO 3UYHTYBaHHS 010CUTHAIB.

Meta po00TH — MTiABAIIEHHS (YHKI[IOHATBHOT €PEKTUBHOCTI CHCTEMH KEPYBaHHS MTPOTE30M KiCTi pYKH 3 HEIHBA3UBHOIO CHCTE-
MOIO 3UHTYBaHHS 010CHTHAJIIB Ha OCHOBI MAIIMHHOTO HAaBYaHHS, IO JO3BOJISIE IPH (YHKIIOHYBAaHHI CHCTEMH B pOOOYOMY pexHMi
pO3Ii3HaBaTH 3 BUCOKOIO JOCTOBIPHICTIO 1 ONIEPaTHUBHICTIO KOTHITHBHI KOMaHIM KOPUCTyBaya IIPpOTe3y.

Metoa. Y pamkax iHpopMauiitHo-eKkcTpeManbHOI iHTenekTyanbHoi TexHomnorii (IEI-rexnomnorii) ananizy naHux, ska 6a3yerbcs
Ha MakcuMizanii iHpopMariifHOT CIPOMOXHOCTI CHCTEMH PO3Ii3HABaHHS B MPOLECi MAIIMHHOTO HaBYaHHS, 3allPOIIOHOBAHO METOJ
iH(pOpMaLiIfHOTO CHHTE3y IHTENeKTyaJbHOI CHCTEMH KepyBaHHS IPOTE30M KiCTi PyKH 3 HEiHBAa3HMBHOIO CUCTEMOIO 3YUTYBaHHS 0i0-
curnaniB. Ha BiMiHy BiZ iCHyIOUMX METO/IB IHTEICKTYalbHOIO aHAIIi3y JaHUX METOX iH(pOpMaLiiiHO-eKCTPEeMalbHOr0 MAIIHHHOTO
HaBYaHHS PO3pPOOJIEHO B paMKax (yHKLIOHAJIBHOTO MiAXOLY A0 MOACTIOBAHHS KOTHITUBHUX MPOLECIB, NPUTAMAaHHUX JIFOIUHI TIPH
(dhopmyBaHHS Ta MPUAHATTS KIacuikauiitaux pimens. Takuil miaxXin 103BONSIE HATUTUTH CHCTEMY KepyBaHHS IMIPOTE30M BIACTHBOC-
TSMH aJalTHBHOCTI 0 TOBUIBHMX MMOYATKOBUX YMOB ()OPMYBaHHS KOTHITHBHHX KOMaH]I 1 IIepeHaBUaHHS MPU PO3IIUPEHHI CIIOBHUKA
O3HaK Ta angaBiTy KiaciB pos3mizHaBaHHA. Kpim Toro, BupimanbHi npaBmia, Mo0yooBaHi 32 OTPHMAHUMH B IIPOLECI MAIIMHHOTO
HAaBYaHHS I'COMETPHYHHMH HapaMeTpaMiu rinepchepryHUX KOHTCHHEPIB KIIaciB pO3Ii3HABAHHS € NPAKTHYHO IHBapiaHTHUMHU 10
0araTo BHMIpPHOCTI IPOCTOpPY O3HAaK po3mi3HaBaHHSA. Ha OCHOBI 3anmponoHOBaHOI KaTEropiiHOi MoOzeni po3po0eHO AIrOpUTM Ma-
IIMHHOTO HABYaHHS 3 ONTHMI3Ali€l0 i€papXiqHOi CTPYKTypH AaHuX. [Ipy HbOMY JOCHIIKEHO BIUIMB Ha (YHKIIOHAIBHY e()eKTHB-
HICTh MaIlIMHHOTO HABYAHHS CTPYKTYpP JaHHUX, HOOYJOBAaHUX Y BUIJISIII JUXOTOMIYHOIO 1 IEKypPCUBHOTO AepeB. Sk KpUTepiil ontuMi-
3amil mapaMeTpiB MalIMHHOTO HaBYaHHS BHKOPUCTOBYeThes momudikauis indopmauiiinoi mipu Kynbbaka, sika € (yHKIIOHATIOM
TOYHICHUX XapaKTEPUCTUK PillIeHb, 10 MPHHMAIOTHCS.

PesyabTaTu. [ToOynoBaHi B mpoueci iepapxiyHoro iHGopManitHO-eKcTpeMaTbHOTO MAIIMHHOTO HABYaHHS BUPINIANbHI IPpaBUIIa
JI03BOJIAIOTH PO3MI3HABATH B PEAbHOMY TEMIIi Yacy KOTHITHBHI KOMAHIH 3 JJOCTaTHBO BHCOKOIO IIOBHOIO HMOBIPHICTIO MPUHHATTS
MIPaBWJIBHUX KIacU]iKaiiHUX pimieHb. 3a pe3ysbTaTaMu (i3HIHOTO MOJEINIOBAHHS JOBEAEHO, IO IIPU BUKOPHUCTAHHI i€epapXidyHOl
CTPYKTYpH JJaHUX Y BHIJISII AEKYPCUBHOTO JiepeBa (yHKIIOHAIbHA e()eKTHBHICTh MAIIMHHOTO HABYaHHS 301IbIIYETHCS Y HOPiBHSH-
Hi 13 CTPYKTYpOIO JAHUX Y BUIJISAAI AUXOTOMIYHOTO GiHApHOTO JiepeBa.

BucHoBku. ExcriepuMeHTalIbHO MiATBEPXKEHO AOCTATHHO BUCOKY (DYHKI[IOHANbHY eEeKTHBHICTH 3aIPOIIOHOBAHOTO METOY 1H-
(opMaLifHO-eKCTPEMAILHOTO MAIIMHHOIO HABYaHHS CUCTEMH KEePyBaHHS IPOTE30M KiCTi PYKH 3 HEIHBa3MBHOIO CHCTEMOIO 34HTY-
BaHHs OlocurHaniB. OTprMaHi HAyKOBi pe3yIbTaTH BiAKPHUBAIOTh HOBHI HAIIPSIM CTBOPEHHS IHTEICKTYyalbHUX MPOTE3iB PYKH 3 HEIH-
Ba3MBHOIO CHCTEMOIO 3UNTYBaHHs 010CUTHANIIB HA OCHOBI MAaIIMHHOTO HABYAHHS Ta PO3Ii3HaBaHHA 00pa3iB

KJIIOYOBI CJIOBA: indopmaniiiHo-ekcTpeMaIbHa iHTENeKTyalbHa TEXHOJIOTiS, MallMHHE HaBYaHHS, IHQOpMAIIHHUNA Kpu-
Tepiif, cucreMa KepyBaHHs, IPOTE3 KiCTi pyKH, eleKTpoMiorpadiuyHuii JaTduk.
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HOMEHKJIATYPA

H — KiJIBKICTh SIPYCIB JEKYPCHBHOI i€papXiqHOi CTpY-
KTYpH;

S — KinbKicTb cTpar /i -ro sApycy, h = LH;

M — KITBKICTh KJIACIB pO3Mi3HABAHHS;

N — KIUIBKICTh O3HaK pO3Mi3HAaBaHHS,

1 — KUIBKICTh BEKTOPIB O3HAK KJIAaCiB PO3ITi3HABaHHS
B HABYAJIbHIN MaTPHII;

X . s.m — ABIKOBHIi yCepeHCHNI BEKTOp O3HAK Kila-

Cy po3mi3HaBaHHA X .

dh, s.m — KOIIOBA BIJCTaHb, sIKa BH3HAYa€ paiiyc ri-

mepchepruyHOTO  KOHTEWHEpa Kacy  pPO3Ii3HaBaHHI

o .
h,s,m >

P — iepapxiuHa JEKypCHBHa CTPYKTypa aidasiry

KJIaCiB pO3Ii3HABAHHS
Ky . v o co .

Er(ngx_ iHpopMaLiiHUK KpuTepii onTuMizauii napa-
METpiB MAaIlMHHOI'O HAaBYaHHS pPO3Mi3HAaBaTH peaizawil
KJIaciB poO3Mi3HaBaHH s-i cTpaTH (iHAIBHOTO SPYCy;

S r — KiIbKICTh (DiHANBHUX CTPAT ACKYPCHBHOI i€pap-
XI9HOI CTPYKTYPH;

G — MHOXMHA BXITHUX (aKTopiB;

T — MHO>XMHA MOMEHTIB 4acy ofiep>kaHHs iH(opmallii;

Z — TpoCTip 03HAK PO3Mi3HABAHHS;

H — MHOXWHA IeKYPCHUBHUX i€papXidHUX CTPYKTYD;

Y — BXiJJHA HaBYaJbHA MaTPULIS;

X — poboua GiHapHa HaBYATbHA MATPHIIS,

- orepaTtop GopMyBaHHsS MaTpuLi Y;

S oreparop GopMyBaHHS MaTpUIli X;

L — KiIBKICTh CTATUCTHYHHX TiIIOTES;

S, — xinbKicTs cTpar Ha h-My spyci;

G, — 06acTh I0MyCTUMUX 3HAYEHb CTPYKTYpH P;

G, — poboua (momycruma) o6sacTh BU3HAUCHHS (QyH-
KUil iHpOpPMaLifHOTO KPUTEPIIO;

x®

L hsm(d) — KUIBKICTb MOZIH, NPH SKUX peasisalii

KJIacy po3mi3HaBaHHS X  ,, TMOMMIKOBO HE BiJHOCSTh-

Cs 10 CBOTI'O KJ1acy;
x®

2,h,s,m

Ji3aIii MOMIIIKOBO BIJTHOCSTHCS IO KJAacy PO3Ii3HABAHHS

(d) — KiIBKicTh OAIH, IPH SIKUX «IyXKi» pea-

0 .
h,s,m>
107" — jgocTaTHLO Malle 4HCJIO, SIKE BBOIAMTLCS IS
YHUKHEHHS TI0JIUTy Ha HYJIb;
Di— ycepeaHeHa 3a ajadaBiToM KJIaciB po3mi3HaBaHHs
TiepIa JJOCTOBIPHICT;
E — ycepenHeHa 3a angaBiTOM KJIACIB pO3Ii3HABAHHS
TIOMHJIKA JIPYTOTO POy ;
P, — ycepe/HeHa 3a andaBiToM KIaciB po3mi3HaBaHHs
ITOBHA HMOBIPHICTH PAaBHJILHOTO NPUIHATTS PillIeHb;

* o . “
dy, s m— ONTHMAIBHUIT PajlyCc KOHTEHHEpa KIIacy po3-

T o .
II3HABaHHA X ¢

X j5,c— ABIFKOBHIi yCEpEIHEHUI BEKTOP O3HAK CYCIA-

HBOTO KJIACY PO3Mi3HaBaHHA X ..

BCTYII

CTBOpEHHS IHTEJIEKTYaJIbHUX TPOTE3iB PyKH Ha OCHO-
Bi MAIIMHHOTO HABYAHHS Ta PO3Ii3HABaHHSA 00pa3iB JIo-
3BOJISIE CYTTEBO PO3MIMPUTH 1X (DYHKITIOHAIBEHI MOKIHBO-
CTi, 3a0e3MeunTH pPeadlLIITAIlI0 JIOJMHA 3 1HBAIIIHICTIO
Ta 1l aIanTamio 10 MOBHOIIHHOTO XUTTS. Y TOPIBHAHHI 3
MpoTe3aMH PYKH 3 IHBa3MBHOKO CHCTEMOIO 3YHUTYBAHHS
OlocUrHaIiB MPOTE3W 3 HEIHBa3WBHOIO CHCTEMOIO 3UHTY-
BaHHS € CYTTEBO JCUICBIIMMH Ta 3PYYHILIMMHU IPU IX
BUKOPHCTaHHI. AJle 4yepe3 BUCOKY 3aIlyMJICHICTh OiOCHT-
HaJIB 1 CYTTEBUIl NEPETHH B MPOCTOP] 03HAK KJIACIB PO3-
Mi3HABAHHS, SIKI XapaKTEPU3YIOTh OKPEMi PyXH MPOTE3y,
PO3po0Ka IHTEICKTYaIbHUX MPOTE3IB BHMArae mojoJaH-
HS YCKJIaTHCHb HAyKOBO-METOJOJIOTIYHOTO XapakTepy.
Came gepe3 Ili IPUYUHH aJITOPUTMH MAITHHHOTO HaBYaH-
HSI CHCTEMH KEPYBaHHSI POTE30M PYKH 3 BUKOPUCTAHHIM
BiTOMHX MeTOZiB TexHouorii Data Mining He 3a0e3medy-
I0Th BUCOKY TOYHICTh BHKOHAHHSI KOTHITHBHHX KOMAaH/I.
Tomy minBumeHHsT QYHKIIOHATBEHOI €(pEeKTUBHOCTI 3/1aT-
HOI HABYATHUCSI CHCTEMH KePYBaHHS IPOTE30M PyKH Haly-
Ba€ BAKJIMBOTO HAYKOBO-MPAKTUYHOTO 3HAYCHHSI.

1 IIOCTAHOBKA 3AJJAYT

Posrisinemo ¢opmanizoBaHy MOCTaHOBKY 3ajadi iH-
(hopMaIliifHO-eKCTPEeMaIbHOTO  MAITHHHOTO  HaBYaHHS
CHCTEMH KEpyBaHHS IIPOTE30M PYKH 3 HEIHBAa3WBHOIO
CHCTEMOIO 3UMTYBaHHS curHaiiB. Hexail koxHuMH Kiac
PO3Mi3HABaHHS XapaKTepHU3ye OIOCUTHAI, SIKUH 3YUTYETh-
csi 3 eneKkTpomiorpaiqHOTO IaTYMKa MpPHW BHKOHAHHI
BIIMIOBITHOI KOTHITUBHOI KoMaHAW. JlaHO iepapxiduHy

crpyktypy andasiry (X7, [h= LH,s=1,8m=1M}

KJIaciB PO3ITi3HABAHHS, JUISI SIKOTO 3a pe3yJIbTaTaMH MOHi-
TOPUHTY CHTHAJTIB 3 JOaTduka iHpopmamii chopMoBaHO
JUIL KOXKHOI CTpaTH TPHUBUMIPHY HaBYaIbHY MAaTpPUIIO

1) Li=LN,j=1n] .

h,s,m,i

Heo0xigHO B mporieci MalmMHHOTO HABYAHHS [UIIXOM
[iTeCHpAMOBAHOT TIEPECTaHOBKY KJIACIB pO3Mi3HABAHHS B
3aJaHiil i€epapXiyHii CTPYKTypl IaHUX ONTUMI3yBaTu
mapaMeTpyd MAaIIMHHOTO HaBYaHHS, sKi 3a0e3MeuyroTh
MaKCHMaJIbHEe 3HAY€HHS YCEPeIHEHOro 3a (iHAIbHUMHU
cTparamu iHpOpMaliiHOTO KPUTEPi0

_ 1 3
Emax =— ZE(S)

, (2)
max
Sy

" s=1

Ha erani ex3aMeHy HEOOXiJHO HPUHHSATH PILICHHS
PO HAJICKHICTh O10CHUTHAITY, 110 PO3IMI3HAETHCS, OJHOMY
i3 KJIaciB 3a1aHOTO aiaBiTy.
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2 0TJIsI A JITEPATYPU

OCHOBHOIO TEH/ICHIII€I0 CyYaCHOTO PO3BUTKY IPOTE-
31B PYKH € MiIBUIIECHHS 1X (YHKIIOHAIBHOI €)eKTUBHOCTI
LIISIXOM BHKOPUCTAHHSA METOJIB IHTEJIEKTyalbHOTO aHa-
nmizy manmx [1-3]. HaiOuremmr QOCKOHATUMH € TIPOTE3n
PYKH 3 IHBAa3UBHOIO CHCTEMOIO 3YMTYBaHHs Oi0CHTHAIIB
[4], ane BOHM BHMararTh XipypriuHOrO BTpYYaHHs, He-
3pYYHOCTI NPH KOPHUCTYBaHHI Ta MalOTh BUCOKY COOiBap-
TicTh. B mparpix [5—7] HaBeJCHO OMKC MPOTE3iB, 3AaTHUX
pO3Mi3HaBaTH Ta BiI4yBaTH MOBEPXHIO MPEAMETY, TOOTO
Ha/IJIEHUX TaKTHIBHOIO (yHKIi€0. AJie icHyto4i OioHI4HI
MIPOTE3H, KEPOBaHI CUTHAJIAMH Bi/l TACHBHHUX €JIEKTPOMIO-
rpadiyHAX CEHCOpiB MaloTh HE JOCTATHBO BHUCOKY TOY-
HicTh. ToMy B mparsx [8, 9] 3ampormoHoBaHO MiIBHIITYBa-
TH TOYHICTh BHUKOHAHHS KOTHITMBHUX KOMaH] HUIIXOM
JOJJATKOBOI CHCTEMH ONTHYHOTO TPEKIHTY pyXy OdeH, aje
TaKWH TiAXiA CYyTTEBO MiABHUIIY€E cOOiBapTiCTh MPOTE3Y Ta
YCKIIATHFOE YMOBH IOTr0 BHKOPHCTaHHS. AJITOPUTMH
MAIIMHHOIO HABYaHHS JUIs BCTAHOBJIEHHS BiJIIOBIIHOCTI
Mix OlOCHTHaJaM{ Ta KOMaHJIAMH Ha OCHOBI HEHPOHHUX
Mmepex [10-12] ta meromy omopHHX BekTopiB [13-15]
yepe3 OaraTo BUMIPHICTb CJIOBHHMKA O3HAK 1 CYTTEBHH
MIEPeTHH KJIACIB PO3Ii3HABAHHS HE JIO3BOJIIOTH JOCATTH
JIOCTATHBO BHCOKY TOUYHICTH PO3Ii3HAaBaHHS O10CHTHAIB.
Hampuknan, TOYHICTH pO3II3HABAHHS PYXy OKPEMHX
MANBIIB HAaBiTh MPU HEMOIIKOPKEHIN M’ S30Bil TKaHUHI
He mepesuinye 62% [15]. B mpami [16] posrispaerses
MOJKJIMBICTh 3aCTOCYBaHHS UIS PO3II3HABAHHS CHUTHAIIB
HEYITKMX HEHPOHHHMX MEpex, aje HPU LbOMY TaK camMo
icHye mpobiiema Oarato BuMipHOCTI. B mpamsx [17-19]
JUISl 3MEHIICHHS! BIUIMBY 0araTOBUMIPHOCTI MPOIOHYETh-
Csl BUKOPHCTOBYBaTH 1MOOYOBaHI Ha ITYYHHX Mepeskax
eKCTPAaKTOpH BXIHUX JAHWX, II0 HE BHKIIOYAE BTpare
iHpopMmaii. Sk mepcrieKTUBHUI HANPSM CIIJ PO3TIIsIaTh
BUKOPHCTAHHSA iIeff 1 METOIB Tak 3BaHOI iH(popMaIiitHO-
eKCTpEeMAallbHOI  IHTENIEKTyadbHOI TEXHOJOTil aHami3y
JAHWX, SKa TPYHTYEThCS HA MaKCUMi3amii iHpopMamiiHol
CIPOMOKHOCTI CHCTEMH B TIporieci ii HaB4aHHS [20-22].
OCHOBHOIO TapagUrMoI0 iH(pOPMaLiHHO-EKCTPEMATEHOTO
MAaIIMHHOTO HABYAHHS SK 1 B HEHPOMOAIOHUX CTPYKTypax
€ aJlanTarlis BXiIHOTO MaTeMaTHYHOTO OIHUCY CUCTEMH JI0
MaKCHMaJIbHOI JTOCTOBIPHOCTI pPO3Mi3HABaHHS 00pa3iB.
AJe Ha BiIMiHY BijJ HEHpOIOJIOHUX CTPYKTYpP BHpIIIaIb-
Hi mpaBmia, nMoOyJ0BaHi B paMKax I€OMETPUYHOIO ITij-
XOJ1y, € IPaKTUYHO 1HBapiaHTHUMH 10 6araTo BUMIpHOCTI
CIIOBHMKA O3HaK. 3 METOIO 3MCHIIEHHS BIUIMBY MOTYX-
HOCTI aj(aBiTy KJaciB po3Mi3HABaHHS Ha JOCTOBIPHICTE i
OTIePATHUBHICTh PO3Mi3HABaHHS B mpami [23] 3ampormoHo-
BaHO AJTOPHUTM iH(OPMAIIITHO-EKCTPEMAIBHOTO i€papxi-
YHOTO MAaIlIMHHOT'O HaBYaHHA. AJie B IIilf mparii He IocIi-
JUKyBasacs 3a/1a4a onTuMiszamii B iHpopMmariiiHomy po3y-
MiHHI iepapXxiuyHol CTpyKTypH JaHuX. OjHe 3 yCKIaJHEeHb
MAIlMHHOTO HABYaHHS CHCTEMH KEpyBaHHS MpPOTE30M
PYKH moiisirae B HeoOXiHOCTI HOpMadi3alii OiocUrHalis,
OTPUMaHHX 3 JIaTYMKIB, PO3TAIIOBAaHWX CHUMETPUYHO Ha
MOUIKO/DKEHIH 1 HEMOWKOKeHid — pykax.  Jmsa
PO3B’si3aHHA i€l 3a7a4l MEPCIIEKTUBHUM € 3aCTOCYBaHHS
METOy HOpMaJli3alii CHTHaIIB, 3alIPOIIOHOBAHOTO B IIpa-
sx [24, 25].

B craTTi posrnsgaeTses 3agava migBUIIEHHS (QyHKITI-
OHaJBHOI e(heKTUBHOCTI iH(OPMAIIHHO-EKCTPEMAIEHOTO
iepapXiyHOr0 MAIIMHHOTO HABYAHHS CHUCTEMH KEpyBaHHS
MPOTE30M KiCTi PYKH 3 HEIHBa3HMBHOIO CHCTEMOIO 3YHTY-
BaHHSA OIOCHTHAIIB IIIIXOM ONTHMI3amii iepapxigHoi
CTPYKTYpPH JaHUX.

3 MATEPIAJIM I METON
KateropiliHy mMozens ontumizauii iepapXiqHoi CTpyK-
TYPH KJIaciB pO3Ii3HaBaHHs MPEACTAaBUMO Y BHUIJISAL Opi-
€HTOBaHOTO rpady BimoOpa)keHHs MHOXHH, 10 3aCTOCO-
BYIOTBCSI B IIpoweci iH(pOpMAaIiiHO-eKCTPEMaIbHOTO Ma-
IIMHHOTO HaB4aHHs. KareropiiiHa MOzienb BKIIIOYAE BXif-
HHUI MaTeMaTUYHUM ONKC [, y BUTIIAAL CTPYKTYpH

1, =<G,T,QZ,H,Y,X; f,f,>.

Ha puc. 1 mokasano kateropiiiHy mMoznens iHpopma-
LIHO-eKCTPEMAJIbHOT0 MAIIMHHOTO HAaBYaHHS CHUCTEMH
KepyBaHHS NPOTE30M KIHI[IBKM PYKH 3 OINTHUMI3aIli€lo
iepapXivyHoOl CTPYKTYpH anasiTy KJaciB po3Mi3HaBaHHSI.

u ¢

hl
&
P i y
>0
f) f, 4 .
GxTxQxZxH Y X I

Pucynok 1- Kateropiiina Mozenb MalIMHHOTO HABYAHHS

Ha puc. 1 pmekaptoBuii moOGyTok GxTxQxZxH
3aJa€ YHIBEPCYMyM BHUIPOOYBaHb, SKHA € JKCPEIOM
iHpopMaii. TepM-MHOXHHA E 3Ha4YeHb
iHpOpMaIiHOTO KpUTepito onTumizauii napamerpiB
MAalIMHHOTO HaBYaHHS € 3arajbHOI0 /IS BCIX KOHTYpIB
omntuMizanii. Omepatop & Ha KOKHOMY  KpOII

MAIIIMHHOTO HaBYAHHS BIIHOBIIOE B pajiajbHOMy 0a3uci
MPOCTOPY O3HAK KOHTEWHEPHU KJIACIB PO3Mi3HABAHHS, SKi
YTBOPIOIOTh B 3arajlkHOMY BHUIIaJKy HEYITKE pPO3OUTTS

R Omnepatop 0 mpoekiupye moOymoBaHe pO3OUTTS

R Ha PO3MOIIN ABIHKOBUX BEKTOPIB O3HAK OiHapHOL
HABYAJIbHOT MATPHIIi X, a OTIepaTop  MepeBipsie OCHOBHY
CTaTHUCTUYHY TillOTE3y PO HAIEKHICTh BEKTOPIB O3HAK
BIZIMOBITHOMY KJlacy po3IMi3HaBaHHS. 3a pe3yJibTaTaMu
CTaTHUCTUYHOI TEPEBIPKH Tirnore3 (OPMYETHCS MHOMKHHA

: L
cratuctnunux rinotes I, a omepatop Y dopmye
. 2
MHOXHMHY TOYHICHHX XapakTepuctnk I, ge Q= L’

Onepatop ¢ oOYHCIIOE MHOXHHY FE  3HA4YCHb
iHpOpMaIiHOTO KpUTepito onTuMizamii napameTpiB
MalIMHHOTO HaByYaHHA. B KarteropiiHiii mMozeni KOHTYp
onTuMi3alii KOHTPOJBHUX JOMYCKiB Ha  O3HAKH
pO3Mi3HABaHHA 3aMHKAEThCS Yepe3 TepM-MHOXHUHY D —
CHCTEMY KOHTPOJBHHX JOIYCKIB, SIKi BUKOPUCTOBYIOTHCS
SK PpIBHI KBAHTYBaHHSA O3HAK pO3MI3HABAHHI IIPU
tdopmyBaHHI poOouoi OiHAPHOI HABYANBFHOI MATPHIII.
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HasBHicTp OiHapHOT HaBYANBHOI MATPHIL TO3BOJSE
LISIXOM KBaHTYBAaHHA 3a PIBHEM O3HAK PO3Ii3HABAHHS
aJanTyBaTH  BXIAHMH  MaTeMaTHYHHHA  OMUC 1O
MaKCHMAaJIbHOT JOCTOBIPHOCTI KiacH(iKal[iifHUX pillieHb.
Kpim Toro, kareropiiHa MOJeNp Ma€ JOAATKOBHIHA
KOHTYpY ONTHMI3alii iepapXi4Hoi CTPYKTYpH AaHuX P,
BEPIUINHHU K0T MICTATH aTpUOYTH Ki1aciB pO3IMi3HABaHHS 13
3amaHoro andapiTy y BUTIAl X HABYAILHIX MATPHIIb.
3rizmHo 3 KareropiiiHoro moxemo (puc. 1) anropurm
MAIIMHHOTO HaBYaHHS CHCTEMH KEpyBaHHS IIPOTE30M 3
OINTHMI3aI€l0 CTPYKTYpH P NpPEeACTaBUMO Y BHUIJISII
TIpoLeaypH
3

P =arg rréax{max Es}} ,

Gris}

Po3srnsHeMO OCHOBHI eTamnu peaiizalii anropuTMy om-
TUMI3aIil iepapxigHoi CTPYKTypH HaHWUX B MpoIeci Ma-
IIMHHOTO HAaBYaHHS CUCTEMH KEpPYBaHHS MPOTE30M KiHIIi-
BKH PYKH.

1) oOHyniHHS JYMIBHMKA BapiaHTIB il€papXiuHUX
CTPYKTYp (KpOKiB HaB4aHH:A): 7:=0.

2) iHimiamizamis JTiYUIbHUKA BapiaHTIB i€papXidHUX
CTPYKTYp: r:=r+1.

3) OoOHymiHHA JIYMIBHUKA SIPYCiB CTPYKTYpH MOa-
HUX: h=0.

4)  imimiamizamig JiYMIBHHUKA SIPYCIB CTPYKTYpHU Ja-
Hux: h=h+1.

5) oOHymiHHS JIYMIBHUKA CTpar sipyca: s:=0.

6) iHimiamizamiss ~ JMIYWIBHWKAa  CTpaT  spyca:
s=s+1.

7) s koxHOI s-1 cTtpatu  h-ro spycy r -1 iepap-
XI4HOT CTPYKTYPH peai3yeTbesi 6a30Buid anroputm iHdo-
pMaLiifHO-eKCTPEMAIFHOTO MAIIMHHOTO HAaBYAHHS, SKHH
peani3ye oOmepaTtopu MpaBOro KOHTYPY KaTeropiiHOi
Mozem (puc. 1).3 METOI0 ONTHMI3amii TEOMETPUIHUX
mmapaMeTpiB KOHTEHHEpIiB KJIaciB pO3IMi3HABAHHS 3a yce-
penHeHNM 1O BCiM (iHaTpHUM (KIHIIEBHM) CTpaTaM iH-

(hopMamifHOTO KPUTEPiI0 Er s .

8) AKkmo s <.S,, TO BUKOHYETbCS IYHKT 6, iH-
akuie — MyHKT 9.

9) aKmo h<h

1 CTPYKTYpHU JaHUX, TO BUKOHYETHCS MyHKT 4, IHAaKIIE —
nyHKT 10.

10)  obuuciroeThcs ycepenHeHe 3a  (piHATBHUMHU
CTpaTaMy MaKCHMaJbHE 3HAYCHHS 1HPOPMALIHHOTO KPH-

,0e h_. — KUIbKICTb SPYCIB 7 -

‘max max

Tepito onTuMisanii £, .
11)

CTPYKTYp [aHHX, TO BHKOHYETHCS IyHKT 2, iHaKme —
MyHKT 12.

12) BH3HAYAETHCS 3a MPOIeayporo (3) onTumans-
HAa iepapxigHa CTPYKTypa JaHHX:

13)  3VIIMH.

Takum umHOM, y pamkax IEI-texnouorii amroputm
MAIlMHHOTO HAaBYaHHS pealli3ye LIECIPsIMOBAHUI I10-
LIyK TJI00aJbHOTO MaKCUMyMy iH(OpMamiiHOro KpuTe-

AKIO ¥ <7, , A€ ¥, — KUIbKICTb i€papXiuHHX

pito (2) mnsg pi3HUX BapiaHTIB i€papXidyHOi CTPYKTypH
anapiTy KiaciB po3Ii3HaBaHHS.

4 EKCIIEPUMEHTH
Sx mpukiIan peamizaiii BUIIE HABEACHOTO aJTOPUTMY
ONTHMI3aL] iEpPApXIYHOT CTPYKTYPH JaHUX PO3TIISNAIOCS
MAallIMHHE HaBYaHHA CUCTEMU KEpYBAaHHA MPOTE30M KICT1
PYKH. Ui YOTMPBOX KJACiB pO3Mi3HaBaHHA: Kiac X/
XapakTepu3yBaB (YHKUIOHAIbHUH CTaH «3TMHAHHA J0O-
JoHI», k1ac X, — «CTUCKaHHA JIOJNOHI IIPU yTPUMaHHI

npeaMeTy», knac X; — «Po3ruHaHHS JOMOHI» i Kmac X

— «3ruHaHHA BKa3iBHOrO majblis». Ha puc. 2 mokazaHo
MPUKIAJAA KBAHTOBAHUX 32 YaCOM 3YMTYBAHHS 3 €JICKT-
poMiorpadigyHOro maTdyuka OIOCHTHANIB, SKi OTPUMAHO
MU peati3aiii KOTHITHBHUX KOMaH]| «3THHAHHS JOJI0H1»
(xmac pos3misHaBaHHA X, ) 1 «CTHUCKaHHA JOJOHI IIpU

yTpUMaHHI IpeaMeTy» (Kiac po3li3HaBaHHA X ).

m b

W00 zo0 300 400

T 400 S00 700 500 rc

6
Pucynok 2 — [Ipukiaan 300pakeHb THIIOBAX O10CHTHATIB:

a — Kiac posmisHaBanus X | ; 6 — Kiac posmisHaBaHHA X

[Ipu dopmyBaHHI HaBYAIBHOI MATPHI KPOK KBAaHTY-
BaHHS OilocurHaiiB ckiagaB 10 MUIECEeKyHI, a iHTepBal
KBaHTyBaHHSA — 1,2 c¢. Takum 4YMHOM, CTPYKTYpOBaHHM
BEKTOp-pealtiallis 0JTHOro Kjiacy po3Ii3HaBaHHs CKJaja-
Best 13 120 o3HaK posmi3HaBaHHS, SIKi JOPIBHIOBAIHM JTUC-
KPETHUM 3HAUCHHSAM OlOCHUTHAJIIB, IO 3YMTYBAIUCS II0-
CIIZIOBHO 3 enekrpomiorpadiynoro aarumka. [Ipu mpomy
3 METOI0 YCyHEHHs! (JOHOBOTO IIyMY BEKTOp O3HAaK CKJla-
JTaBCS 3 TUCKPET, 3HAYCHHS AKUX Oynu Oinbie 30 mV.

[Ipu iHpOpMALIHO-EKCTPEMATFHOMY MAITUHHOMY
HaBYaHHI CHCTEMH KepyBaHHs IIPOTE30M AOCIIKYBaIHCS
JIBi iepapXivyHi CTpYKTypHu naHux. lleprroio posrmsganacs
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INXOTOMiuHa OiHapHa iepapXidHa CTPYKTypa, 3a KOO
CIIOYATKy ONTHUMI3yBalIUCS T'€OMETPUYHI MapaMeTpu Oj-
HOTO KJIacy pO3Ii3HaBaHHA, a JO APYroro BXOAMIIN BEK-
TOpPH O3HAaK BCiX iHmUX KiaciB. Ilicims onTumizamii mapa-
METpIB TEPHIOro KJAacy pO3IMi3HABAHHSI HOTO BEKTOPH
O3HaK BUJIAISUIMCS 13 BX1/IHOT HaB4YaiabHOI MaTpHui. [ToTiMm
AHAJIOTIYHO OMNTHMI3yBaJIKCs MapaMeTPU OJHOTO KIIACy
po3Mi3HaBaHHs i3 TPHOX KJIACIB, SKi 3AJTUILIIIINCS B ai(a-
BiTy. | HapemrTi 31ilicHIOBayIacs ONTHMI3allisl MapameTpiB
MAIIMHHOTO HaBYaHHS IS IBOX OCTAaHHIX KJaciB po3mi-
3HaBaHHS. [HIIOIO JOCIHiIKyBaslacs Tak 3BaHa JEKYypCHB-
HAa iepapXigHa CTPYKTypa y BUTIIAII HallpaBIeHOTO rpady,
B SIKOMY aTpUOYTH BEpIIMHH BUIIOTO SIPYCY MepeaatoThes
Y BEpLIMHY CBO€T CTPATH HWXKHBOTO sipycy. [t Hao9HOC-
Ti pO3TIIIANKCS TTOKa3aHi Ha pHC. 3 TPU BapiaHTH AEKyp-
CHBHHX CTPYKTYp JaHUX IS 3alaHOro ay(aBiTy KiaciB
pO3mi3HaBaHHS.

A Y
® P B %
| 2 4 > 4 » 4 » 4
® ® & & R I
a 7]
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x;‘ X
| 2 | > 4
% N & X

Pucynok 3 — BapianTu 1eKypCHBHUX i€papXidHUX CTPYKTYP
TaHUX

MamHHe HaBYaHHS CUCTEMH KEepyBaHHS HPOTE30M
KIHIIBKH pyKH 32 I€papXidYHUMH CTPYKTypamu
MOKa3aHUMH Ha puUC. 3, 3AIHCHIOBAJIOCS JUIS TOTO CaMOIo
andagiTy KiIaciB po3Mi3HaBaHHSA, IO i B MOIEPETHHOMY
Bunanky. Onrumizauis B iH(opMaliiiHOMy pO3yMiHHI
iepapxiqHOi CTPYKTYpHU JaHMX 3iHICHIOBaacs 3a alropH-
T™OM (3), 32 SKMM BHU3HAYAJIMCSA ONTUMAJbHI 3HAYCHHS
paniyciB rinepchepuIHUX KOHTEHHEPIB KiIaciB PoO3Mi3Ha-
BaHHS IIPU 33JaHOMY IMapaMeTpi MoJisi KOHTPOJIbHUX JI0-
myckiB & =10 mV . Sk xputepiit onTumizanii mapamerpis
MalIMHHOTO HAaBYaHHS CUCTEMH KEpYBaHHS IIPOTE30M
BHKOpHCTOBYBasacsi MoaudikoBana mipa Kynnbaka, sika
JUIA TBOX AIBTCPHATHBHUX alpiOpHO PiBHONMOBIPHHUX
pilIeHs Ma€e BUTIIAL
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Kpurepiit (4) obumciroBaBcsi npu 00CsI31 HaBYAIILHOT
BUOipkH n=25 1 p =2 . llpn nux 3HAYCHHAX MaKCHMa-

JBHE 3HAYEHHS KpUTepito HopiBHIOE 4,40.
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5 PE3YJIbTATU
B Tabn 1 mokxa3aHo pe3ynpTaTH ONTHUMI3AI] iepapxid-
HUX CTPYKTYp [JaHuUX B 1poreci iHdopmarriiHo-

eKCTPEMAaJIbHOTO MAIIMHHOTO HAaBYaHHS CHCTEMH Kepy-
BaHHS TPOTE30M KiCTi PyKH 3 HEiHBa3MBHOIO CHCTEMOIO
3UUTYBaHHS OIOCHTHANIB JJIS 33J]aHOTO aj(aBiTy 3 YOTH-
PbOX KJIACiB pO3ITi3HABAHHS.

Tabmuig 1 — Pe3ynpTaTi MalIMHHOTO HABYAHHS CHCTEMH Kepy-
BaHHsI IPOTE30M

Home — — _ .

Bapia:Ty E D B P
1 3,99 0,88 0,07 0,91
2 3,50 0,80 0,11 0,84
3 3,55 0,82 0,12 0,85
4 4,40 1,00 0,00 1,00

VY 1abn. 1 gk mepmwid BapiaHT PO3TIIAOAETHCS THXO-
TOMiuHa OiHapHa ie€papXidHa CTPYKTypa MaHUX, OPYTHI
BapiaHT — CTPYKTypa, [OKa3aHa Ha pUC. 3a, TPEeTii Bapi-
aHT — CTPYyKTypa (puc. 30) i yeTBepTHil BapiaHT — CTPYK-
Typa (puc. 38). Ha puc. 4 mokaszano rpadiku 3aiexHOCTi
iHpopMaliiiHoro KpuTepito onTumizauii (4) Big paniyciB
KOHTEHHEpIB KJaciB po3Mi3HaBaHHS Nepioi QiHanbHOT
CTpaTy iepapxiuHOi CTPYKTYpH, [TOKa3aHOi Ha puc. 3B.

Ha puc. 5 mokazaHo rpadiku 3aJexHOCTI KpHTEpito
(4) Bix paniyciB KOHTEHHEpIB KJIACIB PO3Mi3HABAHHS JpY-
roi (hiHATBEHOT CTPaTH CTPYKTYpH (pHUC. 3B).
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Pucynok 4 — I'padiku 3a1exHOCTI KpUTEPIto Bix paaiycis
KOHTEWHEepiB Ki1aciB po3mizHaBaHHs mepiuoi (iHanbHOI cTpaTtu
(puc. 3B): a—kiac X, ; 6 —kiac X
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Pucynok 5 — I'padixu 3ane:xHOCTI KpUTEpito Bix paaiycis
KOHTEHHEepiB KJIaCiB po3Mi3HaBaHHS ApyToi GiHATBHOT CTpaTH
cTpykTypH (prc. 3B): a —kimac X, ; 6 —knac X

AHaui3 puc. 4 1 puc. 5 mokasye, 1o cepeHe 3HAYCHHS
Kputepito ontumizaunii (4) ans QiHAIBHUX CTpaT JOPiB-
HIOE MaKCHUMaJbHOMY 3HAYCHHIO KPHUTEPIiIo E* =4,40.
Ockinbku Tpadiki Ha NIUX PUCYHKAX MAalOTh MAUISHKA
TUIy “IJIato”, TO BH3HAYEHHS ONTHMAJbHUX PaiyciB
KOHTEHHEPIB KJIAaCiB PO3Mi3HABaHHS 3/IHCHIOBANOCS 32
YMOBM MIHIMQIPHUX 3HaueHb KoedillieHTa HeuiTKOi
KOMITaKTHOCTI SIKMI Ma€ BUTJISI

*
h,s,m

d(xh,s,m ® xh,s,c)

n %)

BuznaueHi 3rigHo 3 BupasoM (5) onTHMalbHI paaiycu
KOHTEWHEPiB KJIaciB pO3Mmi3HaBaHHS BIITOBITHO
JIOPIBHIOBAJIH: dl* =11 (TyT i Jayi B KOJOBHX OJUHHIIIX
6inapHoro mpocropy Xemminra), d, =25, d, =29 i

*
d, =15.

3a OTpMMaHMMH B IIPOIIECi MAIIMHHOTO HaBYaHHS OIl-
TAMAIBHUMH B iH(GOpMamiHHOMY pPO3YMiHHI T€OMETpHY-
HUMH IMapaMeTpaMi KOHTCHHEpIB KJIAaciB PO3Ii3HABAHHS

Oyno moOymoBaHO BUpIMIANBHI MpaBwia, SKi B MpeIuKa-
TUBHIH (OPMI MaIOTh BUTIIS

(vxy € R (7D e RN ir (,, > 0) & (1, = max )

then x\9) e Xy else X e X1,

(5)
me x') — BEKTOp O3HaK, IO PO3MI3HAETHCS; W, — DyHK-

)

List HaJEXHOCTI BekTopa x') KoOHTelHepy Kiacy posmi-

3HaBaHHA X .

VY Bupasi (5) QyHKIiS HANCKHOCTI U Tinepcdepud-
HOTO KOHTEHHEepa Ki1acy po3Mi3HaBaHHS X, BU3HAYA€Th-
cs 3a popmytoro [22]

d(x,, ®x)
“m :1_—*’
d

Je d, — ontuManbHuil paniyc rinepcepuyHOro KOHTEH-

m

Hepa Kilacy po3Mi3HaBaHHA X, .

TakuM umHOM, TIpH (PYHKLIOHYBaHHI CHCTEMH Kepy-
BaHHS B PEKHMI €K3aMEHY, Ha SKOMY OLIHIOETHCS (PyHK-
[ioHaJbHAa e(eKTUBHICTh MAIIMHHOTO HaBYyaHHS, abo
Oe3nocepesHEO B poOOUOMYy peXHMi 32 BUPIMIATEHAMH
npaBmiIamMy (5) BU3HAYA€THCS HAJIGKHICTH BEKTOPY O3HAK,
IO PO3II3HAETHCSA, OMHOMY i3 KIIACIB i3 3a/1aHOTO amndasi-
Ty. [Ipn 1ipOMy BHpiImanbHI IpaBUiIa 4epe3 Maly o0dwmc-
JIOBANBHY TPYAOMICTKICTD BigpPi3HSIOTHCS BHCOKOIO OTIe-
PaTHBHICTIO.

6 OBI'OBOPEHHS

Amnaytiz Tabn. 1 mokasye, 10 ONTUMAIBHOK B iH(OP-
ManiiHOMY pO3yMiHHI BHSBHIIACS i€papxiuyHa CTPYKTypa,
NoKazaHa Ha puc. 3B, sfKa 3a0e3neumia MaKCHUMaJbHY
TpaHUYHY TOBHY HMOBIpHICTh NpPaBUIIFHOTO pO3ITi3HA-
BaHHS KOTHITHBHHX KoMaHJ. ToGTO MOXHa CTBEpaXKyBa-
TH, IO TIPU BHOOPi ONITUMAITEHOI 1€papXiqHOI CTPYKTYpPH
mo0yI0BaHO OE3MOMIIKOBI 32 HABYAIIFHOIO MATPHIICIO
BUpimaneHi npasuia. Lled gakt € HEOOXiTHOIO yMOBOIO
BHCOKOi (pYHKIIOHATHHOI e(EeKTUBHOCTI MAIIMHHOTO
HaBYaHHS CHUCTEMH KepyBaHHS IpoTe3oM JlocTaTHbOIO
YMOBOIO BHUCOKOI (PyHKIIOHAJIIBHOT €(QEeKTUBHOCTI Ma-
IIMHHOTO HABYAaHHA CJIIJ BBaXKaTH HAOIMIKEHE 10 OJAUHU-
1l 3HAaYCHHS TOBHOI HMOBIPHOCTI NPaBUIILHOTO PO3ITi3HA-
BaHHS KOTHITMBHHX KOMaHI, OTpUMaHe IpH (QyHKLIOHY-
BaHHI CUCTEMH KEPyBaHH: IPOTE30M B PEIKHMI €K3aMEHY,
KOJIA PO3Mi3HAIOTHCS BEKTOPH O3HAK, chopMoBaHi Oe3ro-
cepelHpO Ha eTami ek3ameHy. OTpuUMaHa 3a pe3yibTaTa-
MH €K3aMEHY CepelHs IOBHA WMOBIPHICTH NPaBHIBHOTO
pO3ITi3HaBaHHs KOTHITUBHUX KOMAaHJI JUlsl 331aHOTO alda-
BITY KJIaciB po3IMi3HaBaHHs JopiBHIOBana P; =0,95. [Ipn
P, =0,85 mana nosHa imo-
BIPHICTb NPAaBUJIBHOIO PO3IMi3HABAaHHSA KOTHITMBHHX KO-

MaHJ KJacy po3lli3HaBaHHA X, KU XapakTepusyBaB

IbOMYy HalIMEHIIIe 3HAYCHHS

Ol0CHUTHAJI KOTHITUBHOI KOMaHIN «3TMHAHHSA BKa3iBHOTO
nanblyDy. Takui MOKa3HUK € JOCTATHBO BHCOKHM, OCKI-
JBKU BiH 3HAXOAWTHCS HA PiBHI MOKAa3HUKIB MPOTE3IB i3
1HBa3WBHOIO CHCTEMOIO 3YUTYBaHHS O10CHTHAIIB.

BUCHOBKHU

3ampornoHoBaHUiI  MeTOA  iH(OpMAaLiifHO-eKCTpe-
MaJIbHOTO MAalllMHHOTO HABYAHHS € MPAaKTHYHO iHBapiaHT-
HUHA 70 OaraTo BHMIpHOCTI CIOBHHMKa O3HaK 1 andasiTy
KJIaciB pO3Mi3HABaHHS 1 € THYYKHH JI0 TepeHaBYaHHS
CHCTEMH KEpyBaHHS NIpU PO3IMHPEHHI andaBiTy KiIaciB
posmizHaBaHHA. KpiMm Toro, moOymoBaHi 3a pe3yiIbTaTaMu
MalIMHHOTO HaBYAHHS B paMKax I'€OMETPHYHOrO MiIXOIy
BHpIIIAIbHI MpaBUiIa JO3BOJIAIOTH MpUAMAaTH Kiacupika-
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HiffHI pilleHHS B pealbHOMY TEMIII 4Yacy, IO MigTBep-
JDKY€TBCSI €KCIICPUMEHTAJIBHUMH  pE3YNbTaTaMH, OTpH-
MaHMMH Ha JOCIIZHOMY 3pa3Ky. IIpu mpomy omeparus-
HICTh BUKOHAHHS MPOTE30M KiHI[IBKH PYKH KOTHITHBHHX
KoMaHA Oyle B OCHOBHOMY BH3HAUaTUCS CTAJIOI0 4Yacy
MEePEXiJIHOrO TPOIECY CEPBOCIEKTPOMOTOPIB SIK BUKO-
HAaBYMX IIPUCTPOIB.

3acTocyBaHHSI OTPUMaHHX HAyKOBHX PE3yJbTATIB IJIs
MAaIIMHHOTO HAaBYaHHS NPOTE3Y PYKHU i3 OUIBIIOIO KiNbKi-
CTIO CTYIICHIB CBOOOIM MOB’S3aHO i3 HEOOXiIHICTIO 30i-
JBIICHHS 1H(GOPMAaLii HIISIXOM PO3TallyBaHHS €JIEeKTPO-
MiorpaiyHUX MAaTYMKIB OIOCHTHAIIB HA Pi3HHUX TUITHKAX
CHCTEMH M sI3iB, SIKi pearyroTh Ha BiIIOBiTHI KOTHITHBHI
KOMaHIW. Y IIbOMY BHITAJKy BHHUKA€E HEOOXiTHICTH 30i-
JIBIICHHS TOTY)KHOCTEH CIIOBHHMKA O3HAK 1 aidasiTy Kia-
ciB posmizHaBaHHA. [Ipy 1ipOMy I 3a0e3nedeHHS BHCO-
Kol (YHKI[IOHATBbHOT €EeKTUBHOCTI MAIIMHHOTO HaBYaH-
HSl MOYK€ BUHMKHYTH HEOOXiJHICTh 30UIbIICHHAM TINOH-
HHM MAallIMHHOTO HaBYaHHS NIISIXOM ONTUMI3alii JOAAaTKO-
BUX NapaMeTpiB (yHKIIOHYyBaHHS CHUCTEMH KepyBaHHS,
BKJIIOYAIOUH MapaMeTpu 00poOJIeHHs G10CUTHATIB.

MOJSIKA
PoGoTa BHKOHaHA 32 MIATPUMKH NMPOEKTY «IHTENEKTY-
TBHUI TIPOTE3 KiHLIBKH PyKH (HOMEp JCp>KaBHOI PeecT-
pamii 01170002218), sxuii BukonyBaBcsi B CyMCBKOMY
JIepKaBHOMY VHIBepcHTETI Ta (piHaHCYBaBCs 3a KOIITH
JIEPKABHOTO OIODKETY.
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NH®OPMALIMOHHO-9KCTPEMAJIbHOE HEPAPXUYECKOE MAIIMHHOE OBYYEHHUE CUCTEMbI
YIIPABJIEHUS IPOTE30M KUCTH PYKH C HEUHBASUBHOM CUCTEMOI CYATHIBAHUSI BUOCUTHAJIOB

HoBobim A. C. — 1-p TexH. Hayk, npodeccop, 3aBeayronnii kadenpoid KOMIBIOTepHBIX HayK CyMCKOTrO roCyAapCTBEHHOTO YHH-
Bepcutera, CyMbl, YKpauHa.

IIarayenko B. FO. — acnupanTt kadenps KOMIbIOTEPHBIX Hayk CyMCKOro rocyJapcTBEHHOro yHuBepcutera, Cymbl, YKpauHa.

CumonoBcebkmii 0. B. — accucrent kadenpbl KOMIbIOTEpHBIX Hayk CyMCKOTO TOCYAapCTBEHHOro yHuBepcureTa, CyMel, YK-
pauHa.

HIkyponat A. A. — acnupaHT Kadeapsl KOMITBIOTEPHBIX HayK CyMCKOTO roCcyIapcTBEHHOTo yHHBepcuTeTa, CyMmbl, YKpanHa.

AHHOTALUA

AKTyanbHOCTB. Pemiena akryanbHas 3aga4a nHGOPMAIIMOHHOTO CHHTE3a 00YYaIOIEeNCsl CUCTEMBI YIIPABJICHHUS IPOTE30M KUCTH
PYKH C HEHHBAa3HBHOI CHCTEMOMN CUNTHIBaHHSI OMOCHTHAJIOB.

Iesan pa6oThbl — noBblLIeHHE (HYHKIMOHATEHOW 3(()EKTUBHOCTH CUCTEMBI YIIPABJICHHUS NIPOTE30M KHCTH PYKH C HEMHBAa3UBHOM
CHCTEMOW CUUTBHIBAHMSA OMOCHUTHAIOB HAa OCHOBE MAIIMHHOTO OOYYEHHS, YTO MO3BOJISCT NP (yHKIMOHUPOBAHHU CHCTEMBI B pabo-
YeM PEeKHMME PACIIO3HABATH C BHICOKOH JOCTOBEPHOCTBIO U ONIEPATUBHOCTHIO KOTHUTHBHBIE KOMAHIbI OJIE30BATENS IIPOTE30M.

Meton. B pamkax nH(POPMAIIMOHHO-IKCTPEMATIbHOW HHTENACKTyalbHON TexHonornn (MOU-TexHomornn) anaimm3a JaHHBIX, OC-
HOBAHHOM Ha MaKCHMH3aIlMH WH(OPMAIIMOHON CIIOCOOHOCTH CHCTEMBI paclio3HaBaHMS B IPOLECCE MALIMHHOTO O0Y4eHHs, IIPEIIo-
JKEH METOJ] HHPOPMAIMOHOTO CHHTE3a HHTEIUIEKTYaJIbHOW CHCTEMBI YIIPABICHNS IPOTE30M KHCTH PYKH C HEMHBA3HBHON CHCTEMOIt
CUNTBHIBaHHsI OMOCUTHAIOB. B OTIMYMK OT CyIIECTBYIOIMX METOZOB MHTEIIEKTYJIbHOTO aHaIN3a JaHHBIX METOJ HH(POPMAIHOHHO-
9KCTPEMAIBHOI0 MALIMHHOTO 00y4YeHUs pa3paboTaH B paMKaxX (YHKIMOHAJIBHOTO MOAXOJa K MOJAEIUPOBAHUIO KOTHHUTHBHBIX IPO-
LIECCOB, CBOMCTBEHHBIX YEJOBEKY NpPH (OPMUPOBAHMU M NMPUHATUHM KIACCU(DUKALMOHHBIX pelieHUH. J[aHHBINH MOIXOA MO3BOJISACT
HaJeNUTh CHUCTEMY YIPABJICHHUS HPOTE30M CBOMCTBAMM aJANITUBHOCTH K NPOU3BOJIbHBIM HAYalbHBIM YCIOBUSAM (HOPMUPOBAHHS
KOTHUTHBHBIX KOMaHJ U IIepeoOydeHUs IIPU PacHINPEHUH CIOBaps MPH3HAKOB U anaBHUTa KIAcCOB pacmo3HaBaHms. Kpome Toro,
pelaronye npaBmiia, HOCTPOCHHBIE TI0 MOMYyYEHHBIM B IIPOIECCE MANIMHHOTO OOyUeHHUsS] TeOMETPUIECKHM ITapaMeTpaM Tumepcde-
PHYIECKHX KOHTEHHEPOB KIACCOB PACIIO3HABAHUS SBIIIOTHCS MPAKTUUECKH MHBAPHAHTHBIMU K MHOTOMEPHOCTH TIPOCTPAHCTBA TPH-
3HAKOB pacro3HaBaHus. Ha ocHOBe IpeaIoskeHHOI KaTeropuifHONH MOJeNN pa3poO0TaH alNropiuT™M MAIIHHHOTO O0YUYEHUs C ONTHMH-
3amueil nepapxuueckoi CTPyKTypHl JaHHBIX. [Ipn 3TOM HccienoBaHO BIUSHUE Ha (PYyHKIIMOHAIBHYIO 3(()EKTHBHOCTH MAIIMHHOTO
00y4eHHs CTPYKTYp AaHHBIX, IOCTPOCHHBIX B BUJIE JMXOTOMHYECKOTO M JEKypCHAHOTO JiepeBbeB. B KauecTBe KpuUTepusi ONTHMHU3a-
I[UY MapaMeTPOB MAIIMHHOTO OOYYEHHUs HUCIOJb3yeTCsl MOAN(UKaIMsd HHPOpMaIHHIN Mepsl Kynb0aka, siBistromiascs (pyHKIHO-
HaJIOM TOYHOCTHBIX XapaKTEePUCTHK KIaCCU(HKAIIMOHHBIX PELICHHUHA.

PesyabTarbl. [10 5KCIEPUMEHTAIBHUM JIaHHBIM, MOJIYYEHHBIM C 3JIEKTPOMUOTpaduueckoro naTyuka, copMHpoBaHa BXOLHASL
CTPYKTypHpOBaHHas 00ydaromasi MaTpuna uist andaBuTa ¢ 4eTHIPEX KIIaccoB pacrosHaBaHus. [locTpoeHHbIe B mpolecce Hepapxu-
YEeCKOro MH(OPMAIIMOHHO-IKCTPEMATBHOTO MAIIMHHOTO OOYYeHHs pEelIalolfe IPaBHila MO3BOJSIOT PACIIO3HABATh B PEaTbHOM
TeMIle BPEeMEHH KOTHHTHBHBIE KOMaHJBI C JIOCTATOYHO BBICOKOH MOIHON BEPOSTHOCTBHIO MPUHSATHS IPABIIBHBIX KIaCCHOUIUPYIO-
MUX peleHui. PesynpraraMu (U3ndecKoro MOASIUPOBAHUS JOKA3aHO, YTO IMPHU UCIIOIb30BAHMH HEPAPXUIECKOH CTPYKTYpHI JaH-
HBIX B BHJE JEKYPCHBHOTO JiepeBa (yHKIMOHANbHAS 3 ()EeKTUBHOCTE MAIMHHOTO 00YYEHHs YBEINYNBACTCS B CPABHEHUH C CTPYK-
TypO¥l JaHHBIX B BHJE AUXOTOMHYECKOr0 OMHApPHOTO JiepeBa.

BbiBoabl. PesysbraramMu Gpu3M4eckoro MOJEIUPOBAHUS TTOATBEPIKICHA JOCTATOUHO BbICOKas (yHKIMOHAIbHAS 3G )EKTUBHOCT
MIPEIOKEHHOTO0 METOa HH(POPMAIIMOHHO-IKCTPEMATBHOTO MAIIMHHOTO O0YYEHHs CHCTEMBI YIPABIECHHUs MPOTE30M KHCTHU PYKH C
HEWHBA3WBHOM CHCTEMOW CUMTHIBaHUS OMOcHTHAIOB. [lodydeHHbIe HAyIHBIE PE3yIbTAaThl OTKPHIBAIOT HOBOE HANIPABICHNUE CO3JaHUS
HMHTEIUIEKTYaIbHBIX IPOTE30B PYKH C HEMHBA3MBHON CHCTEMOH CUMTBHIBAHUS OMOCHTHAIOB HA OCHOBE MAIIMHHOTO OOYYEeHUS M pac-
II03HaBaHMs 00Pa30B.

KJ/JIIOUEBBIE CJIOBA: nH(bopManuoHHO-IKCTpeMalbHas HHTEIUIEKTyalbHass TEXHOJIOTHs, MAalIMHHOE 00ydeHue, nHdopma-
LIMOHHBII KPUTEPHH, CHCTEMa YIIPaBICHUS, TIPOTE3 KUCTH PYKH, JIEKTPOMHUOrpaduuecKkuii JaTuuK.
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INFORMATION-EXTREME HIERARCHICAL MACHINE LEARNING OF THE HAND BRUSH PROSTHESIS
CONTROL SYSTEM WITH A NON-INVASIVE BIO SIGNAL READING SYSTEM
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ABSTRACT

Context. The actual problem of the information synthesis of learning and control systems for the prosthesis of the hand with a
non-invasive system for reading biosignals has been solved.

Objective. The goal of the work is to increase the functional efficiency of the control system for the prosthesis of the hand with a
non-invasive system for reading biosignals based on machine learning, which allows the system to operate in the operating mode to
recognize the cognitive commands of the user of the prosthesis with high reliability and efficiency.

Method. Within the framework of informational and extreme intellectual technology (IEI technology) of data analysis based on
maximizing the informational ability of a recognition system in machine learning, a method of informational synthesis of an intelli-
gent control system for a prosthetic hand with a non-invasive biosignal reading system is proposed. In contrast to the existing meth-
ods of data mining, the method of information-extremal machine learning was developed as part of a functional approach to model-
ing the cognitive processes inherent in humans in the formation and adoption of classification decisions. This approach makes it
possible to endow the prosthesis management system with adaptability properties to arbitrary initial conditions for the formation of
cognitive teams and retraining while expanding the vocabulary of signs and the alphabet of recognition classes. In addition, the deci-
sion rules based on the geometric parameters of hyperspherical containers of recognition classes obtained during machine learning
are almost invariant to the multidimensionality of the recognition feature space. Based on the proposed category model, a machine
learning algorithm has been developed with optimization of the hierarchical data structure. At the same time, the influence on the
functional efficiency of machine learning of data structures constructed in the form of dichotomous and decursion trees was studied.
As a criterion for optimizing machine learning parameters, a modification of the informational Kullback measure is used, which is a
functional of the accuracy characteristics of classification decisions.

Results. According to the experimental data obtained from the electromyographic sensor, an input structured learning matrix for
the alphabet with four recognition classes is formed. The decision rules constructed in the process of hierarchical informational and
extreme machine learning make it possible to recognize cognitive teams in real time with a rather high total probability of making
correct classifying decisions. The results of physical modeling proved that when using a hierarchical data structure in the form of a
decursive tree, the functional efficiency of machine learning increases in comparison with the data structure in the form of a di-
chotomous binary tree.

Conclusions. The results of physical modeling confirmed a sufficiently high functional efficiency of the proposed method of in-
formation-extreme machine learning for the control system of the prosthesis of the wrist with a non-invasive system for reading
biosignals. The obtained scientific results open up a new direction in the creation of intellectual prostheses of the hand with a non-
invasive system for reading biosignals based on machine learning and pattern recognition.

KEYWORDS: information-extreme intellectual technology, machine learning, information criterion, control system, prosthesis,
electromyographic sensor.
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ABSTRACT

Context. A method for constructing an algorithm for stabilizing the interoperability of a production line is considered. The object
of the study was a model of a multi-operational production line.

Objective. The goal of the work is to develop a method for constructing an optimal algorithm for stabilizing the flow parameters
of a production line, which provides asymptotic stability of the state of flow parameters for a given quality of the process.

Method. A method for constructing an algorithm for stabilizing the level of interoperative backlogs of a multi-operational
production line is proposed. The stabilization algorithm is based on a two-moment PDE-model of the production line, which made it
possible to represent the production line in the form of a complex dynamic distributed system. This representation made it possible to
define the stabilizing control in the form of a function that depends not only on time but also on the coordinates characterizing the
location of technological equipment along the production line. The use of the method of Lyapunov functions made it possible to
synthesize the optimal stabilizing control of the state of interoperation backlogs at technological operations of the production line,
which ensures the asymptotic stability of the given unperturbed state of the flow parameters of the production line at the lowest cost
of technological resources spent on the formation of the control action. The requirement for the best quality of the transition process
from a disturbed state to an unperturbed state is expressed by the quality integral, which depends both on the magnitude of the
disturbances that have arisen and on the magnitude of the stabilizing controls aimed at eliminating these disturbances.

Results. On the basis of the developed method for constructing an algorithm for stabilizing the state of flow parameters of a
production line, an algorithm for stabilizing the value of interoperation backlogs at technological operations of a production line is
synthesized.

Conclusions. The use of the method of Lyapunov functions in the synthesis of optimal stabilizing control of the flow parameters
of the production line makes it possible to provide asymptotic damping of the arising disturbances of the flow parameters with the
least cost of technological resources spent on the formation of the control action. It is shown that in the problem of stabilizing the
state of interoperative backlogs, the stabilizing value of the control is proportional to the value of the arising disturbance. The propor-
tionality coefficient is determined through the coefficients of the quality integral and the Lyapunov function. The prospect of further
research is the development of a method for constructing an algorithm for stabilizing the productivity of technological operations of a
production line.

KEYWORDS: PDE-model of a production line, multi-moment equations, Lyapunov function, quality integral, optimal control,
stabilization problem.

ABBREVIATIONS
PDE is a partial differential equation.

Y, (t,S) is a program control of the normative produc-

tivity of production equipment at the time moment t for
the position of the technological route with a coordi-

NOMENCLATURE nate S, which ensures the transition of the production

[X]o (t,S) is a density of inter-operational backlog of
parts (WIP) at the time moment t for the position of the
production route with the coordinate S ;

[X]l (t,S) is a flow of parts at a time t through the po-

sition of the technological route with a coordinate S ;
[X]hu (t,S) is a normative productivity of the produc-

tion equipment at the moment time t for the position of
the technological route with the coordinate S ;
Y, (t,S) is a program control of the state of interop-

eration backlogs at the time moment t for the position of
the technological route with a coordinate S, which en-
sures the transition of the production system from one
state of the production system to another state of the pro-
duction system;
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system from one state of the production system to another
state of the production system;

Tq is a characteristic time of the transfer of the pro-
duction system from one state of parameters to another
state of streaming parameters;

uk(t,[y]o,[y]l) is a control action, providing stabiliza-

tion of flow parameters [X]k (t,S) relative to the undis-

turbed state [x]k*(t, S);
(o(t,[y]o,[y]l,uo,ul) is a function that determines the

requirements for the lowest possible cost of technological
resources (energy, raw materials, labour resources, etc.)
spent on the formation of control actions Uy (t,[y]o,[y]l),

U (t, [Y]os [Y]l )
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INTRODUCTION

The time factor plays a decisive role in planning the
operation of a production line and the operational control
of its flow parameters [1]. At the same time, the main
requirement for the process of planning and operational
control of production is to ensure the continuity and
rhythm processing of parts along the technological route
[2]. In this regard, mathematical methods of planning and
operational control of the flow parameters of the produc-
tion line are exceptional importance [3]. The most impor-
tant and least studied among them are the dynamic prob-
lems of the optimal use of the technological resources of
the enterprise to ensure a steady-state of the flow parame-
ters of the production line [4].

The object of study is model of a production multi-
operation production line.

The production lines of modern industrial enterprises
contain~10" technological operations [5], in the interop-
eration reserves of which are ~10° parts [6]. The structure
of the production line can be highly branched [7], consist-
ing of separate sections of the technological route with a
sequential position of technological operations [8]. The
presence of a branched structure imposes additional diffi-
culties on the construction of a production line model,
and, as a consequence, construction of an algorithm for
stabilization of the production line flow parameters. For
this reason, the construction of an algorithm for stabiliz-
ing the flow parameters will be carried out for a produc-
tion line with a sequential position of technological opera-
tions [9] (Fig. 1).

Ay

a a, a,, Ao
-0 OO0 o) 0130~
b by

h b by by

m m+l

Figure 1 —Serial production line

This simplification will allow us to focus on the key
design points of the stabilization algorithm. The obtained
results can be used to design control systems for flow
parameters of complex branched production lines.

The subject of study is a method for constructing an
algorithm for stabilizing the production line flow parame-
ters, based on the PDE model of the production line.

The control problem of the production line flow pa-
rameters is often considered as the task of building pro-
gram control (production schedule of the output plan
[11]). Methods for constructing a programmed control
using the equations of the fluid-model and the PDE-
model are presented in [12, 13]. However, in the presence
of disturbances, the programmed control will be imple-
mented without additional stabilizing effects only in the
case of asymptotic stability of the production line flow
parameters. This circumstance requires the development
of methods for designing algorithms for stabilizing the
production line flow parameters.

The purpose of the work is to develop a method for
constructing an algorithm for optimal stabilizing the pro-
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duction line flow parameters, which ensures the asymp-
totic stability of the state of flow parameters.

1 PROBLEM STATEMENT
To describe the serial production line (Fig. 1), let’s
use a two-moment PDE-model, the equations of which
have the form [4, 10]:

]y (. S) . ] .9
ot as

=Yo(©.5), Q)

olxh@.9) . [l -8 o] . 5)

ot LS s =nes). @

with a control program Y (#,S), Y;(¢,S) for transfer-

ring production systems from a state with parame-
ters [X]o (0,8) to a state with parameters [X]o (Ty,S) fora

time ¢ € [O,Td].
Let the production line flow parameters [x]o(t,S),

[X]l (t,5) receive unknown random small disturbances:
lo@.8) =l -y @.9) 3

V@S =@~k @), 4)

with respect to given program control YO*(t,S),
Yl*(t,S) unperturbed parameters [x]o*(t,S), [X]l*(t,S).
To eliminate the disturbances b/]o S), b]l (¢,S) that
have arisen, it is required to develop control actions
uo(t,[y]o,[y]l), ul(t,[y]o,[y]l), which should ensure the
asymptotic stability of a given unperturbed state of flow
parameters [x]o*(t,S) s [x]l*(t,S) , satisfying the system
of equations (1), (2). It is assumed that the function

ug (t, b]o,b]l), u (t,Lv]O,b]l) satisfies the equalities
u0(£,0,0)=0, u;(£,0,0)=0. ®)

The given functions are defined and continuous in the
area under consideration and are not constrained by any
additional inequalities.

When setting the problem of stabilization of produc-
tion line flow parameters, we supplement the requirement
of asymptotic stability of the unperturbed state of flow
parameters with the requirement of the best quality of the
transient process

1= Jole [l [y}t i ©
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2 REVIEW OF THE LITERATURE

Common models that are used for the synthesis of op-
timal control of the production line flow parameters are
Clearing-function models [14, 15], queue theory [16],
discrete-event models [17, 18], Fluid— models [12, 13],
system dynamics models [3], PDE— models [4, 5].

Clearing-function models and queue theory models
are used when the input or output parameters of the pro-
duction line are controlled. This class of models deter-
mines the relationship between input and output parame-
ters using approximate relationships or precise analytical
expressions that take into account, with a given accuracy,
the state of distributed parameters along the production
line. At the same time, there is no control over the state of
flow parameters along the production line. Effective use
of the Clearing-function model is presented in [19]. How-
ever, such cases of effective use of Clearing-function
models are very rare.

Discrete-event models make it possible to sufficiently
accurately simulate the process of processing products at
technological operations of a production line. This class
of models is used to build control systems of the flow
parameters of technological operations of production
lines. A significant disadvantage of their application for
the design of control systems for the production line pa-
rameters is that the construction of effective control sys-
tems requires large expenditures of computing resources.
When constructing multi-operational models of produc-
tion lines [5] for batches with a large number of parts [6],
the computational time of the model parameters exceeds
the time allotted for making a decision on the formation
of control actions.

Fluid models, system dynamics models and PDE
models are most suitable for describing a production line.
Fluid models and models of system dynamics are recom-
mended for describing production lines containing several
tens of technological operations [20]. For a large number
of technological operations, the most effective way to
describe a production line is to use a PDE model. In the
paper [19], the limit transition from the PDE-model equa-
tion to the Clearing-function equation is provided. The
Clearing Equation for a conveyor system determines the
relationship between the input and output streaming pa-
rameters of the transport system. In the paper [20], the
limit transition from the PDE-model equations to the
equations of system dynamics is given.

PDE-models are significant practical interest for the
control systems design for the parameters of many opera-
tional production lines. Further development of the PDE-
models class, associated with the development of methods
for constructing algorithms for optimal control of produc-
tion line flow parameters, providing asymptotic stability
of the flow parameters state, opens up new prospects for
using this class of models in control systems of flow pro-
duction.

3 MATERIALS AND METHODS
Balance equations (1), (2) determine the state of the
multi-operation  production line flow parameters
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[X]o ®,5S), [X]] (¢,5) (Fig. 1). The main mode of operation

of production lines for enterprises with a flow method of
organizing production is a synchronized mode, in which
the performance of technological equipment is the same
for each technological operation [21, 22]. Synchroniza-
tion of technological equipment is taken into account as
an additional condition

oy, (.5)
oS

=~0. (6)

Then the system of equations for the parameters of the
production line corresponds to a linearized system of
equations in small perturbations U]o t,9S), [y]1 t,9):

ks, drhe
Ot oS
bl , b
oS oS

O]

={qooUo T 90141

oB
B+ [y]l(t,S)g+
0 ,S o
+%AB+ L\/]O(f,S)% ={q10Y%o +4q11U
behy .9 - @.9)) 1}y, 0.9)|
A = ) = )
bhaes) | bhes|,

Gooto +qo141 = Yo (t,8) =Y (4,5),
Groto +q1u =Y1(£,8) =Y, (1,5).

Functions gq,,,, = ¢,,(¢) are limited and continuous

functions of time. The period of existence of the distur-
bance 7, of the flow parameters ranges from several days
to several weeks, while the period of change in the coeffi-
cients 4 and B, determined by the strategic manage-
ment of the enterprise, ranges from several months to
several years [23]. In this regard, let’s assume that the
coefficients 4 and B during the period of existence of
the disturbance 7, do not explicitly depend on time, and
their changes in time are much less than the values of the
coefficients themselves:

404 B
o’ T,

0B

T,

v

Inequality (8) allows us to assume that the coeffi-
cients 4 and B in equations (7) depend only on the co-
ordinate S. Let’s assume that during control it is possible
to measure the current values of the macro parameters
[X]O and [X]l . On the basis of measurements, the control

device influences

U :uo(fs[J’]o»[yL) ,
u :ul(t,[y]o,[y]l) on the flow parameters of the pro-
duction line [X]o(t, S), [X]l (#,S) . These influences should

ensure the asymptotic stability of the given unperturbed

develops
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state of the flow parameters. The problem of the stabiliz-
ing production line flow parameters [X]o @5S), [X]] @,S)

can be reduced to the control problem interoperable
stocks or to the control problem the productivity of tech-
nological equipment. In this paper, let’s consider the con-
trol problem of inter-operational backlogs.

Correction, coordination and approval of the produc-
tion plan require accurate information about the distribu-
tion of parts by technological operations along the techno-
logical route. The problem of tactical production planning
is closely related to the problem of reserve placement of
stocks. For a production line consisting of two techno-
logical operations in the paper [24], a solution to the prob-
lem of tactical planning at the level of individual elements
is proposed using linear programming methods. In paper
[8], the application of a fluid model for tactical production
planning is considered, which optimizes the amount of
safety stock to ensure the normative functioning of a
multi-flow line. A nonlinear problem of planning the
safety stock is formulated, which can be used to stabilize
the flow parameters of a multi-flow production line with
an objective function that minimizes the total cost of the
safety stock.

Along with the planning problem, the value of the op-
timal safety stock, the stabilizing the parameters by a
multi-flow line is no less urgent. The solution of the prob-
lem makes it possible to find the optimal control actions
that ensure the asymptotic stability of the planned given
unperturbed state of flow parameters with the least cost of
technological resources spent on the formation of the con-

trol action ug =u (t,[y]o,[y]l) . Suppose that in a syn-

chronized operation mode of the production line, the pro-
ductivity of the technological equipment is equal to the
standard value

[X]]\U (t’ S) = [X]] (t’ S) 5

and the parts are evenly distributed over the technological
operations

ol )
oS

=0.

Then, when using only the management of inter-
operational reserve u :uo(t,[y]o,[y]l) the system of

two-moment balance equations (7) can be represented in
the form

0 t,S) oyl S
Lvl?t( ) + Mé; ) =qooko
9
bhes) abhes) ,_ )
ot oS

© Pihnastyi O. M., Khodusov V. D., Kazak V. Yu., 2020
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It is assumed that if the amount of inter-operative
backlogs deviates from the undisturbed state

[X]n = [x]n*(t,S) it is possible to compensate for this de-
viation with intensity qqq-#o at the expense of external
sources of replenishment or from insurance backlogs. The
absence of a control action ug = u (t, [y]o,[y]l) in the

equation for the productivity of technological equipment
MO3BOJISICT YTBEPXKIaTh, allows us to assert that there is no
source of change in the productivity of technological
equipment, ¢g;9 =0. The change in the value of inter-
operative backlogs occurs due to desynchronization in the
olvh.9)
as 7
which is ultimately compensated by the source of insur-
ance backlogs ¢ -ug. The negative value of the receipt

performance of technological equipmen

of parts from the source of insurance reserves g -

indicates the formation of an excessive inter-operational
reserve, which is taken from the technological operation

reserve. When [y]o(t,S)<O, additional costs are re-
quired to replenish the deviations of the inter-operative
backlog. Since the system of equations (9) contains only
one multiplier g, so let’s put gg9 =1, thereby taking
into account the considered coefficient directly in the un-
known function u .

As a criterion evaluating the quality of the flow pa-

rameters operational control (6), let’s choose the condi-
tion that determines the minimum of the integral:

=] (oc([y]o P +Bluo ) )det . (10)

where o, B are the coefficients characterizing the costs
associated with the deviations of the flow parameters and
the costs associated with the control actions necessary to
eliminate these deviations do not depend on S. Taking
into account the expansion of small disturbances
b}]o @S), [y]l (t,S) of the flow parameters

[Z]O(I,S),[;(]l (¢,S) and control actions uo(t,bz]o,bz]l) in

a Fourier series, the integrand o for the quality integral
takes the form

W=
2

=0 (Vo + 2 }j sin[kjS]+ i[yn ]j cos[kjS] +

j= Jj=1

—_

an

2

{un }j sin[kjS]+ %[”nL cos[kjS] .

Mg

+B {”n}0+

~.
N
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Let us perform integration the quality criterion (10) by
the coordinate S

1Ttk Sl bl

J=1

ﬁw%my%.

Substituting into the system of equations (9) the ex-
pansion of small perturbations b’]o @,S), b/]l (t,S) of the

(12)

M8

+OJ?B({”0 o’ J%

J

flow parameters and control action “0( Ly] [y] ) in the

Fourier series, the system of equations in small perturba-
tions is obtained:

d{yo }o
dt

d{h }o
dt

= {”0}0 ’

:0’

d%:h+kbﬂ1:boh,d%:h+kb@h:bmh, (13)
%;}l—bl]lszoj d[;tl]l +{y1}1kB:O.

When constructing the system of equations (13), for
clarity of demonstrating the method of constructing the
stabilization algorithm, the expansion in the Fourier series
is limited by the first two terms. Let’s seek the Lyapunov
function in the quadratic form:

Sd 80

PO [l P+l Phs. Z =0

0

(14)

with constant coefficients c¢;, c¢;. Then Lyapunov func-

tion ¥® can be written in terms of the coefficients W)

Wl bl

0°

1
yo :Co[{yo}oz +=

2

%@aﬁﬁmvﬂ+

) (15)
+Cl({yl}02 +% Z({yl}jz +b0]j2)J :

J=

Let us define the Hamiltonian B[V ] for the system

under study in the following form:

Lot d,
a §m1

J (16)
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Under optimal control u, = uo*(t,b]o,[y]l)) the value

B[VO] should have a minimum and thus become zero.
Hence the first equation for determining the form of the

Lyapunov function O

uo =uo (1[0} ) -

and the optimal control action

B°1=0. 17
4 RESULTS

. .- 0

Differentiating B[}J"] by {“0}0’ {uo}ja [”l]j and

equating the results to zero, we obtain the missing equa-
tions for determining the form of the Lyapunov function

¥ and the optimal control action uy = ”0*(t»[y]oab’]1)) :

BI°1_ & v’ o (dbub),
8{”0}0 _;Z:oa{ n}o 5{”0}0( dt j

=L oar? o (dbal;
*ZZanbwa m}*

oL ar?® 5 ;

*EEﬂmL%mi @

(18)

j=ln=0

oBv°]
o

“0}

FLLTT
av° 0 db/n]j

+zz%& (

Jj=ln=0

(19)

o 1 aVO P d{yn}
I [ = "J+ (20)

J=1n=09Wn } a[”0]

zd or® o (d],
*szmL[um(m

Jj=1n=0

]+B[u0]m=0.

Substituting (13) into the above equations (18)—(20),
the following equations are obtained:

co{vo o +colvoly +Bluoy =0, 1)

Co 1Yo +Bltt0 },y =0,

colol,, +[Bloluol, =0
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The system of equations (21) is solvable with respect
to coefficients {”0}0’ {uo}m, [uo]m:

@%=—%b&w (22)
{”0 }m = —%O{J’o }m s

[”o]m Z—?O[Vo]m-

The coefficient ¢y can be determined from equation

(17). If it is possible to find a limited particular solution
of the equation for determining the coefficient ¢, such

that form »° (15) turns out to be definitely positive, then
the control actions (22) will ensure the asymptotic stabil-
ity of the given unperturbed state of the flow parameters
due to equations (9).

5 DISCUSSION
The system of equations (22) determines the algorithm for
the optimal stabilization of the inter-operational backlogs
of the production line. Taking into account the relation for

the expansion coefficients of functions Lv]o(t,S),

uo(¢,S) (22), the stabilization algorithm can be repre-
sented in the form

ug(£,8) = —%OMO(AS) : (23)

The stabilizing action is proportional to the distur-
bance that has arisen and is opposite to it in sign. The

optimal control ugy = “0* (t,[y]o,[y]l)) is set by the value

of the coefficient ¢j, which is calculated taking into ac-

count the given form of the function of the quality crite-
rion of the process of stabilization of the flow parameters
(6). Substitution of function (23) into equation (9)

k) Ahes) _ <

-0 24
> ™ Bbkmw. (24)

allows a qualitative analysis of the obtained solution. The
stabilizing action (23) compensates for the desynchroniza-
tion of technological equipment The minimum value of
the constant ¢, in the Lyapunov function can be deter-

mined from the condition

CFOD/]O(I,S)+M >0. (25)

oS
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Inequality (25) must hold for any values of ¢ andS . If
the condition is satisfied

>>

B

s
oS

%b%mm

the solution of equation (24) takes the form
[],(2.5) ~ exp[—%on .

The resulting deviation of inter-operative backlogs de-
creases exponentially with characteristic decay time
ty =B/cq . An increase in the value of the coefficient ¢,

leads to an increase in the rate of the damping process of
the arisen disturbance and, accordingly, decreases the
characteristic time of the process of stabilization of the
arisen disturbances. Condition (25), which determines the
minimum value of the coefficient ¢, which the asymp-

totic damping of the arising disturbances of the inter-
operational reserve is ensured, can be represented in the
following form

1 aly] . 9)

— 20. 26
B ot (26)

%MW&—

Inequality (26) must be satisfied for any values of ¢
and S . The reasons for the disturbance can be different.
The main cause of disturbances is desynchronization of
technological equipment. The technological time for
processing a part with technological equipment is not a
deterministic value. The processing time is a random
variable, which is determined by a given law of distribu-
tion of a random variable with a mathematical expectation
inversely proportional to the standard productivity of
technological equipment [x]lw(t,S) [25]. Thus, a sto-

chastic process of processing parts with an average proc-

essing time [x]lw_l(t,S) leads to the emergence of a

function gradient [y]1 (t,S), and, accordingly, to desyn-

chronization of technological equipment along the pro-
duction line. Also, a significant source of deviations in the
value U]o (¢,S) 1is the presence of a source of defective

products. The occurrence of this situation can be caused
by both random factors and systemic factors associated,
for example, with the wear of a tool or technological
equipment. Such a source leads both to the loss of parts
due to the impossibility of their further processing and to
a decrease in the productivity of technological equipment
for processing modes of illiquid parts.

CONCLUSIONS

A method for constructing an algorithm for stabilizing
the production line flow parameters was proposed.
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The scientific novelty of obtained results is that for
the first time a method for constructing an algorithm for
stabilizing the production line flow parameters was pro-
posed. The stabilization algorithm makes it possible to
provide asymptotic damping of the arising disturbances of
inter-operative reserves, provided that the stabilization
proceeds in accordance with a given quality criterion.
This makes it possible to ensure a given production output
in accordance with planned indicators with a minimum
expenditure of technological resources. The algorithm for
stabilizing the flow parameters allows you to avoid
equipment downtime due to the lack of parts in the inter-
operational bunkers or due to their overflow.

The practical significance lies in the use of the de-
veloped methodology for the design of highly efficient
systems for stabilizing the production line flow parame-
ters of industrial enterprises with the flow method of or-
ganizing production.

Prospects for further research are the development
of a method for constructing an algorithm for stabilizing
the productivity of technological operations of a produc-
tion line.
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VK 658.51.012
AJITOPHTM ONITUMAJIBHOI CTABLIII3AIIT HIOTOKOBUX MMAPAMETPIB BUPOBHIUYOI JITHII PO3SMIPHOCTI
Hirnactuii O. M. — 1-p TexH. HayK, npodecop, npodecop Kadeapu po3NoALICHUX iIHPOPMALIHHIX CUCTEM i XMapHUX TEXHOJIO-
riii HarfioHanpHOTO TEXHIYHOTO YHIBEpCUTETY «XapKiBChbKHI MOMITEXHIYHUIA IHCTUTYT», M XapKiB, YKpaiHa.
Xoaycos B. JI. — n-p ¢i3.-mar. Hayk, npodecop, npodecop kadeapu TeopeTuuHol saepHoi Gi3uku Ta BUIIol MaTeMaTukH im. A.L
Axuesepa XapKiBCbKOT0 HallioHaJIbHOTO yHiBepcuTeTy iM. B.H. Kapasina, m XapkiB, Ykpaina.
Kazak B.}O. — crapmmii Bukinagay xkadenpu (isn4HOro BUXOBaHHSA HalioHaJBHOTO TEXHIYHOTO YHIBEPCUTETY «XapKiBCHKHUMA
MONITEXHIYHUH IHCTUTYT», M XapKiB, YKpaiHa.

AHOTAIIS

AKTyanbHicTh. Po3risiHyTO MeTon nmoOymoBH anropuTMy cradimizarii Mex-onepauiitHux 3aainiB BupooHnydoi miHil. O6’exTOM
JOCITiKEeHHsT OyJ1a MoJielib BUPOOHUUO] OaraTo-omnepariiHoi MoTOKOBOT JiHii.

Merta po6otru. MeToro poboTH € po3pobka MeToAy MoOyIOBH ONTHMAJIBHOTO AITOPUTMY cTabimi3amii TOTOKOBHX MapaMeTpiB
BHPOOHUYOT JTiHi1, MpH IKOMY 3a0€3Meqy€eThCSl ACHMIITOTHYHA CTIHKICTh CTaHy NOTOKOBHX ITapaMeTpiB MPHU 3aTaHOMY SIKOCTI MpOIe-
Cy JIKBiJamii BUHUKINX 30ypEHb..

Mertona.. 3anpornoHoBaHO MeTo[ MOOYAOBU aNrOpUTMYy crabimizamii piBHS MiXKOIepaIiiHUX 3amiiTiB OGaraToomnepariiHoi BHpoO-
H14oi NiHil B ocHOBY moOy10BY anropuTMy cradiiizamis MokiaaeHa qBoX MomeHTHass PDE-Moznens BUpOOHUYOT JIiHIT, IO JO3BOJIH-
JIO TIPEJCTABUTH BUPOOHHUYY JIHIIO Y BHUIJISII CKJIAJHOI JMHAMIYHOI PO3MOoJieHoi cucteMu. Take ysBIEHHS a0 MOXIIMBICTH BH-
3HAUUTH CcTabuIi3yl0unil ynpasimiHHA y BUIIIAl QYHKIIT, siKa 3aJeXKNTh HE TUIBKH BiJl 4acy, ajie i KOOpAWHATH, L0 XapaKTepU3ye
MicClie po3TallyBaHHs TEXHOJIOTTYHOro 00JafHaHHs y310BXK BUPOOHMUOI MiHil. Bukopucranus Meroxy ¢yHkuiit JismyHoBa 103BoH-
JI0 CHHTE3yBaTH ONTHUMAJIbHE CTaOLTi3yIOUYMil YIPaBIiHHI CTAHOM MEX-ONepaniifHuX 3a1iliB Ha TEXHOJIOTIYHHUX OIepamisx BHPOO-
HUYO1 JiHii, sika 3a0e3nedye aCHMOTOTHYHY CTiMKICTh 3aJaHOTO HEBO3MYILEHHOTO CTaHy NMOTOKOBHX MapaMeTpiB BUPOOHUYOI JiHii
IPH HaMEHIINX BUTPATaxX TEXHOJOTIYHHUX PECYpCiB, 10 BUTPA4YalOThCs Ha (POPMyBaHHS KEpYHOHYOro BIUIMBY. Bumora mpo Haikpa-
i} SKOCTI MEePeXiHOTO Mpouecy Bil 00ypeHOro CTaHy 0 He30ypeHUX BHPAKEHO IHTErPaJoM SKOCTI, SKUl 3aJIeXUTh SK BiJ] BEIH-
YMHY BUHUKIIY 30ypeHb, TaK i Bil BEIMINHH CTAaOLII3yIOUHX YIIPaBIIiHb, HAIEHUX Ha JIIKBINAIIIO aHUX 30ypeHb.

Pe3yasTaTn. Ha ocHOBI po3pobieHoro MeToay moOyAoBH anropuTMy crabinmizanii cTaHy IOTOKOBHMX ITapaMeTpiB BUPOOHHUYOL
JiHIT CHHTE30BaHUI1 JITOPUTM CTa01Ii3a1li] BEJIMUMHU MEXK-ONepalifHuX 3a/1U1iB Ha TEXHOJIOTTYHUX OIepallisix BUPOOHUYOT JIiHi.

BucHoBku. Buxopucranns merony ¢yHkuiii JIsmyHoBa Mpu CHHTE31 ONTHMAIBHOTO CTabLII3yI0Y0ro YIpaBIiHHSI MOTOKOBUMHU
rapameTpamy BUpPOOHHYOI JiHIT J03BOJIsE 3a0€3NEYNTH aCUMITOTHYECKOE 3aracaHHs BHHHUKAIOTh 30yPEHb IOTOKOBHMX HapaMeTpiB
IpH HaMEHIINX BUTPATaX TEXHOJOTIYHUX PecypcCiB, 10 BUTPAYarOThCs Ha GopMyBaHHs Kepyrodoro BIumBy. ITokasaHo, 10 B 3a/ia-
4i crabinizamnii cTaHy MibKOTIEpaIliifHUX 3aiIiB CTaOUTI3yI0UHid YIIPaBIiHHS 0 BEIMYNHI MIPOMOPLIIfHO BETHMYNHI BUHUKAE 00YPEHHS.
Koeoimient npomnopuitHOCTi BU3HAYa€ThCS depe3 koedimieHTn iHTerpana skocti 1 ¢pyHknii Jismynosa. [lepcnekTHBOIO MOAAIBIINX
JOCIIDKEHb € PO3poOKa MeToy 0Oy JOBH aJITOPUTMY CTa0iIi3amil MpofyKTHBHOCTI TEXHOIOTIYHHX omepaniii BUpOOHUUOT JIiHii

KJIFOYOBI CJIOBA: PDE-monens BupoOHUUOI JIiHii, 6araro-MoOMeHTHi piBHSAHHS, (QyHKIiS JIAmyHOBa, iHTErpal SKOCTI, OI-
TUMaJIbHE YIPaBIIiHHS, CTa01Ti3aLlis..

YK 658.51.012

AJITOPUTM ONITUMAJIBHOM CTABAJIA3AIIMA TOTOKOBBIX TIAPAMETPOB ITPOU3BOJCTBEHHOMN

JIMHUH

Murnacteiii O. M. — 1-p TexH. Hayk, npogeccop, mpodeccop Kadeaps! pacrnpeaeIeHHBX HHPOPMAIIMOHHBIX CUCTEM U 00Jad-
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AHHOTAIUA

AKTyaJIbHOCTB. PaccMOTpeH MeToJ| IMOCTPOCHUS ANTOpUTMa CTAOWIM3AaLUK MEXOIEPAllMOHHbIX 3aJIeI0B IIPON3BOJCTBEHHOIT
sHIA. OOBEKTOM HCCIIEIOBAaHUS SIBJISUIACH MOJIEIb IPON3BOACTBEHHOH MHOIOONEPAI[OHHO TOTOYHO JIMHHN.

Lean padorsl. Llepto paboThl SBIsETCS pa3paboTKa METO/Ia IIOCTPOCHUS ONITUMATIBHOTO arOPUTMA CTAOWIIN3AIMH TOTOKOBBIX
[apaMeTpoB IMPOMU3BOJCTBEHHOI JIMHHUHU, NPU KOTOPOM OOECIEYMBAETCS ACHMITOTHYECKAs YCTOHYMBOCTH COCTOSIHUSI IOTOKOBBIX
MapaMeTpoB MpH 331aHHOM KadecTBe MPoIecca JUKBUAALMH BOSHUKIINX BO3MYIIEHHH.

Mertona. IlpeqoxeH METOA MOCTPOEHHS ANTOPUTMA CTAOMIN3ALUK YPOBHS MEKOMEPALMOHHBIX 33/1€I0B MHOTOONEPAllMOHHON
MIPOU3BOJCTBEHHOM JIMHUH. B OCHOBY MOCTpOCHHUS alropuTMa CTaOMIN3anus MojIoKeHa IByX MoMmeHTHas PDE—moznens nponssoa-
CTBEHHOHU JIMHHM, YTO TO3BOJIMIIO MPEICTaBUTh NPOU3BOACTBEHHYIO JIMHUIO B BHZE CIOXKHOW JTMHAMUYECKOH pacIpeieNeHHOH CHc-
TeMbl. Takoe Ipe/icTaBIeHNe a0 BO3MOXKHOCTh ONIPEAEIUTh CTaOMIIM3HpYIOlIee YIpaBiIeHue B BUie (QyHKIMN, KOTOpast 3aBUCHUT HE
TOJBKO OT BPEMEHH, HO M KOOPJMHATHI, XapaKTePHU3yIONIeil MECTO PacIIONIOKEHUSI TEXHOJIOTHIECKOTO0 000pYIOBaHUS BJIOJIb IIPOU3-
BOJICTBeHHOI1 jmHMU. Vcnonb3oBanue merona ¢yHKuui JISmyHOBa IO3BONWIO CHHTE3UPOBATh ONTUMAIBHOE CTaOMIN3UpYIOIIee
yIpaBJICHHE COCTOSIHUEM MEKONEPALOHHBIX 3a/1eJI0B Ha TEXHOJOTMYECKHUX ONEpalHsIX MPOU3BOACTBEHHOH JIMHUH, KOTOpoe obec-
MEYNBAET ACUMIITOTUYECKYIO YCTOHYMBOCTD MJIAHOBOTO 33JJAHHOTO HEBO3MYIIIEHHOTO COCTOSTHHS TIOTOKOBBIX TTapaMeTPOB MPOU3BOJ-
CTBEHHOU JIMHMH TIPH HAUMEHBIIHMX 3aTPaTaX TEXHOJIOTMYECKHX PECYPCOB, PACXOAYEMBIX Ha (pOpMUpPOBaHME YHPABISIOUIErO BO3-
neiicTust. TpeboBaHUE O HAMTydIIeM Ka4ecTBE NMEPEXOIHOTO MPOIIEcca OT BO3MYIIEHHOTO COCTOSIHHS K HEBO3MYIIIEHHOMY BBIpaXe-
HO MHTETPAJIOM Ka4ecTBAa, KOTOPHIH 3aBHCHUT KaK OT BEIMYHWHBI BO3HUKIINX BO3MYILICHHH, TaK M OT BEIMYMHBI CTAOMIN3HPYIOIINX
YIIpaBJICHUH, HAIleJICHHBIX Ha JIMKBUAIUIO JAHHBIX BO3MYIIEHHI.
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PesyabTatel. Ha ocHOBe pa3paboTaHHOTO METOJa IMOCTPOCHUS AlTOPUTMa CTAOWMIM3AIUN COCTOSHUS MOTOKOBBIX MapaMeTpOB
MPOU3BOJICTBECHHOM JINHUKA CUHTE3MPOBAH AJTOPUTM CTAOMJIM3AlUKM BEJIMYMHBI MCKOTECPAMOHHBIX 3a/ICJIOB HA TEXHOJOTHUCCKHX
onepanusax Mpou3BOACTBEHHON JIMHUY.
BriBoabl. lcrnonp3oBanne metosna ¢yHkuuit JIsimyHoBa npu CHHTE3¢ ONTHMAIBHOTO CTAOHIM3UPYIOLUIErO YIPABICHHS TOTOKO-
BBIMHU TapaMeTpaMH MPOM3BOACTBEHHON JIMHUH MO3BOJSIET 00ECIICUNTh ACUMIITOTHYECKOE 3aTyXaHHE BOZHHKAIOLIMX BO3MYIICHUI
MMOTOKOBBIX TAPAMETPOB MPH HAUMEHBIINX 3aTPaTax TEXHOJOTHYECKUX PECYPCOB, PACXOAYyEMBIX Ha (POPMUPOBAHUE YIPABIISIOLIETO
Bo3zaelicTBus. [lokazaHo, 4TO B 33ja4e CTaOMIM3AINAN COCTOSHUS MEKOIEPAIIMOHHBIX 3a/IeJI0B CTaOMIN3UpYIOIIee YIpaBIeHHE IO
BEJIMYHMHE MPONOPLIUOHAIBFHO BEJIHMYMHE BO3HUKAMOMIET0 Bo3MyIIeHUs. KoahOUIMEHT mpornmoproHaIbHOCTH ONpPENeIseTCs yepes
k03 HUIHEHTH! HHTETpaa kKadecTBa U QyHKImK JIsmyHoBa. [lepciekTuBON MampHEWIIMX UCCICOBAHHUN SIBIISICTCS pa3pabdoTKa Me-
TOJIa MOCTPOCHUS AIrOPUTMA CTAOMITH3AIUY TPOU3BOIUTEIEHOCTH TEXHOJIOTHUCCKHIX ONEepaIiii MPOU3BOICTBCHHOM JTMHUH.

KJIIOUYEBBIE CJIOBA: PDE-moiens npou3BOACTBCHHOW JIMHUK, MHOTO-MOMEHTHBIC ypaBHEeHUs, GyHKuus JIsmyHOBa, HHTE-
rpaj KauecTBa, ONTUMAJIbHOE yIpaBlIeHUE, CTaOMIN3aIys.
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ABSTRACT

Context. The article discusses the issues of increasing the accuracy of automatic control of a moving object using a mathematical
model of a meter and a device observing measurement errors in the on-board controller of the control system. The object of the
research is the processes of automatic control of a moving object with a mathematical model of a meter and a device observing
measurement errors in the on-board controller of the control system. The subject of the research is a method and algorithms for
increasing the accuracy of automatic control of a moving object with a mathematical model of a meter and a device observing
measurement errors in the on-board controller of the control system.

Objective. The aim of research is an improving the accuracy of automatic control of a moving object.

Method. This aim is achieved through the use in the on-board controller of the control system of the mathematical meter model
and the observing device built on its basis, the estimation of the useful component and the systematic error, depending on the motion
parameters of the controlled object, using only the useful component for control, without systematic error.

Results. A method and algorithms for increasing the control accuracy of a moving object through the use in the on-board
controller of a mathematical meter model and an observer of systematic measurement errors, built on its basis, have been developed.
The efficiency and effectiveness of the developed method and algorithms were confirmed by mathematical modeling in the
MATLAB environment of the control processes of a moving object in a closed circuit with a control system.

Conclusions. The results of mathematical modeling confirmed the operability and efficiency of the proposed method and
algorithms and allow them to be used for practical purposes in the development of mathematical support for high — precision
automatic control systems.

KEYWORDS: automatic control, control accuracy, movement control systems, measurement errors, observing device,
mathematical model.

ABBREVIATIONS A o
GCS OX,Y,Z, is a Gyroscopic Coordinate System; Xom is a vector of estimation of useful component of
GSE is a Gyrocompass Sensing Element. measurements;
AN

Xjm is an estimate vector j-th component of the
NOMENCLATURE

f,,(e) is a mathematical model of the control object; systematic measurement error;

] ] A j is a j-th observer coefficient vector;
X, is a control object state vector; ) o
H is a kinetic moment vector of the gyrocompass

C,, is a vector of control object constants;

fjm(®) is a j-th meter component of mathematical
model,;

X[, 18 a meter state vector;

Cp, is a vector of meter constants;

f, () is a control law;

U is a control vector;

th is a vector of required movement parameters;

C, is a vector of control law constants;

F is a quality control function;
N
Xm is a measurement evaluation vector;

sensing element;

Q is an angular rate of kinetic moment vector;

M isa j-th vector of disturbance moment;

®p, is a measured deflection angle of gyrocompass
sensetive element in vertical plane;

AN
®m is an assessed deflection angle of gyrocompass

sensetive element in vertical plane;
N
®om is an assessed usefull components of deflection

angle in vertical plane;
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Ay
Ojm is an estimation of the j-th component of the

systematic measurement error from M- disturbance
moment;

Y, is a measured deflection angle of gyrocompass
sensetive element in horizontal plane;

A
Wm is an assessed deflection angle of gyrocompass

sensetive element in horizontal plane;
A\
Wom is an assessed usefull components of deflection

angle in horizontal plane;
AN
¥ jm is an estimation of the j-th component of the

systematic measurement error from M | _disturbance
moment in the horizontal plane;
f(? is a mathematical model of the useful component
in vertical plane;
<)
f]

component in the vertical plane;

is a mathematical model of the j-th deviation

f(;P is a mathematical model of the useful component
in horizontal plane;

f ;P is a mathematical model of j-th deviation

component in horizontal plane;

XGJ-) is a j-th observer coefficient in vertical plane;

klﬁl is a j-th observer coefficient in horizontal plane;

o3 is an Earth rate;

o is a geographic latitude;

| is a gravity center displacement;

m is a displaced mass;

g is a free fall acceleration;

a 1is a vessel acceleration or deceleration;
V is a speed of the controlled object;
R is a radius of the Earth;

K is a course of the controlled object;
V, is a speed of course change;

r is a radius of course change;

®, 1s a yaw rate;

®;m 1s a measured yaw rate;

™y, 15 an assessed yaw rate;

y is a yaw angle;

W, 1s a measured yaw angle;

y, 1s an assessed yaw angle;

 is a rudder deflection angle.

INTRODUCTION
The quality of the control system as a whole is
determined by the quality of the mathematical,
algorithmic and software of the on-board controller
designed to solve the set functional task, the quality of
input information coming to the on-board controller from

the measuring devices, as well as the quality of processing
the output signals from the on-board controller by the
executive devices.

Information from measuring devices, in addition to the
useful component, also contains fluctuation and
systematic measurement errors [1-4]. Fluctuating
measurement errors cannot be completely eliminated, but
can be reduced by hardware or software processing in the
meter itself or on-board controller of the control system
using bandpass filters. There are also more complex
processing methods using a mathematical model of the
control object for filtering and simultaneous observation
of parameters of the state vector that are inaccessible to
direct observation [5-7], including those that are optimal
in noise [8]. Mathematical models of the controlled object
are also used to predict the movement of the controlled
object, determine failures [9], and other purposes [10—15].

Automation of control processes allows to exclude the
human factor as much as possible [16—17], which is the
cause of a large number of accidents and catastrophes,
and to significantly reduce the human influence on the
control processes of mobile objects [18-21].

This article discusses the issues of increasing the
accuracy of automatic control of a moving object through
the use of a mathematical meter model in the on-board
controller. Existing solutions, as will be shown below in
the review, do not use the capabilities of mathematical
meter models in the on-board controller for improving the
accuracy. Therefore, the development of such systems is
actual scientific and technical task.

The object of the research is the processes of
automatic control of a moving object with a mathematical
model of a meter and a device observing measurement
errors in the on-board controller of the control system.

The subject of the research is a method and
algorithms for increasing the accuracy of automatic
control of a moving object with a mathematical model of
a meter and a device observing measurement errors in the
on-board controller of the control system.

The purpose of research is an improving the
accuracy of automatic control of a moving object.

This aim is achieved through the use in the on-board
controller of the control system of the mathematical meter
model and the observing device built on its basis, the
estimation of the useful component and the systematic
errors, depending on the motion parameters of the
controlled object, using only the useful component for
control, without systematic errors.

1 PROBLEM STATEMENT
A mathematical model of the control object is
dXp
dt

=1 (X, U,Cp), (D

mathematical model of a meters is

dX,
dt

:fo(XnaCm)+f1(XnaCm)+~--fk (ancm) (2)

© Zinchenko S. M., Nosov P. S., Mateichuk V. M., Popovych I. S., Appazov E. S., 2020

DOI 10.15588/1607-3274-2020-4-19

198



e-ISSN 1607-3274 PapioenexrpoHika, inpopmaruka, ynpasainss. 2020.
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2020.

Ne 4
Ne 4

and the law of an object motion control is

U=f,(Xp.X",Cy) . (3)
It is required to minimize the control error
F :HX“ —X*H 5 min. 4)

2 LITERATURE REVIEW

The article [22] discusses the issues of reducing an
errors in measuring fluctuating concentrations for specific
type of diffusion monitor. Observations have found that a
significant error may be present in the estimates of the
mean values of rapidly changing concentrations. Similar
conclusions were also drawn from the numerical
calculation of the error and its variance using the time-
dependent field concentration data. The results indicate
that when measuring substances with short-term
exposure, excessive exposure estimates can be expected
when sampling fluctuating concentrations. A simple
modification of the sampler is proposed to reduce or
eliminate this error.

In article [23] a method for eliminating the error in the
results of measuring the surface shape of space structures
with a high spatial resolution is proposed. When
measuring the surface shape of a spherical mirror model,
it turned out that measurement errors can be divided into
systematic, depending on the projected gratings, and
random, which are influenced by the optical properties of
the object and the measuring system. A method for
eliminating errors is proposed, including a band-pass filter
to remove systematic errors and averaging procedures to
reduce random errors. Using the example of measuring
the surface shape of a spherical mirror model and a white
plate model, it is shown that the proposed method can
eliminate measurement errors by more than 50%. The
effectiveness of the method is presented by the results.

In article [24] issues related to temperature drift and
synchronous measurement error of the axial displacement
sensor in an engine with a magnetic suspension are
considered. There was proposed a configuration of the
displacement sensor, consisting of three meters, a pair of
meters is used to eliminate the synchronous measurement
error, and the third sensor to take into account the
temperature drift. A mechanism for generating a
synchronous measurement error caused by incorrect
assembly was presented, as well as an operational
amplifier for obtaining the exact position of the axial
center by adjusting the weighting coefficients of the
readout signals of a pair of sensors. A temperature
compensation circuit was also presented. An experiment
was carried out on a test bench of an engine with a
magnetic suspension, confirming the effectiveness of the
proposed methods.

In article [25] the issues of eliminating the low-
frequency vibrational disturbance in the constant
component of the measurement of the Michelson

interferometer, used to measure the communication signal
with distributed polarization in fibers with high two-ray
refraction, are considered. Compared to the space
interferometer, the DC components in the interferograms
of the all-fiber interferometer oscillate more intensely.
These fluctuations are mainly caused by the disturbance
of the motorized delay line in motion, which is confirmed
by the corresponding models and experiments. A method
for processing signals of group averages is proposed to
eliminate low-frequency oscillatory disturbances, and the
results of experimental confirmation are obtained.

The article [26] deals with the measurement of the
flow rate of matter based on the phase method with
homodyne frequency conversion. The principles of
implementation of a contactless flow meter with
compensation for fluctuations of electrophysical
parameters in the flow are shown. The measuring device
consists of a main channel, which extracts information
about the flow rate of a substance, and a reference
channel, to extract information about the electrophysical
parameters of a substance in the flow. the minimum
number of required adjustment elements, which has a
positive effect on its reliability and stability in the
presence of various external influences.

In article [27] the issues of motor speed control are
considered. The quality of control largely depends on the
accuracy of the speed feedback signal. The measuring
method used in the incremental encoder is the most
widely used due to its high theoretical accuracy.
However, in practice, the internal error of the optical
grating of the incremental encoder and the error of the
analog-to-digital conversion make it difficult to achieve
the theoretical accuracy of speed measurement. The
article proposes a single-phase self-adaptive method for
ideal suppression of the speed measurement error. The
performed modeling and experiment confirm the
efficiency of the proposed method.

In article [28] the issues of assessing the position of
the rotor of synchronous machines with permanent
magnets for medium and high speeds are considered.
Describes an intelligent, non-touch speed control method
for the entire speed range, which is especially suitable for
pumps and fans. A simple method of observing the
voltage of the reverse electromotive force was found,
which is integrated into the control strategy. In addition,
systematic errors and their effect on the accuracy of the
calculated rotor position are systematically analyzed and
documented. The theoretical results are confirmed by
simulations and measurements.

In article [29] the issues of estimating deviations of
the actual radar directional pattern from the ideal one for
remote sensing of ocean surface currents are considered.
A calibration method is proposed based on the time-
averaged local spatial speed of coverage in order to
reduce the influence of deviations of the actual radar
radiation pattern on the measurements.

At the same time, as follows from the above review,
the authors have not found solutions to improve control
accuracy by using in the on-board controller of the motion
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control system a mathematical meter model and an ob-
server, built on its basis, to determine of systematic meas-
urement errors that depend on the parameters of the con-
trol object and taking them into account when control.
Therefore, the solution of these issues is an urgent scien-
tific and technical task.

3 MATERIALS AND METHODS

The right side of the mathematical model of the
measurer (2) contains a vector — function fy(X,Cp,),
determining the behavior of the useful component of the
measured signal, and the vector of the function
f1Xh.Ch) s H(Xp,Ch)s oo f(X},Cpy), determining
the behavior of the
measurement errors.

To estimate these components
equation (2) in the form

systematic components of

write the vector

A

d Xom

dt :fO(thCm): (5)
d N
X1
= fiXn,C), (©6)
t
A
d Xk
= =1 (Xh.Cn) @)
AN N A N
Xm = Xom+ Xim+...+ Xkm. (8)
After numerical integration of the system of

differential equations (5)—(7) in the onboard controller,
we obtain the vector of estimates of the measured

AN
parameters Xm and the vector of estimates of its

A N AN
components Xom, Xim, ...,Xkm. Due to the
inaccuracy of the mathematical model, integration errors,

A
and other factors, the vector of estimates Xm over time
will more and more differ from the measurement vector

VAN VAN A
X, and estimates Xom, Xim, ..., Xkm from their

actual values.
To prevent this from happening, cover equations (5)—
(7) with feedback on the deviation of the estimate vector

Ay
Xm from the measured vector Xy, .

A

dxX A

dfm —£(Xp,C) + (X —Xm),  (9)
A

dX A

dt”“ =£,(X.Cr) + M (X —Xm),  (10)

4
4
N
d Xk o
dt”‘ =f(Xp,Cr) + A Xy = Xm), (11)
A A A A

Xm = Xom+ Xim+...+ Xkm .

(12)

The system of vector differential equations (9)—(11),
together with the wvector equation (12), ensure the

N
retention of the vector of estimates Xm near the
measurement vector Xp,, and also an estimate of the

AN A

A
vectors of the components Xom, Xim, ..., Xkm. Using

A
in the control law (3) estimates of the vector Xom instead
of a vector of dimensions X,

N *
U=f,(Xom,X ,Cy)
allows to minimize control error (4)

-

* .
X,-X “—) min .

Consider a practical case of using this method on the
example of a gyrocompass.The vector differential
equation of the GSE motion has the form

dH oH 4
=—+QxH=)M;,

— (13)
dt ot <

GCS is located in the center of the gyrocompass
sensor suspension, the axis OX, is directed along the

kinetic momentum vector of the GSE, the axis OY, is
OX,, 0oz,

complements the GCS to the “right” one.
Vector differential equation (13) in GCS has the form

perpendicular to the axis the axis

. n
HO=Y My, (18)
izl
. n
~Hcos®O¥ = Y My , (19)
=1

or after defining the right-hand sides

®=-w;ycososin¥ —Vﬁ(sin Ksin¥ —cosK cos '),

Y = m3(cosccos Ptg® —sin o) + Imgtg® —
—%tg@(cos Ksin¥ —sin K cos V) Ve
r

—mal(cosK cos W +sin K sin V).
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To simplify the obtained equations of the course meter
sensitive element motion, denote

f0® =-@3coscsin'¥,
\ A .
f1® = —E(sm Ksin¥ —cosK cos V),

fOLP =3 (cosocos Ytg® —sino) ,
fl'*' =Imgtg®,

fqu = —Vﬁtg(@(cos Ksin¥ —sin K cos V),

f4\P =-—mal(cos K cos ¥ + sin K sin V).

Through the inaccuracies of

A A
mathematical models, other factors, estimates ¥m,®m

integration errors,

will deviate more and more from the measured values
Y0,0m -
N AN
To keep the estimates Wm,®m near the measured

values ¥,,,®p,, a observation device with component
estimation was used.

A
48 _ 1 415 @ ~6m). 0)
A
e (G ) e
A
L0 5 2 (= ) )
A
LA = ¥ 4 (¥~ Fm), 23)
A
L 2 (). (4
A
LM Y (= ), (25)
A
: q;:m = 130+ (¥~ ). (26)
Om =Oom+ O1m, 27
¥Ym=%om+¥im+¥Yom+¥m+Yam. (28)
The mathematical model of the GSE motion,

represented by the system of differential equations (20) —
(26), is numerically integrated in the on-board controller
of the automatic motion control system.

AN
Component Wom of equations (28) is a useful

component of the course meter reading without inertial

A
deviation components V¥ jm,j=1..4. Substituting this

value into the control law (3), obtain an increase in the
accuracy of the course movement of the control object (1)

A *
5=f,(¥om, ¥ ,Cy).

4 EXPERIMENTS
Fig. 1 presents the results of mathematical modeling
of the GSE motion when bringing into meridian.
Initial experimental conditions are: longitudinal speed
of the wvessel is V(0)=0m/s, angular yaw rate

w(0)=0°, initial
deviation of the GSE frame from the meridian is
Y, (0)=-40°.

is @,(0)=0°/s, course angle is

N
As can be seen from the graphs Y¥p,,¥m, the

reduction to the meridian occurred within 10000 s (about
2.8 hours).

Fig. 2 shows GSE motion during the acceleration of
the vessel.

Initial experimental conditions are: longitudinal speed
of the wvessel is V(0)=0m/s, angular yaw rate

is ®,(0)=0°/s, course angle is w(0)=0°, initial
deviation of the GSE frame from the meridian is
Y, (0)=0°. From the moment of time t=2000s the
vessel began to increase the speed to V =10 m/s.

N
As can be seen from the graphs ¥,,,%¥m, the GSE

deviation and its estimate change up to 10° from the
action of disturbing moments during the acceleration of
the vessel. At the same time, the deviation of the useful

component ‘?’()m does not exceed 0.5°.

Fig. 3 shows the GSE motion during the braking of
the wvessel. Initial experimental conditions are: the
longitudinal speed of the vessel is V(0) =0 m/s, angular
yaw rate is @,(0)=0°/s, course angle is (0)=0°,
initial deviation of the GSE frame from the meridian is
¥n(0)=0°. From the moment t=0Ss
gradually increases a speed to V =10m/s, further moves
speed V =10m/s to
t =2000 s, then carries out passive braking.

the vessel

with constant the moment

AN
As can be seen from the graphs ¥,,%¥m, the GSE

deviates from the meridian by an angle of up to 5.0° from
the action of disturbing moments during the braking of
the vessel. At the same time, the deviation of the useful

A
component Wom does not exceed 0.5°.

Fig. 4 shows the results of mathematical modeling of
the GSE motion when changing the course of the vessel.

© Zinchenko S. M., Nosov P. S., Mateichuk V. M., Popovych I. S., Appazov E. S., 2020

DOI 10.15588/1607-3274-2020-4-19

201



e-ISSN 1607-3274 PapioenexrpoHika, inpopmaruka, ynpasminas. 2020. Ne 4
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2020. Ne 4
[0} (2] (2]
FP— omnnan peeen e pannnann pemanan . [ PO pnenees 'zm‘ ....... e nan ) [T peeenan S W peeenan .
P P leemereriesanseadunsersasunneennd
0 0
]

10 2000 4000 6000 8000 10000 202000 4000 6000 8000 10000 102000 mbohso'on 8000 10000
b ®
L PR prennnes g Mg PR | 0.5 [-nememmpereeeeger Mgy 50 "‘]‘m"_'
N A A : \ i } : : 5 {\55 5 ' ' '
o/ 'ﬁ\j{}\jpﬁ SIS SER TN e 0t- ..“..'?.,1../[.‘3\{;‘.. i ..C\f;_,g-.\_w-a; 0 \ - \:f(\r.l:}"’:?\ Jf\u N T
A TERY IR S R B J ¥
50 . N N M N 05 N H N o - .50 N M H N N
0 2000 4000 6000 8000 10000 0 2000 4000 6000 8000 10000 0 2000 4000 6000 8000 10000

0 1000 2000 3000 4000 5000 %% 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000

Figure 2 — The GSE motion during the acceleration of the vessel

© Zinchenko S. M., Nosov P. S., Mateichuk V. M., Popovych I. S., Appazov E. S., 2020
DOI 10.15588/1607-3274-2020-4-19

202



e-ISSN 1607-3274 PagioenextpoHika, inpopmatuka, ynpasminas. 2020. Ne
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2020. Ne

IS

400 1000 2000 3000 4000 5000 -0.050 1000 2000 3000 4000 5000 .200 1000 2000 3000 4000 5000

Figure 3 — The GSE motion during the braking of the vessel
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Figure 4 — The GSE motion during the course change

Initial experimental conditions are: longitudinal speed deviation of the GSE frame from the meridian is
of the vessel is V(0)=10,4 m/s, angular yaw rate ¥, (0)=0°.
is ®,(0)=0°/s, course angle is wy(0)=0", initial

© Zinchenko S. M., Nosov P. S., Mateichuk V. M., Popovych I. S., Appazov E. S., 2020
DOI 10.15588/1607-3274-2020-4-19

203



e-ISSN 1607-3274 PagioenexrpoHika, inpopmatuka, yrnpasainss. 2020.
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2020.

Ne
0

4
4

From the time t=2000 s the vessel began to change

course from y=0° to y=90°. As can be seen from the

AN
graphs ¥y, ¥m, the GSE deviates from the meridian at

an angle of up to 20° from the action of disturbing
moments during the course change. At the same time the

N
useful component Wom changes almost perfectly.

5 RESULTS

The article discusses the issues of increasing the
accuracy of automatic control of a moving object using a
mathematical model of a meter and a device observing
measurement errors in the on-board controller of the
control system.

The existing methods for solving this problem are
analyzed, their shortcomings are revealed, the urgency of
the problem being solved is formulated.

A method and algorithms for increasing the control
accuracy of a moving object through the use in the on-
board controller of a mathematical meter model and an
observer of systematic measurement errors, built on its
basis, have been developed.

A particular case of application of the developed
method and algorithms for a vessel's gyrocompass was
considered.

6 DISCUSSION

There were considered the method and algorithms for
improving the control accuracy using the mathematical
meter model in the on-board controller of the control
system.

The analysis of the literature has shown that the
known methods of increasing the control accuracy imply
the improvement of the experimental conditions [22], the
use of bandpass filters and averaging procedures [23, 25,
29], design solutions [24], the use of reference models
[26], self-adjusting algorithms [27], mathematical models
of the control object and observers [28]. However, in
open sources, the authors failed to find methods and
algorithms that increase the accuracy of controlling by
using a mathematical meter model in the on-board
controller of the control system.

The efficiency and effectiveness of the developed
method and algorithms were confirmed by mathematical
modeling in the MATLAB environment of the control
processes of a moving object in a closed circuit with a
control system.

As shown in Fig. 1-Fig. 4 simulation results, the
proposed method and algorithms, in comparison with the
known solutions, make it possible to increase several
times the accuracy of automatic control of a moving
object due to the use of a mathematical meter model and
an observer built on its basis in the on-board controller of
the control system, assessing systematic measurement
errors and eliminating them when controlling a moving
object.

This allows to assume that the considered method and
algorithms can be recommended for use in the
development of software for high — precision automatic
control systems.

Further studies can be related to improving the
accuracy of control movement with the Kalman filter.

CONCLUSIONS

A method and algorithms for improving the accuracy
of automatic control with mathematical meter model in
on-board controller were proposed.

The scientific novelty of the obtained results consists
in the fact that for the first time a method and algorithms
for improving the control accuracy using the
mathematical meter model in the on-board controller of
the control system, have been proposed.

This is achieved through the use in the on-board
controller of the control system of the mathematical meter
model and the observing device built on its basis, the
estimation of the useful component and the systematic
errors, depending on the motion parameters of the
controlled object, using for control only the useful
component, without systematic errors.

The practical value of the obtained results lies in the
fact that the developed method and algorithms were tested
by mathematical modeling in the MATLAB environment
of the control object movement in a closed circuit with a
control system.

The results of mathematical modeling confirmed the
operability and efficiency of the proposed method and
algorithms and allow them to be used for practical
purposes in the development of mathematical support for
high-precision automatic control systems.
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AHOTANIA

AKTYaJbHiCTb. Y CTaTTi pO3IJSHYTI MATAHHS MiABUIIEHHS TOYHOCTI aBTOMATHYHOTO KEPyBaHHS PyXOMHUM 00’ €KTOM 3 BUKOPH-
CTaHHAM MaTeMaTHYHOI MOJETl BUMIpIOBaya Ta CIIOCTEPIrarodoro 3a MoXHOKaMU BUMIPIOBaHHS IIPUCTPOIO y GOPTOBOMY KOHTpOJIepi
cucreMu kepyBaHHsA. O0’€KTOM JOCIIDKEHHS € IPOLECH aBTOMaTHYHOTO KEPYBAHHS PyXOMUM 00’ €KTOM 3 MaTeMaTHYHOIO MOJIEILTIO
BHMIpIOBaya Ta CIIOCTEPIralodoro 3a MoXMOKaMH BUMIpPIOBaHHS IPUCTPOIO Y OOPTOBOMY KOHTpOJIEpi cucTeMH KepyBaHHs. [Ipenme-
TOM JOCII/DKCHHSI € METOJ[ 1 aJITOPUTMHM HiJIBUIICHHS TOYHOCTI aBTOMAaTHYHOI'O KEPYBAaHHS PyXOMHM 00’€KTOM 3 MaTeMaTHYHOIO
MOJIEJITF0O BUMIpIOBaya Ta CIIOCTEPIraroyoro 3a moxXxuOkaMu BUMIPIOBaHHSI IPUCTPOIO Y OOPTOBOMY KOHTPOJIEPi CUCTEMHU KePyBaHHI.

Merta. MeToo 10CniKeHHS € HiABUIIEHHS TOYHOCTI aBTOMAaTHYHOTO KEPYBaHHS PYXOMHM 00’ €KTOM.

Mertoa. [JaHa MeTa IOCSTa€ThCsS 32 PaXyHOK BUKOPUCTaHHS Yy O0OPTOBOMY KOHTPOJIEPI CHCTEMH KepyBaHHS MaTeMaTHYHOI MOZEI]
BUMIpIOBaYa i CIIOCTEPIrar 4oro MpUCTPOI0, MOOYIOBAHOTO Ha ii OCHOBI, OLIHKK KOPHCHOI CKJIAJOBOI i CHCTEMAaTHYHOI MOXHOKU
BHMIPIOBAHHS, IO 3aJIEKUTh BiJ IapaMeTpiB pyXy 00’€kTa KepyBaHHsS, BUKOPUCTAHHS JUIS KePyBaHHS TIIBKH KOPHCHOI CKJIAaI0BOI
0e3 cHCTeMaTHYHOI HIOMUJIKY BUMIpPIOBAHHSI.

Pe3yabsTaTn. Po3po6iieHo MeTO i aIrOpUTMH MiABUICHHS TOYHOCTI aBTOMaTUYHOI'O KEPYBaHHS PyXOMHUM 00’€KTOM 33 paXyHOK
BUKOPUCTaHHS y OOpPTOBOMY KOHTpOJIEPI CHCTEMM KepyBaHHS MaTeMaTH4YHO! MOJelli BUMipioBaua i CIOCTEpIraroyoro IpHCTPOIO,
nobyoBaHoro Ha ii ocHoBi. IIpare3natHicts Ta eeKTUBHICTh PO3POOIEHOr0 METOLY 1 aIrOPUTMIB MEpeBipeHi MaTeMaTUIHHM MO-
nerroBaHHsM y cepenoBuini MATLAB nporieciB kepyBaHHSI pyXOMUM 00’ €KTOM Y 3aMKHYTil CXeMi i3 CHCTEMOIO KepyBaHHSI.

BucHoBku. Pe3ynpTaTit MaTeMaTHIHOTO MOJIECIIOBAHHS MiATBEPIKYIOTh NPAIe3IaTHICTD 1 €PEKTHBHICTH 3alPOIIOHOBAHOTO Me-
TOJy Ta AJITOPUTMIB 1 TO3BOJISIOTH PEKOMEHIYBATH iX Ul MPAKTHYHOTO 3aCTOCYBAHHS MPH PO3pOOIi MaTEMAaTHYHOTO 3a0e3MeueHHS
BHCOKOTOYHHX CHCTEM aBTOMAaTHYHOTO KEPYBaHHS PyXOM.

KJIIOYOBI CJIOBA: aBTOMaTH4HE KepyBaHHS, TOUHICTh KEPyBaHHsS, CHCTEMa KEPyBaHHS PYXOM, ITOMIJIKH BUMipIOBaHHS,
CIOCTepiraroyuii MpUCTPiid, MaTeMaTHYHA MOJIEIb.

VK 629.05:656.61:004.942
MHOBBIIIEHUE TOYHOCTHA ABTOMATHYECKOT'O YIIPABJIEHUSI C MATEMATHYECKOW MOJIEJIBIO
MN3MEPHUTEJISA B BOPTOBOM KOHTPOJIJIEPE

3unvenko C. H. — xaHaumar TeXHUUECKUX HayK, JOLIEHT Kadelpsl YIpaBICHHUS CyIHOM, 3aBeAyIOMUi JabopaTopueil deKT-
POHHBIX TPEHAXKEPOB, XEPCOHCKas TOCY1apCTBEHHAs: MOPCKas akaieMus, XepCcoH, YKpauHa.

Mareiiuyk B. H. — crapmmii npernoaBatesns kadeIphl yIpaBiIeHHs CyAHOM, 3aBeAyomuii 1abopaTopuel 3JIeKTPOHHBIX TPeHa-
&KepoB, XepCOHCKasi TOCyAapCTBEHHAs: MOPCKasl akajieMusi, XepcoH, YKpanHa.

Hocor II. C. — kaHmumat TeXHHYECKMX HayK, JOIEHT KadeIpbl CyJOBOXKICHHS M JJIEKTPOHHBIX HAaBHTALMOHHBIX CHUCTEM,
XepcoHCKasi TOCyJapCTBEHHAs MOPCKas akaJeMusl, XEpCcoH, YKpanHa.

IMomoBu4 M. C. — 10KTOp [ICHXOJIOTUYECKHUX HayK, podeccop kadeapbl o0mell 1 ConnaabHON ICUX0JIOTH, XEPCOHCKHA ToCy-
JTapCTBEHHBIN YHUBEPCUTET, XEPCOH, Y KpauHa.

Annazos J. C. — KaHAUAAT TEXHUUECKUX HayK, AOLEHT Kadeapsl HHHOBAIIMOHHBIX TEXHOJIOTUH M TEXHHYECKUX CPE/CTB CyJI0-
BOXKJICHUsI, XEPCOHCKAsl FOCYAapCTBEHHAs MOPCKasl akafeMusi, XepcoH, YKpauHa.

AHHOTAIUSA

AKTyaJIbHOCTB. B cTaThe paccMOTpeHB! BOIIPOCHI MOBBIIIEHHSI TOYHOCTH aBTOMATHYECKOTO YIPABJICHHS MOABIKHBIM 00BEKTOM
C HCTOJb30BAaHUEM MaTEMAaTHYECKOH MOJETHM M3MEPHUTENs U HAOMIOAAIONIETO 3a OMMOKAMU M3MEPEHHs YCTpOilcTBa B G0PTOBOM
KOHTpOJIIEpE CHCTEeMBI ympasieHHus. OOBEKTOM HCCIEIOBAHUS SABIAIOTCSA MPOIECCH aBTOMAaTHYECKOTO YNPABIEHUS MOJBHKHBIM
00BEKTOM ¢ MAaTEMaTUYECKOW MOJEIBI0 U3MEPHUTENS U HAOMIOJAIONIEero 3a OMNOKaMi H3MEPEHHsI YCTPOHCTBa B OOPTOBOM KOHTPOJI-
nepe cucteMsl ynpasieHus. [Ipexmerom mcciemoBaHMs SBIAIOTCS METOJ M alTOPHTMBI HOBBIMICHUS TOYHOCTH aBTOMAaTHYECKOTO
YTIPaBJICHUS TOBIDKHEIM OOBEKTOM C MaTeMaTHUECKOW MOJENBI0 H3MEPHUTEIIS M HaOIIOAAIONMEero 3a OINOKaMU M3MEPeHUs! YCTPO-
CTBa B OOPTOBOM KOHTPOJIIIEPE CUCTEMBI YIIPaBICHUSL.

Hexas. Lenbio nccnenoBanus sSBISIETCS MOBBIICHHE TOYHOCTH ABTOMATHYECKOTO YIIPABJICHUS MOABHKHBIM OOBEKTOM.

Metoa. JlaHHas Lesib JOCTUIAeTCs 38 CUET UCIOJIb30BaHHUS B OOPTOBOM KOHTPOJIEPE CHCTEMBI YIPaBICHHS MaTeMaTHYECKOH
MOJIEM U3MEPUTENs U HaOII0JAI0IIETr0 yCTPONUTBA, IIOCTPOSHHOTO HA €€ OCHOBE, OLIEHKHU TOJIE3HOH COCTABIIAIONIEH U cUCTeMaTHYe-
CKOH OMUOKM U3MEpeHHMs, 3aBHUCSIIEH OT MmapaMeTpoB ABIXKEHUS OOBEKTa YNpPaBICHUS, MCIONb30BAHUS /I YNPABIECHHUS TONBKO
TIOJIE3HOM COCTaBIIAIONIEH 0e3 CHCTEeMaTHYeCKOH OITHOKY U3MEPEHHS.

Pe3yabTaTn. Pazpabotan MeTOq M aNTOPUTMBI MOBBIICHNS! TOYHOCTH aBTOMATHYECKOTO YIIPABICHNUS ITOIBIKHEIM 0OBEKTOM 32
CUeT UCIIOIB30BaHMs B OOPTOBOM KOHTPOIIIEPE CHCTEMBI YIIPABICHHsI MaTEMaTHUECKOH MOJENIN H3MEPHUTEIs M HaOJI0afoOIero ycr-
pOHTBa, MOCTPOCHHOTO Ha ee ocHOBe. PaboTocrocoOHOCTh M 3P (PEKTHBHOCTE Pa3pab0TaHHOTO METO/a M alrOPHUTMOB IPOBEPEHBI
MaTeMaTHYeCKHM MojeinpoBanueM B cpene MATLAB nporeccoB ynpasieHHs: MOABHKHBIM OOBEKTOM B 3aMKHYTOH CXeMe C CHC-
TEeMOW yIpaBJICHHS.

BbIBoabI. Pe3ybTaThl MaTEMaTHYECKOIO MOZCIMPOBAHUS MOATBEPXKAAIOT PabOTOCIIOCOOHOCTD M 3()(HEKTHBHOCTD IIPEIIOKEH-
HOTO METOJa U aITOPUTMOB M MO3BOJIAET PEKOMEH0BATh MX AJISl MPAKTUYECKOTOo MPHMEHEHMsS MpU pa3paboTKe MaTeMaTHYECKOro
obecredeHusT BBICOKOTOYHBIX CHCTEM aBTOMAaTHYECKOTO YIPAaBICHHUS ABMKCHUECM.

KJIFOYEBBIE CJIOBA: aBToMaTHuYeCcKOE YIIpaBiIeHUE, TOYHOCTh yIIPABICHUS, CUCTEMA YIIPABJICHUS IBMYKEHUEM, OUTHOKH H3-
MepeHus, HabII0Jalomiee yCTPOHCTBO, MaTeMaTHIeCKast MOJIEIb.
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